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	Executive summary 
	The current proposal presents some additional measures to enforce the security of the SafeSeaNet application at the infra structure level.

	Action to be taken
	As per paragraph 5

	Related documents
	SSN Network and Security Reference Guide


1. INTRODUCTION
The current security measures in force for the SafeSeaNet (SSN) were defined at the early stages of the design of the system. It was a result of an analysis of risks and security threats made within the scope of the SSN Feasibility Study, and broad discussions on business needs, together with Member States in Pilot Group meetings.

In the light of the upcoming intended enhancements on SSN, EMSA would like to take the opportunity to reiterate some vulnerabilities that may affect the security of the system. This document elaborates on these vulnerabilities and proposes a solution on how they can be mitigated.

2. EMSA ANALYSIS
Regarding security, the current implementation of SSN is based on the concept of the Public Key Cryptography. This method relies on the use of Digital Certificates and on the SSL protocol for establishing secure communications between the SSN actors. This technology provides confidentiality (through data encryption), authentication and non-repudiation (through the use of certificates) and message integrity (through signing).

There are two modes of operation for SSL: the simple (or 1-way) SSL, and the 2-way SSL. In SSN, the 2-way SSL method is only used when the communication between the parties is initiated by the central system. For the remaining situations, when the connection begins on the national system, 1-way SSL is used instead.

In practical terms:

a) 1-way SSL is used by the national systems when sending notifications and responses to the European Index Server (incoming traffic to the EIS). With this method, only server side authentication is performed.

b) 2-way SSL is used by the EIS for relaying the requests to the provider of information or when responses are sent to the requester (outgoing traffic from the EIS). In this case, client and server authentication are performed.

It is important to notice that, in the first situation, no client side authentication is performed. Though simple SSL can be used with a static password, this is not the current practice. The result is that a non-authorised individual with a valid user id and the knowledge of the XML messages structure can access the SafeSeaNet system and feed wrong data into it.

However, since encryption is always used in both situations, confidentiality is never at risk.

3. EMSA PROPOSAL
With regard to the vulnerability described above, the following solutions are presented to minimize the potential risks.

Involving all the parties involved in SafeSeaNet:

· The adoption of 2-way SSL for every type of communications between the SSN central system and the Member States’ national systems. Only authorized parties owning a trusted digital certificate would be able to access the EIS. This would overcome the lack of proper authentication affecting the sending of notifications.

Affecting only the central system:

· Enforce certificate validation by querying a Certificate Revocation List (CRL), available on a X.500 Directory Server and accessible through the use of the LDAP protocol.
· Enforce certificate validation by checking the certificate domain name against the result of a DNS look up query using the server hostname of the communicating party.

· Implement IP filtering. This consists in checking the authenticity of the communicating party against a list of authorized IP addresses.

· Implement an authentication procedure at the SSN application level, using the SSN user id repository to validate the digital certificate details conveniently forwarded by the reverse proxy.
Technical considerations for the EIS:

The EIS is already capable of using 2-way SSL. Additional validation checks will require an assessment from the side of the entity hosting the SSN application (DIGIT). Though they are technically possible, logistical constraints and the local policies in effect may become a limiting factor to their applicability.

Technical considerations for the Member States:

The adoption of 2-way SSL requires that every Member State has a valid digital certificate. Furthermore, this is dependent on the component that contains the SSL end-point at the national level (firewall, proxy, web server…) and on the computing power of this component. In some extreme cases, a dedicated server can be recommended to cope with the workload resulting from management of the concurrent SSL sessions. The national firewall/proxy/web server must also provide proper support for Normalised Server Certificates.
4. ACTION REQUIRED
The balance between security and the business needs is an important matter when the operational capability of a critical system such as SafeSeaNet is taken under consideration.

The Member States are invited to evaluate the aforementioned proposals and take appropriate decisions.
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