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	Executive summary 
	This report provides some guidance on the possibly application of the single window concept for the submission of electronic notifications from masters, vessels owners or operators to the competent national Authorities.

	Action to be taken
	As per paragraph 6

	Related documents
	a. SSN document 4/7/1

b. SSN document 4/7/1




1. Background

This report has been written on request of the European Maritime Safety Agency to provide some guidance on the possibilities of the application of the single window concept for the submission of electronic notifications from masters, vessels owners or operators to the competent national Authorities. 

It contains some recommendations regarding the possibilities of the Single Window Concept. In principle the Single Window concept as described in this report provides support for the exchange of information between transport operators and governments B2G and where required also between governmental agencies mutually (G2G).

2. Introduction

Globalisation and liberalisation of trade and the increased traffic and transport resulting from these developments as well as the fast advance of electronic communication possibilities have over the last years resulted in continuous challenges regarding the alteration of the processes and procedures of the involved authorities. The increasing need to obtain reliable and up to date information will lead to considerable changes in the way the exchange of information from and to the vessels will be conducted over the coming decade.

Information requirements of the authorities will increasingly depend on the reliability and availability of electronic communication and services.

Moreover, the need of our society to be protected against dangerous and harmful products and the necessity to protect the coastal areas against unwanted effects of pollution and other incidents, demonstrate the urgency to better integrate security and safety aspects in the maritime world.

Whilst it is clear that a number of national administrations such as customs have already developed procedures to deal with certain aspects for intervention through the development of Risk Management Techniques, it became also quite evident that whilst sharing the same concerns Member States have developed their own individual strategies for creating an electronic environment for the various competent authorities taking into account national best practices and requirements. This has resulted however by definition in different IT solutions and different approaches to the implementation of rules and procedures.  Transport operators and vessels have to comply with different conditions for electronic access to the various authorities such as for instance customs, immigration, environmental inspection, fishery inspectorate, veterinary inspection, health services and port, - respectively fairway management.

In the broad context e-Europe (COM (2002) 263 p.10) increasingly becomes a priority ensuring that the developments around e-Customs and e-Maritime do indeed fulfil the requirements for Trade Facilitation whilst ensuring the overriding need for safety and security without introducing additional barriers to Trade and Transport.    

By using new communication technologies, a general reduction of the administrative burden on ships and administrations will be accomplished through the developed, - and developing port and coastal systems. The further simplification of the reporting formalities and procedures in accordance with the FAL Convention and the development and implementation of electronic means for the clearance of ships through the submission of information to a single point (the Single Window Concept) aimed at reducing the range of reporting obligations on the ship-owner and ship-master will lead to better information with less effort. This can however only be accomplished if solutions are standardised and integrated and fit for usage throughout the whole maritime world.

The development of interactive public services (e-Government) accessible for all and offered on multiple platforms will require an agreed interoperable framework to support the delivery of these services to all parties involved in the maritime environment. This will need a review of all legislation affecting the exchange of electronic data.

In this context the usage of a so-called Portal, Single Window respectively One Stop Shop, to supply and receive information might well be a solution to ensure that all information is made available to the rightful authorities and involved parties. Whilst definitions of these concepts may sometimes differ, the used terms for these entities are meant here to be synonymous. 

3. Single Window

Definition

In many countries, companies involved in international transport have regularly to prepare and submit large volumes of information and documents to governmental authorities to comply with all regulatory reporting and other legal requirements for the provision of information. The necessary information and documentation often has to be submitted through several different agencies, each with their own specific (manual or automated) systems and paper forms. These requirements, together with their associated compliance costs, can constitute a serious burden to both governments and the business community and can also be a serious barrier to the effective monitoring and reporting of vessels and the development of international common solutions enabling risk management for the various involved authorities and efficient controls. 

One approach to address this problem is the establishment of one or more Single Window(s) whereby the transport related information and/or documents need only be submitted once at a single entry point. This can enhance the availability and handling of information, expedite and simplify information flows between vessels and governmental authorities and can result in a greater harmonisation and sharing of the relevant data across governmental systems, bringing meaningful gains to all parties involved in maritime transport operations. The use of such a facility can result in improved efficiency and effectiveness of official controls and can reduce costs for both governments and transport operators due to better use of resources. 

Within the context of this paper a Single Window (in accordance with the UNECE Recommendation 33) is defined as a facility that allows parties involved in trade and transport to lodge standardized information with a single entry point to fulfil all regulatory requirements. If information is electronic, then individual data elements should only be submitted once.

In practical terms, the Single Window aims to expedite and simplify information flows between transport operators and government. The Single Window is generally managed centrally by a lead agency (for instance the Customs), enabling the appropriate governmental authorities and agencies to receive or have access to the information relevant for their purpose. In addition, participating authorities and agencies should co-ordinate their controls. In some cases a Single Window may provide facilities for the exchange of information on vessels, cargo carried on board, customs and immigration requirements and payment of relevant duties, taxes and fees. 

The implementation of a Single Window can be beneficial for both Governments and transport operators. For Governmental agencies it can bring better risk management, improved levels of security and increased monitoring possibilities with enhanced vessel compliance to the reporting requirements. Vessels and the transport operators benefit from transparent and predictable interpretation and application of rules, and better deployment of human and financial resources, resulting in appreciable gains in productivity and competitiveness. The value of such a facility for governments and traders has taken on increased importance in the new security environment with its emphasis on advance information and security risk analysis. 

According to the UN/CEFACT Recommendation, a Single Window facility should allow:

· Parties involved in trade and transport to lodge standardized information and documents with a single entry point to fulfil all regulatory requirements. If information is electronic, then individual data elements should only be submitted once. 

· The sharing of all information in respect of international trade and transport with all governmental agencies and  the related public and or private organisations, supported by a legal framework that provides privacy and security in the exchange of information. (Privacy=personal affairs belonging to or concerning a particular person or group)

· The addition of facilities to provide trade and transport related government information and to supply information to the competent authorities in case of emergencies and or calamities.

· Such a single entry point to disseminate, or provide access to, the relevant information to participating governmental authorities or authorised agencies

· Co-ordination of the controls and inspections of the various governmental authorities through the exchange of timely and up to date information in some cases this may ultimately lead to a one desk approach for inspection services.

Guidelines for the establishment of a national Single Window

Implementation of a Single Window to facilitate the exchange of information between business and governmental agencies B2G is a significant undertaking, involving many stakeholders and requiring commitment from many players in both government and transport. It is essential, therefore, that a systematic approach be adopted from the outset. Some of the key steps involved are presented below. However, the implementation approach will likely be heavily influenced by the political, social and cultural conditions and traditions in a given country.

· Developing the Initial Concept for the Single Window: Serious work on the establishment of a Single Window in a country often starts the preparation of a concept or briefing paper based on preliminary desk research most probably prepared by the lead department, agency or organisation likely to be heavily involved in the eventual implementation of the project 

· Making the Initial Decision to Examine the Feasibility of a Single Window: In the framework of an open partnership between government and transport operators (B2G), a meeting would typically be organised for high-level representatives from all relevant departments, agencies, organisations (hereafter called agencies) in both government and maritime transport to discuss the Single Window concept (or concept paper). The object of such a meeting is to get agreement on the project concept and to launch a feasibility study that would include a detailed needs analysis and technological assessment. Presuming a positive decision is reached to proceed with the feasibility study, the meeting should establish a Project Management Group made up of senior representatives of the key agencies that would be directly involved in implementing and utilising the Single Window. The meeting should also establish a Task Force with appropriate technical and managerial representatives of key agencies in order to carry out the organisational and implementation work required for the project. 

· Undertaking the Feasibility Study: The feasibility study is a key element of the overall Single Window development. The study should determine the potential scope of the Single Window, the level and nature of demand, possible scenarios for implementation (including possible phases of implementation), potential for and nature of a pilot implementation, the cost of implementation under the different scenarios, other resources required (human, technical, etc), potential benefits and risks, time frame, implementation and management strategy. Moreover and in the early stage an inventory of the legal issues should be made to ensure that legal barriers for co-operation between authorities and business are solved and solutions are based on appropriate legislation. 

· Consideration of the Feasibility Study Report: The findings of the feasibility study should be considered and approved (or otherwise) by the Task Force and eventually submitted for consideration by the Project Management Committee. Sufficient time should be allowed for this process, as it is essential to have the maximum input and agreement before the report is finalised. Following this, the agreed preferred Single Window option and the accompanying implementation option chosen should then be presented to the wider government and transport community, possibly through a national symposium on the establishment of a Single Window.
· Implementation: Whether a pilot, phased or full implementation approach is chosen, it is essential to initiate a clear project management approach throughout the project implementation. The project management plan, which must be formally agreed by both the Project Management Group and Task Force, should contain a set of clearly defined interrelated tasks and event milestones that can assist the Task Force and the Project Management Group to plan, execute, monitor, evaluate, and adjust the project implementation schedule and plan.
Key factors in establishing a successful single window

The successful introduction and implementation of a Single Window concept depends to a considerable extent on certain pre-conditions and success factors that vary from country to country and from project to project. This section of the Guidelines lists some of the success factors gleaned from a survey of existing Single Windows in various countries undertaken by the International Trade Procedures Working Group. The list of factors is not arranged in any particular order, as the situation in different countries and areas of operation can vary considerably. Although several of the points hereunder have already been mentioned, they are repeated here for completeness and emphasis.

· Political will
The existence of strong political will on the part of both government and business to implement a Single Window is one of the most critical factors for its successful introduction. Achieving this political will requires proper dissemination of clear and impartial information on objectives, implications, benefits and possible obstacles in the establishment of the Single Window. The availability of resources to establish a Single Window is often directly related to the level of political will and commitment to the project. Establishing the necessary political will is a building block upon which all the other success factors have to rest. 

· Strong Lead Organisation

Related to the need for political will is the requirement of a strong, resourceful and empowered lead organisation to both launch the project and see it through its various development stages. This organisation must have the appropriate political support, the legal authority to amend and implement rules and regulations, human and financial resources, and links with the business community. In addition, it is essential to have a strong individual within the organisation who will be the project champion.

· Partnership between Governmental agencies mutually and with transport operators 

A Single Window is a practical model for co-operation between agencies within government and also between government and transport. It presents opportunities for a public-private partnership in the establishment and operation of the system. Consequently, representatives from all relevant public and private sector agencies should be invited to participate in the development of the system from the outset. This should include participation in all stages of the project, from the initial development of project objectives, situational analysis, and project design through to implementation. The ultimate success of the Single Window will depend critically on the involvement, commitment and readiness of these parties, to ensure that the system becomes a regular feature of their business process.

· Establishment of Clear Project Boundaries and Objectives

As with any project, the establishment of clearly defined goals and objectives for the Single Window at the outset will help guide the project through its various development stages. These should be based on a careful analysis of the needs, aspirations and resources of the key stakeholders, and also on the existing infrastructure and current approaches to the submission of trade and transport information to government. As stated previously, this analysis should involve all key stakeholders from both government and the maritime industry. 

· User Friendliness and Accessibility 

Accessibility and user friendliness are also key factors for the success of a Single Window project. Comprehensive operating instructions and guidelines should be created for users. Help Desk and user support services, including training, should be established, especially in the early implementation phase of the project. The Help Desk can be a useful means for collecting feedback information on areas of difficulty and bottlenecks in the system and this information can be a valuable tool in its further development. The need for and value of practical training courses for users cannot be over- emphasised, especially in the early implementation phase of the project. It is also important to address the multilingual requirements in some of the European countries. It is essential that the design of the system be attuned to the real ICT capacities of the country or region in which it is to be run. Bearing in mind the potential future technological developments in this area, the maximum number of users should be able to utilise the Single Window from the moment it is launched. In some cases, this may dictate the use of a paper-based system or a dual paper/on-line approach, designed around the limited on-line access capacities of a given area.

· Legally-enabling Environment  

Establishing the necessary legal environment is a pre-requisite for Single Window implementation. Related laws and legal restrictions must be identified and carefully analysed. For example, changes in legislation can sometimes be required in order to facilitate electronic data submission/exchange and/ or an electronic signature system. Further, restrictions concerning the sharing of information among authorities and agencies, as well as organisational arrangements for the operation of a Single Window, may need to be overcome. Also, the legal issues involved in delegating power and authority to a lead agency do need to be examined.

· International Standards and Recommendations

The implementation of a Single Window generally entails the harmonisation and alignment of the relevant documents, information exchange and data sets. In order to ensure compatibility with other international systems and applications, the documents and the data including the data models must be based on international standards and recommendations. Whenever electronic data interchange is involved, the harmonisation, simplification and standardisation of all data used in international trade and transport are an essential requirement for smooth automatic operation of the Single Window. The harmonisation of data used by different participants in their legacy system can be one of the biggest challenges for automated Single Window implementation.

· Identification of Possible Obstacles 

It is possible that all players in government and/or maritime transport may not welcome the implementation of a Single Window. In such cases, the specific concerns of opponents should be identified and addressed as early as possible in the project. Identified obstacles should be considered individually, taking into account the local situation and requirements. Clearly, cost can be a major obstacle but this must be balanced against future benefits. However, it is important to be clear about the financial implications of the project so that the decision regarding full or phased implementation can be made. As has been indicated before legal issues also constitute a significant potential problem area therefore legal barriers need to be dealt with in an early phase of the implementation.

· Financial Model

A decision on the financial model for the Single Window should be reached as early as possible in the project. This could range from a system totally financed by a governmental organisation, to an entirely self-sustainable model. Also, where applicable, possibilities for public-private partnerships should be explored, if this is deemed a preferred approach. Clarity on this point can significantly influence decision-makers to support the implementation of the system. 

· Promotion and Marketing

Promotion and marketing of a Single Window is very important and should be carefully planned. The promotion campaign should involve representatives from all the key government and private stakeholders in the system, as these parties can provide valuable information on the expectations of the user community and help to direct the promotion and marketing messages. A clear implementation timetable should be established and promoted at the earliest possible stage of a Single Window project, as this will assist in the marketing of the project and will help potential users to plan their related operations according to this schedule. Marketing should clearly identify the benefits and cost savings as well as specific points relating to the increased efficiency derived from the implementation of Single Window operation. 

· Communications Strategy

Establishing a proper mechanism for keeping all stakeholders informed on project goals, objectives, targets, progress (and difficulties) creates trust and avoids the type of misunderstanding that can lead to the undoing of an otherwise good project. Within this context, it is extremely important to handle stakeholders’ expectations properly, and it is worth remembering the business adage of promising less and delivering more (rather than the other way round). It is also important to remember that stakeholders often do not expect miracles: solving simple practical problems can generate significant goodwill to carry the project through difficult patches along the development path.
Key elements of the Single Window concept
According to e-government principles, governments must become citizen/constituent-centric and service-based. The following e-government features should be taken into account when setting up a Single Window:
· Fully integrated front- and back-office processes

· Electronic processing from end-to-end

· Services that span government agencies and jurisdictions

· Improved and more accessible business management information

Key to these improvements is how next-generation e-government systems embraces existing workflows, business rules and legacy systems, leveraging and making use of current investments.

4. ELECTRONIC DATA EXCHANGE

SafeSeaNet background and data exchange

As a result of increased safety and security concerns, a lot of information is presently required (by various EU Directives) and is made available by masters and shipping companies. This information is more and more combined for multiple usage by the various competent authorities. This is increasingly achieved through the use of Single Windows in the coastal states. However this information is provided for a specific purpose by the vessel for usage by the respective authorities and is categorised as Business to Government (B2G). This information can also be used and exchanged between governments and governmental agencies mutually (G2G). This is presently the case for the information exchanged in SafeSeaNet.  

Detailed description of information contents and requirements

Information is a crucial part of any provided service. Therefore it is for the report of importance that information needs and requirements are divided in a number of categories to ensure that there remains a clear picture of when, what information should be available and where this information can be found. Related to maritime navigation the information categories and the relevant parties needing data are indicated in the following table: 

	
	Vessel Info
	Voyage Info
	Security Info
	Cargo Info
	Person Info
	Coast Info
	Waste

Info
	Certificates

	Receiving Authorities &Type of information
	MS Data bases
	Pre arrival / Actual voyage
	SOLAS

ISPS code

security officer
	Non HAZ

DGS (D)

POL (P)


	Crew

Pass

Stow-

aways
	Weather Current, Wave 
	
	

	Port Authority
	X
	X/X
	X
	
	
	
	
	X

	Coast Guard
	X
	X/X
	
	X (D,P)
	
	
	X
	X

	VTS
	X
	/ X
	
	
	
	X
	
	

	VTM
	X
	X/X
	
	
	
	X
	
	

	Pilot
	X
	/X
	
	X (**)
	
	X
	X
	

	Port Security

Officer
	X
	
	X
	
	X
	
	
	

	Calamity Abatement 
	X
	X
	X
	X
	X
	
	
	

	Dangerous goods Inspection
	X
	
	
	X (D,P)
	
	
	
	

	Immigration
	
	
	
	
	X
	
	
	

	Customs
	X
	
	
	X
	
	
	
	

	Statistics
	X
	
	
	X
	
	
	
	

	Phyto-

sanitary 
	
	
	
	X
	
	
	
	

	Veterinary inspection
	
	
	
	X
	
	
	
	

	Waste management
	
	
	
	
	
	
	X
	

	Health Inspection
	
	
	
	
	X
	
	
	

	Technical Inspection
	X
	
	
	
	
	
	
	X

	Master
	
	
	X (*)
	
	
	X
	
	


(*) Security Level

(**) General Information

Information categories and competent entities

The information categories and the relevant entities managing this information are indicated in the following table :

	
	Information Category
	Competent entities

	1
	Nautical information
	NTM’s Port Authority

	2
	Voyage reporting services and obligations
	Ship Master

	3
	Port navigational services
	VTS operator and Pilot

	4
	Collection of port dues
	Port Authority

	5
	Coastal traffic monitoring
	VTM

	6
	Waste management
	Master and port facilities

	7
	Search and rescue
	Coast Guard

	8
	Weather
	Meteorological Services

	9
	Dangerous cargo notification
	Master and Port Authority

	10
	Immigration inspection service, including illegal immigrants
	Master and Immigration service

	11
	Customs service
	Master and Customs

	12
	Statistics service
	Statistics bureau or institute

	13
	Security inspection and other protection aspects
	Port Security (Level)

	14
	Health inspection
	Port (State’s) health officer

	15
	Phytosanitary / veterinary inspection
	Veterinary inspector

	16
	Anti pollution in port
	Port Authority

	17
	Technical inspection of ships
	Surveyor

	18
	Fishing monitoring
	Coast Guard

	19
	Operations at sea authorisation/control
	Coast Guard


5. CONCLUSIONS AND RECOMMENDATIONS
The information requirements of the coastal authority and port authorities consist in essence of the same data. The main part of the data should be considered stable information obtained from the national databases or other various databases such as Lloyds.

The SSN could act as a sort of Single Window for those local and or regional systems by assuring that the available data is continuously updated and compared ensuring good quality and up to date information. SafeSeaNet should not only act as a recipient of the extra data but also as a distribution vehicle ensuring that relevant information on a certain vessel goes to all involved parties for instance the port / place of destination.

By using a similar technology as is used by the various shipping companies, who do have their common Portal (INTTRA--- www.inttra.com ) for booking of cargo and tracking and tracing of consignments and containers whilst at the same time these companies are competitors, the information could be protected from any party which has no right to the information. 

The following Recommendations for SSN will ensure a seamless transfer of data by using external data sources and through the comparison of the data ensure good quality and timeliness; this can be accomplished by the following steps:

· To built national or regional systems (Single Window Concept);

· To ensure that all required information can be handled electronically; 

· To accept a number of standard formats platforms for the information exchange e.g. UN/EDIFACT, Common XML Documents, ASCII etc;

· To maintain and publish the various standard message implementation guidelines and code tables Type of ship, UNLocodes, etc.  

· To act as a central repository of links with the appropriate information for instance a link towards the source of the dangerous and or hazardous goods information and the MFA Guide information might be the respective carrier database;

· To make available any information on vessels, which needs to be checked and continuously updated, to the regional authorities to ensure early compliance checks and early intervention whenever required;

· From the local Single Windows to start making links with customs, immigration and any other competent authorities to ensure maximum usage of the available data;

· To provide information to masters on expected weather conditions, sailing conditions, possible delays, Pilotage, preferred route and any other navigational hazards and or relevant particulars;

· To ensure that the necessary vessel and route data is always kept current and updated. It might be advisable to also make link towards commercial published schedules (such as INTTRA) to ensure early information on the expected movement and time schedule of liner vessels up to six month ahead;

· The results will meet the needs of a European Maritime Reporting System providing information on the movements along the European coasts.
6. ACTION REQUIRED

The Member States are invited to note the above recommendations. 
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