SafeSeaNet WS 6
SSN 06/6/1
22 & 23 November 2006


[image: image1.png]EMSA

/’European Maritime Safety Agency




SafeSeaNet Work Shop no 6
SSN 06/6/1
Agenda item VI
22 & 23 November 06

Lisbon 16 October 2006
ADMINISTRATIVE ISSUES
“Welcome on Board” document
Submitted by EMSA
	Executive summary 
	This document aims to present the objective of the “Welcome on Board” document and the mailbox in use in SafeSeaNet

	Action to be taken
	As per paragraph 3

	Related documents
	Welcome on Board


1. Welcome on Board document

Justification
The SafeSeaNet system provides a rich documentation that covers Legal, Administrative, Technical, and functional domains. It is completed with an Interface Control Document, a User manual and specific documentation regarding the system hosting and the Quality plan established with the contractor. 

It appeared usable to extract from that imposing list of documents the substantial data that should be easily accessible by the NCA managers for conducting its day to day operation within SafeSeaNet.

The data requested for the registration of the national point of contacts and details needed for the creation of the User Identification and password need to be traced somewhere. It is also the case for the Commissioning report performed by the Member State.

It is the reasons that justify the delivery of the “Welcome on Board” document. In addition, the entering in production should be validated by a document, the “welcome on Board” is that document which confirm the compliance of the SSN interface implemented at National level. 

 Document content and security

The “Welcome on Board” document is dated and delivered by EMSA to an individual person holding the document on behalf of a Country. 
A Quality control page identifies the document (version), the drafter, the document holder and a Control change history. All the pages are numbered. 

A table of content describe all sections. In annex is attached a copy of the Commissioning Report.
The document is not classified but, due to certain confidential data contained in it, the access is protected .Within EMSA premises, the Welcome On Board document is stored in a restricted electronic file only accessible by authorised person. The SSN Project Officer is responsible of the list of authorised persons. There is no hard copy of the document. 

 Delivery procedure

The Welcome on Board document is delivered by EMSA to the NCA responsible person designated by the Member State. 
The document is delivered once the commissioning acceptance report has been validated by EMSA. At this time the NCA can be declared operational and can enter in Production. 

The Welcome on Board document is automatically updated when EMSA is notified with a new data entry that modifies the existing one. 

A new version of the document is then delivered and the change is traced in the header Control history box of the document.

It is the responsibility of the Member State holder to provide EMSA with all change that affect the document.

2. SafeSeaNet mailbox
A SafeSeaNet mailbox is implemented with objective to provide all SSN actors with a unique address when communicating with EMSA people for SafeSeaNet purpose.

MailSafe-Sea-Net@emsa.eu.int
The SafeSeaNet mailbox offers the advantage to be continuously checked during the working hours and processed by a duty Officer. It means the entire messages received from MS are read and routed without undue delay to the ad hoc person in charge of the issue.
That mailbox is accessible to All SafeSeaNet actors. The mailbox is primarily dedicated to the administrative issues.

The technical questions must be reported to the contractor using the Helpdesk mailbox helpdesk@intrasoft-intl.com in charge collecting the calls and providing the appropriate reply. In that case, it is recommended to send a copy of the email to the SSN Mailbox in order to inform EMSA.

3. ACTION REQUIRED

Participants are invited to consider the “Welcome on Board” document and to provide their comment in order to validate the document.  

All SSN actors are invited to use as a primary the SSN mail box when communicating with EMSA team for administrative issues.
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4. Introduction

This document formalise your entering into the SafeSeaNet system and summarise the information you need for running your application in the production environment.

5. System Acceptance

In accordance to the test execution log of 14th December from INTRASOFT your system has passed all tests successfully and your system is approved to be compliant with the specification for systems aimed for production.

6. Documents

The following list of documents should be held by the National

Point of Contact

· SSN Interface Control Document (ICD)

· SSN User manual
· Representatives Form

· Documentation on the designation of the NCA

When appropriate:
· Procedure and Guideline for the Registration of New Web Server Certificates
· *Digital Certificates 
· SSN XML Messaging Reference Guide

· SSN Network and Security Reference Guide
· SSN Test Plan
· *Acceptance test Report 
· *Test execution log.

All documents, except those marked, can be downloaded from the EMSA web site (http://www.emsa.eu.int/end803d007.html). If a password is requested please refer to the ID form.

7. System Management

- National Contacts
At National level, the person in charge of the general responsibility of the system should be notified to EMSA (see annexed table I). He is the Member State representative in charge for participating to the SafeSeaNet management organisation and expressing the opinion on behalf of the Member State authority.

A SafeSeaNet Operational contact, responsible of the management at National level should be notified to EMSA (see annexed table II). He is responsible for holding the complete list of documents relevant of the system and he is the contact with the EMSA team for all technical issue. He will receive the alert provided by the Help Desk.

- EMSA contact

For communicating with EMSA you can use the functional mailbox 

SafeSeaNet@emsa.eu.int




or

Tel : +351 21 12 09 341

Fax: +351 21 12 09 217

NB! Soon we will have a commen SafeSeaNet Group number.

A SSN Web site is accessible at:

http://www.emsa.eu.int/ 

Select “Ship Reporting” 

Then down to “SafeSeaNet Overview”

Then you will arrive: “SafeSeaNet Home” “http://www.emsa.eu.int/end803.html”


Here you can select “Downloads”


“http://www.emsa.eu.int/end803d007.html”
This site provides general information on the system and the full list of downloadable documents in use in the system.

A password is requested for accessing most of the documents. User ID and Password is provided by EMSA on demand by phone or postal mail.

· Help Desk

A help Desk is available on a 24H/day basis with mission to provide:

· Technical support to SSN actors by handling incoming call with a first line resolution if possible,

· Trigger corrective and adaptive maintenance for the SSN core,

· Support the Members State during  their test effort,

· Inform all participants on the system status.

For communicating with the Help Desk you can use the functional mailbox:

helpdesk@intrasoft-intl.com 
or:

Tel : +30 210 68 76 540
Fax: +30 210 68 59 276
An incoming call is processed immediately by the first line resolution engineer. In case of the immediate resolve is not possible, the call is transmitted to the technical team for analyse. You will be informed about the status of your request.

-System Hosting Information
The core of the system is hosted within a data centre under responsibility of the Commission. The system is monitored within a Service Level Agreement that guarantee a permanent surveillance of the system based on 24h/day with an availability of 99%. A help desk support the service with objective to report in real time of any trouble affecting the SSN core. The data centre helpdesk is not accessible by SafeSeaNet users.

Table I Member State Representative

	Country
	National Representative

(Name)
	Organism / Institution
	Tel

Fax
	e-mail address
	Postal address

	CC
	
	
	Tel: 
Fax: 
	
	


Table II Operational contact

	Country
	Operational Contacts

	
	Name
	Organism / Institution 
	Tel

Fax
	E-mail
	Address

	
	
	
	Tel: 
Fax:

	
	

	
	
	
	
	
	

	
	
	
	
	
	


Your details will be presented in Annex 7 Member State Representative 

8. Servers

SafeSeaNet Internet URLs

The URLs of the SSN production environment are:
1. https://webgate.cec.eu.int/SafeSeaNet/ssn.do
(Xml interface)

2. https://webgate.cec.eu.int/SafeSeaNet/login.jsp 
(management console tool)

3. https://webgate.cec.eu.int/NCAWebApp/default.jsp
(web interface)
URLs of the SSN training environment are:
1. https://webgate.cec.eu.int/SafeSeaNet/training/ssn.do
(Xml interface)

2. https://webgate.cec.eu.int/SafeSeaNet/training/login.jsp
(management console tool)

3. https://webgate.cec.eu.int/NCAWebApp/training/default.jsp
(web interface)

9. User Id creation for NCA and LCA 

EMSA is in charge for the creation of the User Id of the NCA. 

At least four User Ids should be created.

Nota: The access to the Configurator and Management console tool is accessible with either of available user Id.
Production Site

· Xml and Web Interfaces

Training Site

· Xml and Web Interfaces

The NCA is responsible for the creation and delivery of User Id for the LCAs. A specific attention should be paid to the right attributed to a LCA. 

EMSA is in charge for the creation of the User Id of the NCA. 

	User ID *          (* : required field)


	UNDER EMSA RESPONSABILITY

NCA

For Web Interface ( Must be of the format NCAccxxx0

ccxxx= Locode 

0 = web interface

For XML interface ( Must be of the format NCAccxxx1

ccxxx = Locode

1 = Xml interface

	
	UNDER NCA RESPONSABILITY

LCA (recommended format)
Must be of the format ccxxxnn

ccxxx= Locode 

nn = 00 to 99

	First Name *
	First name of the responsible person, NCA

	Last Name * 
	Last name of the responsible person, NCA

	Provider URL *
	· By default point to the local IP address of the SafeSeaNet server. This is the case for Web users

- Is the URL pointing physically to the remote website of the Member State allowing SafeSeaNet to get the result of its request in xml format. Where can we find information when the  NCA has it.

	Requester URL * 
	· By default point to the local IP address of the SafeSeaNet server. This is the case for Webusers

· Data Requester URL has only to be specified in case of the Member State uses its own web user interface to submit queries to SafeSeaNet. Address to send the answer to when not using the webinterface.

	Password *
	At least 6 characters, last one must be a digit

	Phone Number *
	

	Fax Number * 
	

	Email address *  
	E-mail address mandatory for NCA role

	Location Code *
	

	Role ID * 
	ADM 
: Administrator (SSN Admin only) 

ALL 
: Full access rights 

CST 
: Costal Station MIN : Ministry 

NCA 
: National Competent Authority 

OTH 
: Others 

POR 
: Port 

PSC 
: Port State control    

	Network Type 
	Internet/Testa


· Provider URL and Requester URL (see SSN Network and Security Reference Guide )

Your details will be presented in Annex 8, ID Form

10. Annex, Member State Representative

Representatives Form

Please fill in this form with proper information for the national representative and the operational contact for the SafeSeaNet system.

At National level, the person in charge of the general responsibility of the system should be notified to EMSA (see annexed table I). He is the Member State representative in charge for participating to the SafeSeaNet management organisation and expressing the opinion on behalf the Member State.

Table I Member State Representative

	Country
	National Representative

(Name)
	Organism / Institution
	Tel

Fax
	e-mail address
	Postal address

	cc
	
	
	
	
	


Table II Operational contact

	Country
	National Representative

(Name)
	Organism / Institution
	Tel

Fax
	e-mail address
	Postal address

	cc
	
	
	
	
	


11. Annex, User ID Form

To get a user account in the SafeSeaNet database this ID form has to be completed.

-1- XML Interface User ID - Production System:

	User ID  *   

(* : required field)
	NCA
	

	
	LCA
	-

	First Name *
	Responsible person, FMA
	

	Last Name * 
	Responsible person, FMA
	

	Authority Name *
	
	

	Provider URL *
	
	

	Requester URL * 
	
	

	Password *
	
	

	Location Code*
	
	

	Latitude
	N/S

nn Degrees

nn Minutes

nn Seconds 
	

	Longitude
	E/W

nn Degrees

nn Minutes

nn Seconds 
	

	Phone *
	
	

	Fax *
	
	

	E-Mail*
	
	

	Role ID*
	
	

	Network type
	
	


-2- Web Interface User ID - Production System:

	User ID  *   

(* : required field)
	NCA
	

	
	LCA
	

	First Name *
	Responsible person, FMA
	

	Last Name * 
	Responsible person, FMA
	

	Authority Name *
	
	

	Provider URL *
	
	

	Requester URL * 
	
	

	Password *
	
	

	Location Code*
	
	

	Latitude
	N/S

nn Degrees

nn Minutes

nn Seconds 
	

	Longitude
	E/W

nn Degrees

nn Minutes

nn Seconds 
	

	Phone *
	
	

	Fax *
	
	

	E-Mail*
	
	

	Role ID*
	
	

	Network type
	
	


-3- XML Interface User ID - Training System:

	User ID  *   

(* : required field)
	NCA
	

	
	LCA
	

	First Name *
	Responsible person, FMA
	

	Last Name * 
	Responsible person, FMA
	

	Authority Name *
	
	

	Provider URL *
	
	

	Requester URL * 
	
	

	Password *
	
	

	Location Code*
	
	

	Latitude
	N/S

nn Degrees

nn Minutes

nn Seconds 
	

	Longitude
	E/W

nn Degrees

nn Minutes

nn Seconds 
	

	Phone *
	
	

	Fax *
	
	

	E-Mail*
	
	

	Role ID*
	
	

	Network type
	
	


-4- Web Interface User ID - Training System:

	User ID  *   

(* : required field)
	NCA
	

	
	LCA
	

	First Name *
	Responsible person, FMA
	

	Last Name * 
	Responsible person, FMA
	

	Authority Name *
	
	

	Provider URL *
	
	

	Requester URL * 
	
	

	Password *
	
	

	Location Code*
	
	

	Latitude
	N/S

nn Degrees

nn Minutes

nn Seconds 
	

	Longitude
	E/W

nn Degrees

nn Minutes

nn Seconds 
	

	Phone *
	
	

	Fax *
	
	

	E-Mail*
	
	

	Role ID*
	
	

	Network type
	
	


12. Annex, Digital certificate

The certificate properties are as follows:

	Server name
	Company
	Date from
	Date to
	e-mail

	
	
	
	
	


13. Annex, Test Report

13.1. Test Completed 

	
	
	
	
	
	
	
	
	
	

	Tester
	
	 
	 
	 
	
	
	

	Test Cycle
	
	
	 
	 
	 
	 
	
	
	

	Cycle Date
	
	
	 
	 
	 
	 
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	 
	NCA acting as Data Requester
	
	
	
	
	
	
	

	 
	NCA acting as Data Provider
	
	
	
	
	
	
	

	EMSA will consider an XML implementation complyant with the specifications and ready for production in the official SSN network if all tests pass.

	
	
	
	
	
	
	
	
	
	

	Tested carried out by: 
	
	
	
	
	
	
	

	Test User Account
	
	
	
	
	
	
	
	

	URL SSN : https//webgate.cec.eu.int/SafeSeaNet/training/ssn.do
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	Testdata used : 
	
	
	
	
	
	
	
	
	

	For the complete set of test data please refer to the attached files: 
	1
	
	
	
	

	
	
	
	
	2
	
	
	


	
	
	
	
	
	
	
	
	
	

	Tester
	
	 
	 
	 
	
	
	

	Test Cycle
	
	
	 
	 
	 
	 
	
	
	

	Cycle Date
	
	
	 
	 
	 
	 
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	 
	NCA acting as Data Requester
	
	
	
	
	
	
	

	 
	NCA acting as Data Provider
	
	
	
	
	
	
	

	EMSA will consider an XML implementation complyant with the specifications and ready for production in the official SSN network if all tests pass.

	
	
	
	
	
	
	
	
	
	

	Tested carried out by: 
	
	
	
	
	
	
	

	Test User Account: 
	
	
	
	
	
	
	
	

	URL SSN : https//webgate.cec.eu.int/SafeSeaNet/training/ssn.do
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	Testdata used : 
	
	
	
	
	
	
	
	
	

	For the complete set of test data please refer to the attached file:   27.pdf
	
	
	

	
	
	
	
	
	
	
	
	
	


Bugs

14. Annex, Test Execution Log

14.1. Log of ……………..
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	TEST EXECUTION LOG

	Project/

Application
	SSN Core (Training site)
	Test Plan Reference
	SSN-TestPlan-05.pdf

	Version
	1.8.2.1
	Testers
	

	Validated by
	Intrasoft International
	Run (Rx)
	

	Test Scenario
	Pass/

Fail
	Confirmation
	Date

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


14.2. Log of …………
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	TEST EXECUTION LOG

	Project/

Application
	SSN Core (Training site)
	Test Plan Reference
	SSN-TestPlan-05.pdf

	Version
	1.8.3
	Testers
	

	Validated by
	Intrasoft International
	Run (Rx)
	

	Test Scenario
	Pass/

Fail
	Confirmation
	Date

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Annex I

1/2
European Maritime Safety Agency (EMSA)
Av. Dom João II, Lote 1.06.2.5, 1998-001 Lisbon, Portugal

Tel: +351 21 1209 278, Fax: +351 21 1209 217
2/2
European Maritime Safety Agency (EMSA)
Av. Dom João II, Lote 1.06.2.5, 1998-001 Lisbon, Portugal

Tel: +351 21 1209 278, Fax: +351 21 1209 217
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