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	Executive summary 
	This document presents proposals for revision and process for revision of SafeSeaNet Users’ Roles and Access Rights.

	Action to be taken
	As per paragraph 6

	Related documents
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d. Document ISWG 3/Conclusions v0.92
e. Document SSN 5/Conclusions
f. Network and Security Reference Guide v1.14
g. Interface Control Document (ICD), Issue 1, Revision 0


1. INTRODUCTION 

At ISWG 3, EMSA submitted document 3/4/1 that recommended several modifications regarding the management of the Users’ Access Rights. The document aimed to address a concern raised by Member States questioning SSN’s compliance with the initial system requirements.
The outcome of the discussion is summarised in the ISWG 3 Conclusions document. Two main requirements emerge:

· It is the responsibility of the MS to manage the access rights at the NCA level,

· It is the responsibility of SSN to guaranty that the requestor has the relevant access rights.

The present document is based on these two statements together and taking into account the Network and Security Reference Guide v1.14 and the Interface Control Document (ICD), Issue 1, Revision 0

2. EMSA COMMENTS

General

In order to progress with this rather complicated task a revision of the SSN User Access Rights management needs to be slightly modified to achieve the requested flexibility.

Much of the problems encountered is connected to the use of Locode as a user identifier (as an ID). As long as we don’t have a single Locode for the port authority in a port area, it is well known that in many Member States a larger port area can have several Locodes, it will result in a need of several user IDs for one port authority to be able to have a complete traffic overview for the hole area.

A solution could be to have a user ID disconnected from the Locode system, where we could cluster Locodes to one user ID. Then we also would have solved the problem with the main port and sub port operation.

The solution proposed by the ISWG was to create a matrix solution that could be operated at NCA level. This would give the requested flexibility for the member states, but it caused also some discussion how to manage that only legal authorities get access to more sensitive information like Security Notifications.

To operate this type of flexibility EMSA needs to develop a more elaborated User Manual that clearly states how to create the different types of roles under the NCA responsibility and the legal condition behind each role.

SSN Roles

The present Network and Security Reference Guide (NSRG) (see page 37) states that every SSN user is assigned a single role in SSN. Each of these roles is assigned a set of default and maximum access rights. 
A further statement is: “Roles access rights are managed at the project level by the system administrator and can only be modified by a change request submitted by the DG-TREN”.  EMSA is operating SafeSeaNet on behalf of DG-TREN.

Based on the existing documents a new Role can not be created by a Member State directly. Approvals for a new Role have to be made by EMSA. An intervention on system (in the present system) level will also be necessary for certain rights connected to a “mixed” role.

At present this is a legal and practical boundary for the SafeSeaNet system.

Concerns expressed during previous workshops. 
According to the NSRG page 38, a port authority may only obtain information from SSN if the next port of call within the requested information can be identified as their port.

Several Member States confirmed that this rule does not function within the SSN system. 

Member States requested clear assurance that the system would not allow any LCA to receive port notifications for places for which that LCA is not the port authority or is not allowed to act on behalf of the port authority. This rule does not currently function in the SSN system.

Member States requested in certain cases national arrangements, larger ports be permitted to send notifications on behalf of smaller ports. An evaluation of the correction to SSN that would be required has been provided by EMSA’s contractor. An implementation of this requirement would necessitate substantial important modifications to the current SSN system and present a high risk in case of the current version, SSN V1.83. 

These concerns are connected to the present system. When SSN starts to deal with Security Notifications a clear specification of roles will be even more important.
3. ISWG3 PROPOSAL

The participants in ISWG3 agreed that a more flexible arrangement for access rights were necessary to fulfil their obligations in a proper and efficient way. Further, it is necessary to make SSN more user friendly in daily use.

Based on the arguments presented during the discussion, EMSA has developed the following proposal.

· Based on the legal requirements in Network and Security Reference Guide v1.14 

· Based on the legal requirement in Interface Control Document (ICD), Issue 1, Revision 0

· EMSA develop a Role Matrix, which can be used by the Member States to specify their needs for a specific role that comply with operational requirement connected to a specific LCA.

· The Role Matrix have to be sent to EMSA for approval and technical validation (what is possible in the present system)

· If any changes are needed the Member State is contacted for consultations.

· After agreement, EMSA create the new Role and inform the NCA involved.

Experience gained from this process, EMSA will take this into consideration when introducing system modifications or when new system versions are developed. We have to recognise that the present system has rather limited possibility to permit a flexible and user friendly solution.

4. The Role Matrixes
In the Access setup environment for SafeSeaNet we have three elements. 

1. The first element is the ID and the password that specify the person that shall have access. Based on the authentication and authorisation rules we know that this person is connected to an authority and the legal condition is approved by NCA or EMSA. 

2. Element two is the functionality. To perform different activity in SafeSeaNet we need to have access to different functionality. Even if this in fact consists of two elements we treat it as one. These two are function and type of information connected to the function. To illustrate this we can take a look at sending notification. The function it self is to send a notification. In addition to this functionality we also define which type of information that the person can transmit. We have exactly the same situation for the request functionality.

3. Element three is area, for which the person has right to notify or request information. Until now this element has been integrated into element two (the present role definition). This lack of flexibility has created some frustration for Member State users. The objective for the proposal in this document is to create a more flexible solution that is easier to adapt to the practical life. 

What we have done is only to break the link between the functionality and the area and specify them individually.

To specify the complete access rights for a Member State user, two matrixes are developed, one for functionality and information type and on for area access. This gives the NCA the needed flexibility to combine area and functionality for each user so it fit with the operational situation for that specific authority.

The matrixes are presented on the next pages. A xls file is made for requesting functional and area access rights.

5. EMSAS Proposal for New Role Matrix
Based on the above mentioned, the following matrix is developed to fulfil the requirement for requesting a new role.
The present Role Matrix
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If the Port Authority is the next port of call

²

The granting of an access right would have to be decided on a case by case basis, depending notably on the relevance of the information for the authority or body concerned, and

taking into account protection of confidentiality.

³

To be confirmed (such authorities may have not yet been defined)

Others:

Could be represented by Customs, Schengen and others.



Information Requests (WEB/XML)

Send Notification (WEB/XML)

Ship Search

Information Requests (WEB Only)

Alert

Ship

Alert

Notification Details

Administration

Manage




Request Role Matrix
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Port Search Area Search

Port Ship Hazmat Security Port HAZMAT Security Latest Notif. Voyage Cargo Manifest Latest Incidents Request

Roles

SITEREP

POLREP

Waste

L/F Containers

Others

MRS

AIS

SITEREP

POLREP

Waste
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LOCODE Register

Vessel Register

Manage Roles

Manage Users

Statistics

NCA Access Rights ==> Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y N N N Y Y

Requested Access for:

Role 1 ===>

Role 2 ===>

Role 3 ===>

Role 4 ===>

Role 5 ===>

Role 6 ===>

<=> Can be decided by NCA Type Y or N in all fields of this colour.

<=> Restricted to specific operational status Type Y or N in all fields of this colour.

<=> Access right Not permitted



Information Requests (WEB/XML)

Send Notification (WEB/XML) Ship Search

Information Requests (WEB Only)

Alert Ship Alert

Notification Details

Administration

Manage


Role – Locode table
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Cluster of Locodes connected to the Role

Name of Role 2= 

Add the Locodes involved

Name of Role 3= 

Tick off which Locodes is involved in each Role.

Name of Role 4= 

Check whether the Locode is present in SSN and tick off. Name of Role 5= 

Role 1 Role 2 Role 3 Role 4 Role 5 Role 6 Name of Role 6= 

Country Code

LOCODE

EMSA Level

National Level

Pattern of:  Pattern of:  Pattern of:  Pattern of:  Pattern of:  Pattern of: 

LOCODES Registered in

Update


6. ACTION REQUIRED

Member States are invited to note the above proposals and to advise as to the appropriate action to take.
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