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	Executive summary 
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1. INTRODUCTION

The SafeSeaNet Permanent Group expressed its agreement at WS 4 on the ICD v1 rev.0 and proposed to submit the document to DG TREN for a final review. Then the ICD should enter in application and published on the SafeSeaNet web site. Before submitting the ICD to Commission, EMSA requested the SSN Group to reconsider the following issues for which there is a need for further clarification.

Attachment Annex I contains a summary of further amendments and some notes on the ICD. It is also necessary to refer to the latest version of the ICD V1 rev.0 dated 10th March. Annex II contains the current and corrected draft of the ICD.
This document presents the latest corrections and amendments to the layout to the SafeSeaNet Interface Control Document (ICD) Issue 1 rev 0 and seek agreement by the Group prior to publishing it on the EMSA website. This reflects what will be version 1.9 of the SafeSeaNet core system.

It is intended that new versions of the ICD will be published as and when there adequate changes to SafeSeaNet to justify such action. This will be in combination with new versions of the system.

Agreed already in principle, details of the security and waste messages will be included in the ICD for SSN Version 2.0 and later. In this current version, these two messages are listed with other messages in section 2.3.1, but no further detail is given.

The purpose is as described in Directive 2002/59/EC Annex III and section 1.2 of the ICD:

“2. The Commission shall develop and maintain, in consultation with the Member States, an Interface Control Document which describes the system facilities in terms of the message scenario, the message functions and the relation between the messages. The message timing and performance shall be detailed, as well as data interchange protocols and parameters. The Interface Control Document shall further specify the data content of the required message functions and describe those messages.”

It is therefore appropriate for the ICD to contain a brief background explanation of the SSN system and its facilities, so far as to enable it to define the minimum standards for:

· message timing 

· performance

· data interchange protocols and parameters

· specification for the data content of messages

It is not a document aimed at the technical specifications of the system but contains technical standards where these are necessary. Detailed standards are contained elsewhere in other related documents. e.g. the XML Message Reference Guide.

The document layout or organisation is given in section 1.3 of the ICD.

2. AMENDMENTS AND INSERTIONS MADE TO THE ICD CURRENT VERSION

Ireland incorporated Testa as part of its SSN solution and requested EMSA support for testing. During the tests that began in November 2005, inconsistencies were experienced in Testa implementation of SSN requirements as specified in the Network and Security Reference Guide V1.14. On page 51 it is stated that the use of HTTPs must be used in order to ensure authentication, privacy and integrity around the exchange of Xml messages. The current Testa implementation does not support the HTTPs protocol.

An action has been instigated for correcting the Testa interface. Figure 2 in the ICD has been modified for integrating the required change to the Testa network.

EMSA is of the opinion that Section 5.2.2.1 will be difficult to implement in practice given its current form and that this text should be re-evaluated by this Group. For example, the frequency of reports it requires from a mandatory reporting system may not be supported by the conditions for its adoption under the relevant IMO Resolution.

A new Chapter 8 is given on the subject of UN LOCODES. This includes the text agreed at SSN Workshop 3 in June 14-15 2005 and referred to in section 3.5 of the report (referring to paragraphs 1 to 3 of Norwegian paper 3/3/10). This also incorporates a further amendment to those changes (“ZZCAN” and “ZZUKN”), agreed at Workshop 4 (paragraph 3.2 of the report). EMSA considers that Version 1.9 of SSN is an appropriate point in time for incorporating all of these changes on UN LOCODEs.

Further amendments and insertions are listed in the Annex I of this document.

3.  ACTIONS REQUIRED

Member States’ expert representatives are invited to:

a) Consider the information provided above and in Annex I and II.

b) Recommend endorsement of the current the latest circulated draft version of the ICD V1 rev.0 dated 10th March.

c) Recommend that as a consequence of (b) above, the draft version of the ICD, subject to any further amendments agreed at this meeting, should become the first full official version and be published on thee EMSA website as soon as possible.

d) Recommend that in principle, should conflicts or differences of opinion arise as to the interpretation of or between the SSN reference documents (as listed in section 1.7 of the ICD), the specifications contained within the ICD shall take precedence over other documents. The ICD would therefore be considered the senior document in order of precedence should matters of disputed interpretation of documents arise in the future.
Annex I 

Changes to and notes on the ICD

1.  General minor grammatical improvements, renumbering and indents have been made throughout the document.

2.   The main “sections” now referred to as “chapters” with consequential changes to references throughout the ICD.

3.   Change Font to an EMSA standard, Verdana 10 point.

4.   Section 1.3 – References to a summary of amendments and document history are deleted.

5.   Section 1.6 – Definition of “coastal station”. Change “approved” to “adopted” in accordance with SOLAS Ch V Reg. 10. 

      Note: the reference to “national regulations” applies further and does not now align with 2002/59.

6.   Section 1.7 – The “Change Management Plan” is added to the list of documents.

7.   Section 1.7 – References to versions of documents deleted in accordance with SSN 04/3/10rev.1.

8.   Section 2.1 – New sentence added to paragraph 5, “In cases where there is a MPOC solution…”. Reflecting on MS opting for the multiple point of contact solution, based on comments by the Netherlands and agreed in SSN 02/3/1.

9.   Section 2.2.1 – Fifth and final bullet point deleted “Security Notifications”. 

10. Table 1 – Under the port description “ZZUKN” substituted for “ZZKNW” as agreed at SSN Workshop 4, though actioned immediately and not in SSN V.2.0.

11. Table 2 – Key or footnote added to explain the meaning of “N.A”.

12. Section 5.2.1.2 – As above, the port UN LOCODEs “ZZUKN” and “ZZCAN” agreed at SSN Workshop 4, actioned immediately and not in SSN V.2.0.

Notes: a) A similar procedure should be introduced for the Hazmat notifications but                             

               with instructions on where the information is sent when the port in not 
               known.

           b) Who or how will information for ports that are unknown to be stored and 
               who will access that information?

13.  Section 5.2.1.5 – The paragraphs in this section are systematically rearranged to deal with (1) communications failure, (2) communications failure, (3) corrupted message and (3) corrupted message. This is now used as standard text and applied in similar sections, e.g. 5.2.2.3 and 5.2.3.4.

14.  Section 5.2.2.1 – This section is revised reflect the possibility of ship notifications originating from AIS and/or MRS and VTS. Coastal stations are not the original source of any notifications only alerts. Similarly, the final paragraph of the section is amended to reflect verification in the form of an alert (or not). The word “should” is used throughout.

15.  New Chapter 8 added on “UN LOCODEs”.

16.  Section 5.3.3 – The function is amended to reflect the same scope of functionality of the area description given in Table 3, only the Alerts.

17.  Sections 7.1.3.1 and 7.1.3.2 (and figures 2 and 3) have been deleted as their role was only to describe the TESTA network.

18.  Section 7.1.4.3 and 7.1.4.4 (with Figure 6) are also deleted as purely descriptive of authentication and confidentiality.

19.  Figure 2 (was 4) – A completely update is inserted to reflect the current system architecture. See paragraph 2 of this document.

20.  Section 7.2.7.2 – Square brackets removed from the performance figures in the second and third paragraphs.

21.  Section 7.2.7.3 – Square brackets removed from “15 minutes”.   

22.  Section 7.2.7.6 – Square brackets removed from the figures in the second, third and fourth paragraphs/sentences.

      Note: This is the answer to repeated queries from Member States.

23.  New Chapter 8 added on “UN LOCODEs”.
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PREAMBLE

Following the accident of the ERIKA off the French coast in 1999, the European Union adopted several legal instruments for improving the prevention of accidents at sea and combating marine pollution. Directive 2002/59/EC of the European Parliament and Council of 27 June 2002 establishing a Community vessel traffic monitoring and information system and repealing Council Directive 93/75/EEC, aims at establishing in the Community, a vessel traffic monitoring and information system “with a view to enhancing the safety and efficiency of maritime traffic, improving the response of authorities to incidents, accidents or potentially dangerous situations at sea, including search and rescue operations and contributing to a better prevention and detection of pollution by ships”. Council conclusions of 6th December 2002 to strengthen the mechanisms for the control of traffic along the coasts of Member States, developed after the Prestige incident, are also taken into account. Member States and the European Commission shall co-operate in development of a computerised data exchange system and its necessary infrastructure.

To achieve these objectives, in 2001 the European Commission launched development of a European network - the so-called SafeSeaNet. The main objective of SafeSeaNet is to provide a European Platform for Maritime Data Exchange between maritime administrations of the Member States, by:

· Setting-up a telematic network between all the maritime EU Member States for their co-operation in preventing maritime pollution and accidents at sea.

· Creating this network taking into account new technologies such as XML and the Internet/TESTA network, making it flexible to cope with future technological developments.

Implementation of Directive 2002/59/EC, as well as other provisions from different instruments of European legislation, requires the collection and distribution of various kinds of data. These concern vessel traffic monitoring, dangerous cargo details, results of ship inspections (Article 16(1)(c)), information related to ships’ waste and cargo residues. SafeSeaNet improves the exchange through better standardisation and efficient implementation of EU maritime safety legislation. 

SafeSeaNet has been designed to provide, as necessary, new services with large communities of users, with the objective of contributing to the implementation of other community policies with respect to marine environmental protection, security, etc.
CHAPTER 1

INTRODUCTION

1.1


Overview

The purpose of the SafeSeaNet Interface Control Document (SSN ICD) is to describe the system in terms of the message scenarios, the message functions and relationships between the messages. This document details the message timing, performance, as well as the data interchange protocol and parameters. It specifies the data content of the required message functions and describes those messages.

1.2


Document Objective

The SafeSeaNet System is operated in accordance with European Parliament and Council Directive 2002/59/EC of the 27 June 2002, establishing a Community vessel traffic monitoring and information system and repealing Council Directive 93/75/EEC.

Annex III of the Directive 2002/59/EC requires the Commission in consultation with Member States, to develop and maintain the SSN ICD.

The purpose of this document is to:

· describe the SafeSeaNet system and its functionality;
· define the corresponding procedures to be implemented by Member States for distributing electronics messages;
· define the responsibilities of SafeSeaNet system users; however 
· for technical details relating to the SafeSeaNet system architecture and functionality, other technical documents should be referred to in the first instance.
1.3 


Document Organization

The SSN ICD document has the following structure:
· Tables of contents, list of tables, figures and acronyms, preamble;

· Chapter 1 provides an introduction to the SSN ICD and includes information on the documents itself and its amendments. It also includes a list of reference documents for SSN;

· Chapter 2 provides a description of the operational concept, including preliminary information on its architecture, distribution principles, and security requirements;

· Chapter 3 provides information on SafeSeaNet users;
· Chapter 4 provides information on Data Providers and Data Requesters;
· Chapter 5 provides information on types of messages and their procedure;
· Chapter 6 provides information on the test of the system and changes to its status;
· Chapter 7 provides a detailed technical specification of the system;
· The annexes present a paper version of the messages or message description and a SafeSeaNet Report on System Status, Activity and Performance.
· Chapter 8 explains the use and responsibilities for UN LOCODEs.
Each page of the document includes in its header:

· Issue Number;
· Revision Number; 

· Date of the revision.
The Summary of Amendments is updated with each new revision.
1.4


Document Amendments and Updates

Amendments to Chapters 1-8 and the annexes shall be approved by the Member States.
Users of the SSN ICD should ensure that their copies of the document are of the latest, up to date version. Updated versions of the SSN ICD shall be published on the EMSA website. 
1.5


The SafeSeaNet Group

A SafeSeaNet Group is established. The objective of the SafeSeaNet Group is to provide a primary focal point for SafeSeaNet. To this end, the SafeSeaNet Group aims to:

a) regularly report on the SSN activities of Member States and of EMSA;
b) monitor and support adaptation of the system to users’ requirements;
c) define the modification and adaptation of the system needed for compliance with the latest regulations and technical evolutions; 

d) develop the networks of new users;
e) propose new system functionalities;
f) elaborate and agree the SSN supporting documents; 

g) deal with traffic monitoring related issues as defined in the Directive 2002/59 and EMSA regulation No. 1406/2002; and
h) examine how the traffic monitoring infrastructure data (including Long Range Identification and Tracking information) could be linked or integrated into SafeSeaNet.
1.6


Definitions

For SSN ICD purposes, unless expressly provided otherwise:
a) Member State – means Member State of the European Union and Member State of the European Economic Area;
b) National Competent Authority (NCA) – body that assumes on behalf of the Member State the responsibility of SafeSeaNet management. It is in charge of verification and maintenance of the national network and procedures complying with the requirements as described within the Interface Control Document;
c) Local Competent Authority (LCA) - the authorities or organisations designated by Member States to receive and transmit information pursuant to Directive 2002/59/EC e.g. Port authorities, Coastal Stations, Vessel Traffic Service, shore-based installations responsible for a mandatory reporting system approved by the IMO, or bodies responsible for co-ordinating search and rescue operations;
d) Coastal Station - any of the following designated by Member States: a Vessel Traffic Service, a shore-based installation responsible for a mandatory reporting system (adopted by the IMO or by national regulations) or an AIS shore-based installation developed by the Member States for receiving and utilising vessels’ AIS messages.
e) TESTA is a private network that gives public administrations access to modern telecommunications services for daily dealings with other public sector bodies across Europe. Its purpose is to provide European institutions and agencies as well as administrations in the member States, with a network infrastructure that ensures easy, reliable exchange of data.

f) UN/LOCODE is a geographic coding scheme developed and maintained by United Nations Economic Commission for Europe, a unit of the United Nations.

1.7


Reference Documents 

a)
SafeSeaNet User manual 





V1.8
b)
SafeSeaNet XML Messaging Reference Guide 


V1.62
c)
SafeSeaNet Network & Security Reference Guide


V1.14
d)
Procedures and Guidelines for the registration 
    of new web server certificates




V1.0
e)
SafeSeaNet Test Plan






V1.21
f)  Change Management Plan





V1.0
g) Rules and procedures of the SafeSeaNet Group


V1.0
h) MS’ Authorities List

CHAPTER 2

GENERAL OPERATIONAL CONCEPT

2.1


General 
In pursuance of international, regional or national regulations, ships shall make specified reports containing certain data during voyages with destinations to, from and within European waters. 

In accordance with Directive 2002/59/EC, it is the responsibility of the ship operator, agent or master to notify the port authority or competent authority prior to entry into a port of a Member State, some specific information and some additional information when carrying hazardous goods on board within European waters. Also, Member States shall monitor ships operating in their mandatory ship reporting systems; and vessel traffic services based on guidelines developed by the IMO.

A clear distinction must be made between the information transmitted by the ships to the shore, as a “Ship to Shore” information flow and the information exchanged on-shore through the EIS as a “Shore to Shore” information flow. 

SafeSeaNet aims to facilitate the “Shore to Shore” notification exchange of data in a comprehensive format. The exchanged data should be received from different external systems currently in action or planned for implementation, and adapted to the SafeSeaNet system specifications.

SafeSeaNet is a specialised network established to facilitate the exchange of data in an electronic format between the maritime administrations of the Members States. The system has been developed with the objective to enable compliance with Community legislation on maritime safety, namely Directive 2002/59/EC and additionally with other instruments related to port reception facilities and on port state control.

The SafeSeaNet system is based on implementation through two different interfaces accessible by the maritime community, through the Internet network and Testa. It has been designed to be available round the clock with a high level of reliability and security.

2.2


Architecture of the System

The core of the SafeSeaNet architecture consists of the SafeSeaNet XML Messaging System. It acts as a secure and reliable “yellow pages” index system in a “hub and spoke” network (including authentication, validation, data transformation, logging) for sending requests to and receive notifications and responses from users identified as Data Providers and Data Requesters.

Detailed factual information is stored at Member State level. Whenever the information changes (information added, updated, removed) the local competent authority (normally via the NCA), sends a notification to the EIS as a consequence of these (changed) notifications and the EIS is up-dated with the location of the information.

The SafeSeaNet System relies on a distributed architecture made of three levels;

- Local Competent Authorities (LCA) 

- National Competent Authorities (NCA) 

- European Index Server (EIS)
The LCA is the end user that may range from a port authority to a coastal station. It is the recipient of the SSN messages and feeds the SafeSeaNet system with those messages. It may also request information from the system.

The NCA assumes on behalf of each country, the responsibility for SafeSeaNet management. It is in charge of verifying and maintaining the national network and the procedures for complying with the requirements as described within the ICD. In cases where there is a MPOC solution, LCAs acting an NCA point of contact are responsible for verifying and maintaining their connection to SSN and for procedures complying with the requirements as described within the ICD.
The EIS is able to locate and retrieve information from one Member State in response to a query made by another Member State.

SafeSeaNet provides two different interfaces to enable Data Providers to exchange messages with the SafeSeaNet system:
· the default browser-based web interface; and
· the XML message-based interface.

A detailed description of LCA, NCA and EIS is provided further in the Chapter 7 of the SSN ICD.
2.3


Distribution Principles

2.3.1

Information reported

In accordance with the Directive 2002/59/EC ships shall report to the competent authorities of the Member States certain information. Member States shall notify to the EIS in a specified time the following:
· Port Notifications (See Annex I).
· Hazmat Notifications (See Annex III).
· Ship Notifications (AIS and MRS) (See Annex II).
· Alert Notifications (Messages emitted by their operational services following events at sea - Search and Rescue report, Pollution report, and Waste notification, Lost/Found container etc.) (See Annex IV).
2.3.2 

Physical flows

When an LCA/NCA receives the above information, it informs the EIS about it using a “notification” message. The system will indicate that the LCA/NCA that provided the data, (identified as the data provider) has certain type of information available on that ship.

When the NCA of another Member State requests the display of more detailed information, the following process occurs:
a) When using the XML interface:
· The LCA (acting as a Data Requester) sends a “request” message to its NCA, NCA forwards it to the EIS;
· In the case of a port notification, the EIS sends information back to the requester.
· For other notifications, the EIS forwards the request to the NCA of the Member State where the requested information is located, which, in turn, forwards it to the end user that owns the information;

· The LCA (Data Provider) that owns the information then answers with the information that is transmitted back to EIS that forwards it to the Data Requester. The information is processed by the application of the Data Requester.
b) When using Web interface:
· The LCA (identified as Data Requester) sends a “request” message to the EIS;

· The EIS forwards the request to the NCA of the Member State where the requested information is located, which, in turn, forwards it to the end user that owns the information;

· The LCA (Data Provider) that owns the information then answers with the information that is transmitted back to the data requester. The information is processed by the EIS.
In cases where there is a MPOC solution, LCAs acting an NCA point of contact are responsible for verifying and maintaining their connection to SSN and for procedures complying with the requirements as described within the ICD.
2.3.3 

Storage of data
Member States may decide to store data on NCA server, and then NCA may answer the requests without involving the respective LCA. Alternatively, data may be stored in the servers of the LCAs or there may be combined data storage model.
Figure 1 is a simplified illustration of the distribution process in SafeSeaNet according with the flow of information exchanged between shore to shore services. 


[image: image3]
Figure 1 Simplified illustration of the SafeSeaNet distribution process
2.4


Security requirement

Due to the sensitivity of the data and with the object of maintaining data integrity, the system is protected by implementation of several levels of security.

The security measures are based on four major services:

· Authorisation

It ensures that data access is granted only to those who are authorised to receive the data. EMSA manages the authorisation process.

· Authentication

Access is granted on the documented identity of the requester.
· Confidentiality

It ensures that information is not disclosed to unauthorised people. Confidentiality is achieved by the use of Secure Socket Layer (SSL) and 2-way SSL between the Central Server and the NCAs (HTTP-S protocol). SafeSeaNet use the IDA Public Key Infrastructure (PKI) to improve the security of each transaction.
· TESTA 
The Trans-European Service for Telematics between Administrations is a private Wide Area Network accessible to Members States and European Institutions. TESTA can be seen as a secure network, separate from the Internet.

CHAPTER 3
SAFESEANET USERS
3.1 


Parties involved

Parties directly involved in the SafeSeaNet system are:

· the Member States; and
· the European Union institutions.
3.2 


Member States 

3.2.1 

Member State authorities 
A National Competent Authority (NCA) is the only national authority in contact with the European Union Institutions for matters related to SafeSeaNet. As such it takes part in management and development of the system at EU level and participates in periodical reviews. NCAs shall:
a) designate its associated Local Competent Authorities, delivering and maintaining their access rights to the SafeSeaNet network;
b) 
follow up the SSN ICD at national level. If a Member State implements a multiple point of contact (MPOC) solution, the LCAs specified are responsible for following up the ICD within their own areas of authority. In countries with a SPOC solution, the NCA is responsible for contacts with EMSA;
c)
recognise or propose any named geographical place as a location for inclusion in the list of UN/LOCODEs. For Member States that have implemented an MPOC solution, the LCAs concerned must organize the administration of LOCODEs. A detailed description of the NCA responsibilities in regard to LOCODEs management is provided in the Chapter 8 of the ICD
d) 
check port procedures for raising and processing alert notifications;
e) 
manage SSN users in their respective countries.
f)  maintain communication links with the LCA according to operational requirements;
g) only use communication networks identified in the SSN ICD Chapter 7.1 for communications with SafeSeaNet;
e) maintain communication links with the SafeSeaNet EIS for the distribution of message and System information as shown in ICD Chapter 5;
f) establish appropriate arrangements with all of the LCAs in its national area regarding the communication networks to be used for the distribution of messages; and
g) implement communication links consistent with the standards and protocols contained in the SSN ICD and annexed documents.

3.2.2 

Member Local Competent Authority (LCA)
The NCA will designate at which level or levels the LCAs participate in the SSN network. 
3.2.3 

Member States network organization
At national level, circulation of information between authorities may be organised in several different ways. Within SafeSeaNet two alternative administrative arrangements may occur:
a) Single point of contact (SPOC):

Means when a Member State organises all the SafeSeaNet transfers of data through a single National Contact Point (NCP). This NCP is the hub in charge of handling and exchanging SafeSeaNet messages with the EIS. The NCP communication system must be available on a 24 hours a day, 7 days a week basis.
In such cases each NCA shall provide a NCP single address (URL) for sending and receiving XML messages. The single address provided for every NCP application shall be used by the central SafeSeaNet system to send XML messages (requests and responses) to the point of contact.

b) Multiple points of contact (MPOC): 
Means when there is no national network concentrating all information through one National Contact Point, the Member State concerned organises connection to the central SSN systems through multiple points of contacts.
If a Member State implements a MPOC solution, “requests” are sent directly by the “specific LCAs” to the EIS. These specific (MPOC) LCAs act in a similar way to SPOCs within their own area of authority and play the role of the NCA for any LCAs lying within that responsibility. The EIS forwards requests for the MPOC Member State directly to these specified (MPOC) LCAs who “own” that information. Each “specific LCA” is responsible for verification, maintaining connection to SafeSeaNet and procedures compliant with the requirements as described within the SSN ICD

Whatever national system is applied, it is the responsibility of Member States to manage and guarantee that the data requested by SafeSeaNet is always available. The management of the one-to-many relationship remains the responsibility of the Member State.
3.3 


European Union Institutions
For the purposes of SSN the European Union Institutions are:
a) 
The European Commission Directorate General for Transport and Energy (DG TREN) - On the basis of its legal obligation under Directive 2002/59/EC, the Commission represented by DG TREN assumes political responsibility for the SafeSeaNet system.

b) 
The European Maritime Safety Agency (EMSA) - Established by Regulation 1406/2002 of the European Parliament and Council of 27th June 2002. EMSA assumes operational responsibility over the SafeSeaNet system, such as the general management and monitoring of the EIS. EMSA also co-ordinates participation of Member States in the system and is in charge of compiling the statistics. EMSA is the administrator of the SSN system. 
c)
The Informatics Directorate (DGIT) of the Commission (Luxembourg) - hosts the European Index Server (EIS). The Informatics Directorate shall undertake all actions regarding management and maintenance of the EIS. The EIS locates and retrieves information required by a Member State in another Member State and forwards it to the requesting Member State.
EMSA shall maintain the SafeSeaNet system, operational and compliant with the procedures and specifications as described within the SSN ICD and the reference documents referred to in Chapter 1.7. EMSA shall keep up to date those documents referred to in Chapter 1.7.
3.4


Responsibilities of the users
Each Member State:
a)
implements and maintains all of the necessary equipment and communication interfaces, complying with the requirements described in the SSN documents;
b)
shall designate and update as necessary, the coordinates of the NCAs assuming overall responsibility for proper functioning of the system at national level; and
c)
shall exchange information with other participants in the system in accordance with the specifications described at chapter 4 of the SSN ICD.

CHAPTER 4
DATA PROVIDER AND DATA REQUESTER
SafeSeaNet provides for the notification and request of data. When a user notifies the system, he acts as a Data Provider and when he requests information from the system, he becomes a Data Requester.

4.1 


Data Provider

4.1.1

Definition

A “Data Provider” is an LCA or an NCA holding information about vessels or incidents, and making it available to end users by sending notifications to SafeSeaNet and responding to requests for detailed information.

4.1.2

Responsibilities of a “Data Provider”

A Data Provider shall:
a)
send in accordance within the time frame specified in Chapter 5 of the SSN ICD, notifications to the EIS about vessels and incidents, indicating that it holds more detailed information about these notifications (except in the case of port notification messages). The detailed information is then made available on request. The Data Provider shall properly validate the information notified to the EIS in order to guarantee its conformity;
b)
respond within the time frame specified in Chapter 5 of the SSN ICD, to EIS requests for more detailed information about the notifications (except in the case of port notification messages).
4.1.3

Capabilities

Distribution of information stored by the Data Provider can be achieved in three different ways depending on its capabilities for providing the detailed content of the notification:

a)
Where there is no application : if a LCA requests information stored by that Data Provider, SafeSeaNet will merely send back manually in the response to the Data Requester, the “Data Provider” contact details (contact person name, phone number, facsimile number and e-mail as defined in the central SafeSeaNet configuration database or supplied in the notification message).

N.B. This procedure should only be applied by small entities as a temporary solution.

b)
The Data Provider with a local or national web system where documents are stored (e.g. in pdf., doc. format) : Corresponding to the information the data provider holds (Port, Ship, Hazmat, Alert/Incident notification), if an LCA requests information stored by that Data Provider, the EIS Server will fetch the document from the web server and forward it in the response to the Data Requester (note that the URL of the document must be provided in the notification message).

c)
The Data Provider : having implemented an XML message-based application, SafeSeaNet will ask the Data Provider to send back the detailed information in XML format to the EIS. SafeSeaNet will then send the XML response to the Data Requester.

4.2 


Data Requester

4.2.1

Definition 

A “Data Requester” is an LCA or NCA requesting SafeSeaNet information about a port, a vessel or incidents in an area. This information is based on previous notifications sent by “Data Providers”.
4.2.2
 
Responsibilities of a “Data Requester”

A Data Requester should only request and make use of data necessary and sufficient for performance of normal duties or if the information is relevant to a specific event in which the Data Requester is or has been involved.

A Data Requester should only request from SSN for purposes of acquiring detailed information about any notification, if granted formal access to that information. A Data Requester should only receive and make use of that information under conditions that are compliant with Article 24 of Directive 2002/59/EC:
CHAPTER 5

MESSAGING PROCEDURE

5.1 


Types of messages
Four different types of messages are exchanged within SafeSeaNet;

Notification
sent by Member States when they have information to notify the EIS.
Request 
sent by Member States to the EIS when they need information.
Receipt 
confirmation sent by the EIS, acknowledging receipt of a request.
Response 
sent by Member States to another user though the EIS when they are asked to respond to a request.
SafeSeaNet also provides for the sending e-mails between SafeSeaNet users in support of information exchange.
5.2 


Notifications
SafeSeaNet provides for notification messages described as Port Notification, Ship Notification, Hazmat Notification, Security Notification and Alert Notification. 
These notifications are described in Table 1.
	Type 
	Message
	Description

	Generic

Notification


	Port
	Used to notify SafeSeaNet that a given vessel is bound for a particular port with an Estimated Time of Arrival and with a number of persons aboard. Note that the destination port can be ‘ZZUKN’.

	
	Ship
	Used to notify SafeSeaNet about a ship’s voyage and cargo information. A ship notification is essentially based on a Mandatory Ship Reporting System or AIS message.

	
	Hazmat
	Used to notify SafeSeaNet that a given vessel carries dangerous goods and that the Data Provider holds detailed information on these dangerous goods.

	
	Security
	Used to notify SafeSeaNet that the Data Provider holds some security information on a given vessel.

	Alert

Notification


	Ship Identified
	Used to notify SafeSeaNet that the sender holds information about specific incidents like SITREP, POLREP, Waste, lost/found containers. 

	
	Ship Not identified
	Used to notify SafeSeaNet that the sender holds information about specific incidents like SITREP, POLREP, Lost/found Containers.

	Table 1 –  Description of the Notification Messages 


Some fields are common for all of the defined messages:
· Ship name

· IMO number

· Call sign

· MMSI number

According to Directive 2002/59/EC annex I, there are obligations to transmit information on the total number of persons on board. However, in cases where the notification sent by the operator, agent or master does not contain the number of persons on board, then as a temporary measure, a default value “99999” may be used.

The responsible authority shall take all appropriate measures to obtain the missing information in order to complete the notification sent to SafeSeaNet with the updated number of total persons on board.
The relationship between Port Notifications and Hazmat Notifications as regards the ETA and ETD is presented in table 2. 

	Leaving from port of
	Message
	Bound to the port of 

Member State


	Bound to the port of
Non-Member State

	Member State
	Port notification
	ETA = port of destination

ETD = port of destination


	ETA 

N.A.

ETD 

N.A.

	
	Hazmat
	ETA = port of destination

ETD = port of departure (port of loading/unloading)


	ETA = port of destination

ETD = port of departure



	Non-Member State
	Port notification
	ETA = port of destination

ETD = port of destination


	ETA 

N.A.

ETD 

N.A.

	
	Hazmat
	ETA = port of destination

ETD = N.A.
	ETA 

N.A.

ETD 

N.A.


Table 2 – The Relationship between ETA and ETD
Note: N.A. = Not Applicable to the SSN system
5.2.1

Port Notification
5.2.1.1
General procedure

When a LCA/NCA receives from a ship’s operator, agent or master a port notification (in accordance with Article 4 of Directive 2002/59/EC), the LCA/NCA shall forward in the time specified, a “Port Notification” message to the EIS. 
When a LCA/NCA receives from a ship’s operator, agent or master an updated “Port Notification” message where the new ETA and/or ETD has changed by 2 hours or more from the previous notification, the LCA/NCA shall within the time specified, forward a revised “Port Notification” message to the EIS. See also Chapter 8 for the application of UN LOCODEs.
5.2.1.2 
Port of destination change

Where information is received of a change of the port of destination during the voyage of the ship, the LCA or NCA concerned shall forward a cancellation of the message to the EIS by using the code “ZZCAN”.
5.2.1.3 
Notifying Multiple-ports of destination

Message Timing Requirement

The LCA/NCA receiving a Port notification from a ship operator, agent or master shall notify the SafeSeaNet EIS:
(a) at least twenty-four hours in advance of the Estimated Time of Arrival, or

(b) as soon as the LCA/NCA has received the notification if the voyage time is less than twenty-four hours, or the port of call is not  known, or it is changed during the voyage.

The EIS shall reply with a message of acknowledgement within one minute after having received the message
5.2.2

Ship Notifications
5.2.2.1 
General procedure

A LCA/NCA shall send a Ship Notification message for a mandatory ship entering and leaving its area of competence. Intermediate Ship Notification generated from AIS will be also sent every two hours as long as the vessel is sailing within the coverage area of the AIS costal station, In case that the vessel is sailing within the coverage area of the MRS which is not covered by AIS, intermediate MRS notifications will be also sent every two hours. When the time within a mandatory ship reporting area is less than one hour, a single message should be sent.

When the time of presence within a VTS area is less than one hour, a single message shall be sent.

The LCA/NCA shall verify that the ship that complies with the mandatory reporting requirement and correct the port notification details contained in the EIS accordingly.

5.2.2.2 
Message Timing Requirement

An LCA/NCA collecting a ship notification from a ship entering its area of competence shall forward a “Ship Notification” message to the EIS within 15 minutes. The EIS shall reply with a message of acknowledgement within one minute after having received the message.

5.2.3

Hazmat Notification
5.2.3.1 
General procedure

When the LCA/NCA receives from the operator, agent or master of a ship the notification of dangerous or polluting goods carried on board, the LCA/NCA shall forward in a specified time a “Hazmat Notification” message EIS. 
5.2.3.2 
Hazmat message Details
The “Hazmat Notification Details” document shall be provided by the LCA/NCA on request and accessible by authorised users.

The address where the “Cargo Manifest” document can be accessed on request shall be provided by the LCA/NCA and made accessible to authorised users.

5.2.3.3 
 Message Timing Requirement

The LCA/NCA receiving HAZMAT notification from a ship operator, agent or master shall notify the SafeSeaNet EIS:

(a) as soon as the LCA/NCA has received the notification; or

(b) at least at the time when or before the ship leaves the Port of Departure .

5.2.4 

Alert Notification (Ship identified – Ship not Identified) 
5.2.4.1 
General procedure

The LCA/NCA originating an Alert message (SITREP, POLREP, Waste, Lost/found Containers, Others) shall send an Alert Notification message to the EIS. In certain circumstance, the information may not be linked to a ship sending a report. (Ship identified – Ship not Identified).

5.2.4.2 
Timing requirement

An LCA/NCA generating an Alert message shall begin forwarding an “Alert notification” message to the EIS within 15 minutes.
The EIS shall reply with a message of acknowledgement within one minute after having received the message.

5.2.5 

Communication requirements
When communications fail, after five attempts the LCA/NCA shall inform the SafeSeaNet Helpdesk by any available means (telephone, facsimile).

In cases of communication failure between the NCA/LCA and the EIS:

a) the NCA shall store and transmit the SSN messages when communications are restored; and

b) the EIS shall retry sending messages over 2 seconds for a maximum of 5 times.
When the EIS receives a corrupted message, an error message shall be produced and forwarded to the LCA/NCA.

When SafeSeaNet emits a corrupted message, the LCA/NCA shall inform the SafeSeaNet Helpdesk.
5.3
 
Request

SafeSeaNet provides for request messages described as follows. These may be adapted to different situations as detailed at Table 3 – Request Messages Description.
	Request

Function
	Type of Information
	Description

	Ship
	Latest notification


	Used to obtain detailed notification about a given ship. Upon receiving such request, SafeSeaNet displays the latest available notifications, ordered by type and date. 

	
	Voyage 

History
	Used to obtain detailed ETA, next port of call, AIS message about a given ship. Upon receiving such request, SafeSeaNet displays the latest available notifications, in date order.

	
	Incident

History
	Used to obtain details of incidents regarding a given ship. Upon receiving such a request, SafeSeaNet displays the latest available incidents, ordered by type and date of notification.

	Port
	Latest ETA

notification
	Used to obtain the latest ETA notifications about a given port associated with an NCA. Access to the information is restricted. 

	Area
	Identif-ied ships
	SITREP

POLREP

Waste

Lost found containers
	Used to provide an overview of all alert notifications emitted in a given geographical area. SafeSeaNet displays available information ordered by ship, type of message and date.

	
	Non-
Identif-ied

Ships
	SITREP

POLREP

Waste

Lost found containers
	

	Table 3 - Request Messages Description


5.3.1

Ship Request
5.3.1.1 
General procedure

The Ship Request is sent by an LCA to the SafeSeaNet EIS in order to request the latest information available on:
· Latest notifications; 
· Voyage history;
· Incident history details about a given vessel.

The Ship Response message is the response sent by the EIS to the LCA requesting the latest ship notification details for a given vessel.

5.3.1.2 
Timing requirement in case of request for detailed information
A LCA sending a Ship Request message should receive the “Ship Response” message within 15 minutes. When the 15 minute period is exceeded, the EIS sends a “Ship Response” message to the data requester with the address of the LCA (phone, facsimile) where the Ship Notification data is available.

Where an LCA receives a “Ship Request” message from the SafeSeaNet EIS, a response to the SafeSeaNet EIS should be provided within 15 minutes.

5.3.2 

Port Request 
5.3.2.1
General procedure

The Port Request message is sent by a LCA to the EIS in order to request the latest information on ships bound for the port.

The Port Response message is the response sent by the EIS to the LCA requesting the latest information on ships bound for the port
5.3.2.2
Timing requirement

A LCA sending a Port Request message should receive the “Port Response” message within 15 minutes. When the 15 minute period is exceeded, the EIS sends a “Port Response” message to the data requester with the address of the LCA (phone, fax) where the Port Notification data is available.

5.3.3
Area Search
5.3.3.1
General procedure

The “Area Search” request provides an overview of all alert messages transmitted in a given geographical area (Atlantic, North Sea and Channel, Mediterranean West and East part)

A LCA may consult all alert messages exchanged within a delimited area as detailed in Table 4 - Area Search Access.
	Geographical Area
	Access Rights

	Baltic
	Denmark, Estonia, Finland, Germany, Latvia, Lithuania, Poland and Sweden.

	North Sea and Channel
	Belgium, Denmark, France, Germany, the Netherlands, Norway, Sweden and UK.

	Atlantic
	France, Ireland, Portugal, Spain and UK.

	Western Mediterranean Sea
	Malta, Italy, France and Spain.

	Eastern Mediterranean Sea
	Cyprus, Greece, Italy, Malta and Slovenia.

	European Union
	All Member States.


Table 4 - Area Search Access.
5.3.3.2
Timing requirement

A LCA requesting an Area Search consultation should receive the “Area Search” information within 5 minutes. 

5.4 


Receipt

5.4.1

General procedure

The aim of the message Receipt is twofold:

· It must be sent by SafeSeaNet as a confirmation that the message (indicating whether or not the notification message has been successfully validated and processed) to every notification message received from the Member States.

· When a received response is not well formatted (not XML compliant) or not valid (not compliant to corresponding XSD), this message receipt must be sent to the response’s sender to indicate an Invalid Format error.

5.4.2

Timing requirement

A receipt message should be sent within 1 minute after receiving a notification message.

5.5

Communication requirement (for all types of requests)
When communication fails, after five attempts the sender of the message should inform the recipient by any available mean (telephone, facsimile).

When the EIS receives a corrupted message, an error message should be forwarded to the sender. A corrected message should be transmitted as soon as possible.
CHAPTER 6
SAFESEANET SYSTEM INFORMATION AND TESTS
6.1


System information

A configuration management system will be implemented with the objective to distribute standard messages within the SafeSeaNet network in relation to the operational status of the system. It will concern planned changes of software version, modification of communication interface, modification of communication specification, etc.
Messages exchanged in this framework between NCA and EIS should be sent through the SSN e-mail facility.
6.2


System Status Change 

System status changes are the result of System element and System function failures, scheduled maintenance, integration or testing of new System elements. All changes of System Status that would impact on the working of the SafeSeaNet system will be notified to the participants by EMSA.

6.2.1

SafeSeaNet Changes of Operational Capabilities 

Changes in Operational Capabilities resulting from new equipment or new processing which impact upon the operation of the SafeSeaNet System should be notified by EMSA to the concerned participants. The system administrator will provide advance notification as early as possible and at least twenty-four hours before implementing the changes.
6.2.2

SafeSeaNet System Failure

System Status changes resulting from either a failure or outage of a system element or a system function will be reported as soon as possible to SafeSeaNet users.
6.2.3

SafeSeaNet Scheduled Outage

System change status for any System element or function, which results from scheduled outages for maintenance, integration or testing, will be notified by the responsible NCA to all LCAs. The responsible NCA should provide advance notification as early as possible before interrupting operations, including a description of the planned arrangements taken, if any.

6.3
 

System Commissioning 

This chapter provides guidance on principles governing the performance of tests which Member States will endeavour to implement for the purpose of ensuring efficient system operations.
6.3.1 

General guidance

Before entering into the production site of the SafeSeaNet system, an NCA shall perform a commissioning test and provide the data, which is specified in the document “test plan” (available on the EMSA website) to the SafeSeaNet system manager (EMSA). The commissioning tests verify that the system developed by a Member State is able to provide and receive messages exchanged between users in accordance with the system specification.

6.3.2 

Pre-Commissioning test advance notice
Prior to commencing the commissioning test, the NCA shall give advance notice of the action intended to the SafeSeaNet system manager.

6.3.3
 
Submission of results – Integration
The results of the commissioning test shall be documented in a test report. It shall include a test cycle report drafted by the test manager in accordance with the test plan and a bug report drafted by the test support contractor. 

The complete report and the data files (if any) shall be submitted to the SafeSeaNet manager for further evaluation and presentation to Participants for subsequent review at the next available meeting of Member States.
After review of the test report, Member States should make appropriate recommendations. 

6.3.4

Test Plan
A test plan is developed with objectives to recommend and describe the testing strategies to be employed by users to:
· identify the functional and non-functional requirements as target for testing;
· recommend and describe the testing strategies; 
· identify the required resources;
· recommend and describe the test organisation;
· provide an approach to test and bug reporting; and
· present a list of tests scenarios to execute.
6.3.5 

General commissioning procedure

· EMSA receives by means of e-mail, a Member State’s request to perform the commissioning test;
· EMSA approves the tests to be launched at a specific date;
· Tests are performed by the Member State. The results of the tests shall be documented in a test report. For those Member States who are performing official tests for the first time, the test report template is available on the EMSA website;
· The test report and the data files (if any) are  submitted to the helpdesk of the EMSA contractor (with a copy to the EMSA SafeSeaNet address);
· The contractor shall analyze and evaluate the test report and shall report to EMSA if test results comply with SafeSeaNet requirements;
· EMSA checks the contractor’s recommendations and if the results are found to comply with SafeSeaNet requirements, EMSA issues a test acceptance form;
· Member States becomes officially recognized participants in the SafeSeaNet network on receipt of a test acceptance form from EMSA. The acceptance form is based on what is called a commissioning test cycle;
· Member States may perform a part or parts of the tests and gain approval on those parts, (e.g. only port and hazmat notifications). In cases where Member States take this option, they still must undergo tests for the remainder of the messages before they can use them in production. In other words, all of the different messages must undergo a commissioning test before they can be used in the production site.

CHAPTER 7

SYSTEM SPECIFICATIONS

7.1


Communication Interfaces

The SSN system enables exchange of maritime traffic information.

SafeSeaNet provides two different interfaces to enable Member States to communicate with the EIS Server:

· An XML message-based interface;
· A default browser-based web interface.
7.1.1 

XML message based interface

SafeSeaNet provides an XML message-based interface to enable the NCP applications of Member States to communicate programmatically with the SafeSeaNet system. The XML message-based interface consists of a set of XML messages fulfilling the needs of both Data Requester and Data Provider.

7.1.2

Default browser-based web interface

SafeSeaNet provides a default browser web interface to enable Members States communicate with the central system.
The browser-based web interface enables a user to:

· Manually send notifications to SafeSeaNet by filling in web forms,

· Manually request detailed information about notifications available at the SSN EIS.
7.1.3

Connection to the EIS
Interconnection between the NCP and the EIS can be achieved in three alternative ways:

· if the National Network exists and is already connected to the TESTA network, this is the recommended solution; 
· a permanent connection to a TESTA EuroGate with a leased line; or
· the Internet.

It is assumed that the connection of LCAs to the NCP is made through the Internet or via a local leased line.

At national level, it is recommended for a country to implement a dedicated network linking the LCAs to a unique nodal point acting as SPOC.

A detailed description is available within the SafeSeaNet Network and Security guide.

7.1.4

General architecture of the system
The general architecture is presented in figure 4 below.
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Figure 2– General Architecture

7.1.5
 
SafeSeaNet Security

7.1.5.1
Security Services

The SafeSeaNet security requirements that must be used by Members State are based on:

- Authorisation



- Authentication,



- Confidentiality. 

A description of the security system is presented at Figure 5. 
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Figure 3 - Security Services

7.1.5.2
Authorisation
The most important security service is authorisation. Not all data can be made available to everyone in the system. The authorisation security service ensures that data access is granted only for those who are authorised to see the data.

The EIS manages the authorisation in accordance with the specification agreed by the participants and the roles assigned to each participant.
Roles and access rights are managed at the system level by the system administrator.

The NCA Administrator (managing the SSN users in their Member State) may modify these access rights (e.g. removing some access rights) but only within the permitted boundaries of the role, i.e. they may not give more access rights than the default and maximum access rights defined for the role.

The NCAs of the Member States (via their NCA Administrators) will be granted the right to manage their own SSN users within their own Member State using a special web application (administrative interface) provided to them by the central SSN system. Such user management includes adding, editing and removing of SSN users, along with setting their roles and access rights.
7.2 


Operational System Requirements

7.2.1

Overview

SSN must be organized to ensure:

a) 
Speed (timely exchange of messages);

b)
Reliability (distribution of message and System information in the event of failure of communication link or other);

c) 
Accuracy (correctness of information delivered);
d) 
Efficiency (economic and smooth flow of message); 

e) 
Accountability (tracking of messages in the system);
f)
Security (confidentiality and authenticity).

To achieve these objectives, the SafeSeaNet system must comply with certain standards. The standards contained in this chapter provide a framework for the functions of the NCP and the EIS including the transmission of message, performance levels and operating procedures.

Participants that meet specified standards of performance are commissioned to operate within the SafeSeaNet system.

7.2.2.

General Functions of an NCA
The basic operational objective of SafeSeaNet system is to be an electronic network between the maritime administrations.

Each Member State shall be responsible for establishing procedures for the distribution of messages, system information within its own national area.

A NCA shall:

a)  notify the SafeSeaNet EIS;
b) respond to direct requests for information;
c) be capable of counting for all messages, received or transferred through its system;
d) monitor the performance of the communication system within its service area to determine degradation of its operational capability;
e) monitor the LCA communication link. The LCA’s communication link may be actively monitored (i.e. sending periodic test messages), or passively monitored (e.g. monitoring the time delay between the forecast message at the LCA and the reception of the message at the NCA, or the LCA/NCA message transfer time);
f) monitor its own operation to ensure availability and to avoid distributing unreliable or corrupted messages; and
g) immediately notify the SafeSeaNet system if it is unable to receive, process, and transmit data according to ICD specifications.

Any detected defects that might affect the SafeSeaNet system shall immediately be reported in accordance with ICD documents chapter 6.1 (SafeSeaNet System Information), and backup procedures shall be implemented, as appropriate.

7.2.3

Availability of the SSN system

Once the SafeSeaNet core System has been declared operational, the system management shall maintain it in operation twenty-four hours a day, seven days a week and personnel shall be made available to satisfy the operational and performance requirements documented within the ICD.

Once a Member State’s national system has been declared operational, the notified NCP shall be maintained in operation twenty-four hours a day, seven days a week and personnel shall be made available to satisfy the operational and performance requirements documented within the ICD.

Communication availability: is the availability of the connection between the NCA and the EIS. 

System availability: is the availability of the NCA hardware and software. Availability shall be maintained at 99% over a period of one year, with the maximum permissible period of interruption being 12 hours.

7.2.4

System timing and performance

The system latency: is related to the time required for data to reach the EIS from the LCA. These response times have been defined in chapter 5 of the SSN ICD. 

7.2.4.1 
LCA Co-ordination

A national system connected to SafeSeaNet shall be able to receive and process all messages from its associated LCA.

7.2.4.2
Message Formats

The national systems connected to SafeSeaNet should communicate in any format with the associated LCAs.

National systems connected to SafeSeaNet shall employ only formats specified in SSN ICD document for communications with SafeSeaNet EIS.

7.2.4.3
Backup Provisions

In the event of a failure of a SafeSeaNet System element or in case of a scheduled interruption, the system management concerned shall implement backup procedures. The affected element must be capable of informing other participants in the SafeSeaNet System network using status messages as defined in the ICD Chapter 6.1.

7.2.4.4
Information Archival and Retrieval 
National systems connected to SafeSeaNet shall be able to archive and retrieve all messages and any messages transmitted or received during a defined time frame. National systems connected to SafeSeaNet shall then be capable of again transmitting appropriate information to the user that issued the request.

An NCA shall be able to retrieve message using any of the following parameters:

a)
Message Unique Identifier as specified within the XML Messaging Reference guide,

b)
IMO number, MMSI, call sign,

c)
Geographical area,

d)
Locode.

An NCA may implement other retrieval modes as determined by national needs.

The SafeSeaNet EIS shall be able to retrieve a message using any of the following parameters:

a) 
Message Unique Identifier as specified within the XML Messaging Reference guide;
b) 
Starting time/ending time of the search;
c) 
Type of message (Notification, Request, etc.);
d) 
Message source or destination;
e)
IMO number, MMSI, call sign; and
f)
Locode.
7.2.5

Performance requirements

The following performance requirements apply to the processing of messages and system information. 

Member State authorities may assign more specific performance standards in accordance with their national requirements.

7.2.5.1
Availability

The SafeSeaNet EIS shall be able to perform its functions for 99% of the time over a period of one year. 
This does not apply to the training environment of the system.
7.2.5.2.
Communication Links

The SafeSeaNet EIS and NCAs shall implement procedures to ensure that the communication network specifications within the ICD are met.

The national systems connected to SafeSeaNet shall be supported by data communication links and networks that allow them to transfer notification messages to SafeSeaNet EIS within 1 minute for 99% of the time.
The ratio of messages lost or corrupted in message transfer between NCA/SafeSeaNet EIS shall be less than 0.1%.

Communications networked with the SafeSeaNet EIS shall be available 99% of the time 365 days a year, 24 hours a day.

7.2.5.3
Additional Timing Requirements

The national systems connected to SafeSeaNet shall allow for forwarding of retrieved information to the requesting authority within 15 Minutes.
7.2.5.4
Message Processing Capacity

The SafeSeaNet EIS shall be capable of receiving and processing information from all national systems connected to SafeSeaNet.
7.2.5.5
Processing Time

SafeSeaNet shall process all messages and provide a reply message within 1 minute for 99% of the time.

7.2.5.6
Access to Archived Information

The actual information received will be stored by the NCP for a period of 18 months. 

The national systems connected to SafeSeaNet shall archive messages for at least 30 days.

The national systems connected to SafeSeaNet shall respond to requests for archived data and messages from other NCAs within 60 minutes.

The national systems connected to SafeSeaNet shall respond to requests for messages covering the preceding 48-hour period within 30 minutes.

The EIS Server will store information over the same period as defined for the NCP, through a database storing the notification messages during the agreed period.

CHAPTER 8
UN LOCODES

8.1 
Introduction 
The identification of a particular location is frequently required in information interchange for international trade and transport, to direct the movement of goods, e.g. in addresses, in shipping marks, and in data elements identifying ports of calls, port or places of loading or unloading, port or places of transhipment and destination, places of clearance by Customs, etc.

The names of such locations are often spelt in different ways and sometimes the same location is given different names in different languages, which creates confusion and difficulties in data interchange. The identification in a unique and unambiguous way of any place involved in international trade is therefore an essential element for the facilitation of trade procedures and documentation. 

For these reasons it is necessary to prepare a code for port names and of establishing the need to designate various locations involved in external trade. The code system may be referred to as the “United Nations LOCODE” (UN/LOCODE). UN/LOCODE is intended to cover ports and other locations for purposes of international trade data interchange. The coverage may not be complete for all applications, and code elements for locations which may not be of interest in international trade might be need for domestic purposes in conjunction with the international code. Such additional entities may be included in the code elements. 

A location area can also have different subsidiary locations, i.e. according to the ISPS-code. Such additional entities may also be included in the code elements as subsidiary locations.

8.2 
Definitions 
A location is defined as any named geographical place, recognised by a competent national body, either with permanent facilities used for goods movement associated with trade, and used for these purposes, or proposed by the government concerned or by a competent national or international organization for inclusion in the UN/LOCODE.

A port is any location with permanent facilities at which vessels can load or discharge cargo moving in maritime traffic. An anchoring area is any location official recommended for anchoring. There are areas dedicated for different type of vessels or general. Such areas are announced in notifications or in sea charts. 

A code is data transformation or data representation in different forms according to pre-establish rules. (Definition adapted from ISO 5127-1:1983)

A code element is result of applying a code to an element in a set of elements to be coded. In UN/LOCODE, one code element represents the name of a port, or a location, i.e. anchoring area, and in addition possible subsidiary location, i.e. an ISPS-area or -terminal. (Definition adapted from ISO 2382-4/1987) A five-character code element is provided for each location included UN/LOCODE and consists of:
a) two letters identifying the country, according to the ISO 3166 two-letter Code for the representation of names of countries, and UN/ECE/FAL recommendation No. 3, and

b) three characters identifying the location within the country.

e.g. A vessel call for Norway, Oslo in the five-character code elements is:                           “NOOSL”

8.3 
LOCODE Management
Each MS in respect of LOCODE management is responsible for maintaining up to date lists of its own active ports and to recognise or propose any named geographical place as a location for inclusion as a UN/LOCODE. The code can be extended by the addition of further characters to indicate subsidiary locations, such as areas of a port. Each NCA may select an identification code that it wishes to be used for maritime authorities other than a port (such as VTS, MRCC etc.). The EMSA Helpdesk may be contacted for additional information.

The NCA should inform the shipping industry about the need to use the UN/LOCODE in the destination field of the on board AIS equipment. To ensure the proper functioning of SafeSeaNet, mariners must use the UN/LOCODE for filling in the destination field of the on board AIS equipment, in the same way that ports Authorities enter the UN/LOCODE in “port notification” messages. 

NCAs should clean from the SSN LOCODEs list those locations which do not correspond to their active ports (e.g. airports or river ports). In addition they should take care to include ports not existing in the UN list. The intention is to make obligatory use of UN/LOCODEs in a standardized way, which will eliminate confusion and allow for automatic processing of the information. 


MS shall send their requests for additional locations and other changes to be included in the UN/LOCODE list addressed to the Trade Facilitation Section, United Nations Economic Commission for Europe, Palais des Nations, CH-1211 GENEVE 10, Switzerland, my the process explained in the UN/LOCODE Manual.

It is at the discretion of the MS to delegate the role of UN LOCODE allocation and management to an appropriate authority. However, EMSA shall be kept informed of the authority to which this task is allocated.
To comply with the need for using worldwide LOCODEs the following principles are applied:

a) the official Locode list of SSN is obtained from the UNECE (http://www.unece.org/),

b) all NCAs should regularly update the full list of LOCODEs and for SSN purposes, filter out any not matching with “Port” criteria, with the resulting list recorded in their national SSN systems;
c) the Web Interface will not provide an on-line LOCODE list, but the reference list will be accessible through the SSN hyperlink provided on the  main menu “Download “.

d)  The process for completing the field “Next port of call” is summarised as follows:
· the Location CODE of the next port of call;
· When the field “Next port of call” is completed with a non-registered SSN Locode (or other unrecognised information), the notification message is rejected by the system (except from an AIS originated Ship Notification);
· “ZZUKN” for ships leaving EU waters only if the next port of call is Unknown;
· “ZZCAN” in case of changes in the next port of call during the voyage of the ship (see also section 5.2.1) after a previous notification has been sent; and
· when a vessel is required to send a HAZMAT notification is leaving an EU port for a port outside the EU, the port of destination should be the actual LOCODE name. In cases where the LOCODE is not known the actual name of the port of destination instead of the UN/LOCODE may be used. 
ANNEX I - PORT NOTIFICATION INFORMATION
	Vessel identification


IMO Number: ………………………………….

 
Ship Name: ………………………………….


Call Sign: ………………………………….


MMSI Number: …………………………………




	Voyage Information


Next port of call: ………………………………….


Estimated Time of Arrival: ………………………………….


ETD from next port of call: …………………………………..


Total number of persons on board: ………………………………




ANNEX II - SHIP (MRS) INFORMATION
	Vessel identification



IMO Number: ………………………………….



MMSI Number: …………………………………



Call Sign: ………………………………….



Ship Name: ………………………………….



	Voyage Information


Next port of call: ………………………………….


Estimated Time of Arrival: ………………………………….

 
Total number of persons on board: …………………………………..


Reporting date and time: …………………………………….


Course over ground (COG): ………………………………………

 
Speed over ground (SOG): ………………………………………

 
Navigational Status: ………………………………………


Characteristics and estimated quantity of bunker fuel: ……………………………..


Ship position:



 Latitude: ……………..

Longitude: ………………



	Cargo Information

 Type of cargo: …………………………………………….

 DG on board (Y/N): ……………………………………………….

 If DG, IMO class and quantity: ……………………………………………….

 Address from which detailed information on the cargo may be obtained:


………………………………………………………………………………….



ANNEX III - HAZMAT INFORMATION

	Vessel identification


IMO Number: ………………………………….


MMSI Number: …………………………………


Call Sign: ………………………………….


Ship Name: ………………………………….



	Voyage Information

 
Next port of call: ………………………………….


Estimated Time of Arrival: ………………………………….


ETD from current port: ………………………………..


Total number of persons on board: ………………………………..


 INF ship class: …………………………………..



	Cargo Information


DG/PG no ……..:


Technical Name of DG/PG: ……………………………………………


 UN number of DG/PG: ……………………………………………


IMO hazard class (IMDG-IBC-IGC codes): ……………………….


Gross weight: ……………………….( ) Kilo / ( ) Metric tonne


Net weight: ………………………….( ) Kilo / ( ) Metric tonne


Location no ..…… of goods: (if not in containers): ….………………


Location no …….. of container: (if dangerous goods in container)


 Cargo transport unit ID: …………………………………


Container location: …………………………………

 Address from which detailed information on the cargo may be obtained:


…………………………………………………………………………………….


…………………………………………………………………………………….



ANNEX IV – ALERTS INFORMATION

ANNEX IV-1 INTERNATIONAL SITREP FORMAT
	TRANSMISSION (Distress/urgency)

DATE AND TIME (UTC or Local Date/Time) 

FROM: (Originating RCC)

TO:
	


	Item
	Title
	Description
	Example

	
	SAR SITREP (NUMBER)
	To indicate nature of message and completeness of sequence of SITREPs concerning the casualty
	SAR SITREP ONE

	A. 
	IDENTITY OF CASUALTY
	Name/call sign, flag State
	Carbonear/HPHK (US)

	B. 
	POSITION
	(Latitude/longitude)
	14-20N 064-20W

	C. 
	SITUATION
	(Type of message, e.g., distress/urgency; date/time; nature of distress/urgency, e.g., fire, collision, medico)
	DISTRESS/23Jul03/AIRCRAFT DITCHING

	D. 
	NUMBER OF PERSONS
	
	4

	E. 
	ASSISTANCE REQUIRED
	
	-

	F. 
	CO-ORDINATING RCC
	:
	-

	G. 
	DESCRIPTION OF CASUALTY
	Physical description, owner/charterer, cargo carried, passage from/to, life-saving equipment carried 
	CESSNA CITATION III/EXECUTIVE JETS, INC, MIAMI, FL/ ORIGINATOR VERIFIED. AIRCRAFT ON VFR FLIGHT PLAN DEPARTED PORT OF SPAIN TRINIDAD 152100Z EN ROUTE. AGUADILLA, PUERTO RICO/8 PERSON LIFERAFT WITH CANOPY AND SURVIVAL SUPPLIES/FLARES

	H. 
	WEATHER ON SCENE
	Wind, sea/swell state, air/sea temperature, visibility, cloud cover/ceiling, barometric pressure
	WEATHER ON SCENE UNKNOWN

	J. 
	INITIAL ACTIONS TAKEN
	By casualty and RCC
	AIRCRAFT ISSUED MAYDAY BROADCAST ON 121.5 MHZ WHICH WAS HEARD BY AIR FRANCE 747. PILOT OF DISTRESS AIRCRAFT GAVE POSITION, STATED BOTH ENGINES FLAMED OUT ANDDESCENDING THROUGH 5000 FEET WITH INTENTIONS TO DITCH.

	K. 
	SEARCH AREA
	As planned by RCC
	NO SEARCH ASSETS AVAILABLE

	L. 
	CO-ORDINATING INSTRUCTIONS
	OSC designated, units participating, communications
	

	M. 
	FUTURE PLANS
	
	

	N. 
	ADDITIONAL INFORMATION
	Include time SAR operation terminated
	


ANNEX IV-2 - POLREP FORMAT

	
Address


Date time group


Identification


Serial number
	From          To 




Part I (POLWARN) is an initial notice (first information or a warning of a casualty or the presence of oil slicks or harmful substances. This part of the report is numbered from 1 to 5.

Part II (POLINF) is a detailed supplementary report to Part I. This part of the report is numbered from 40 to 60.

Part III (POLFAC) is for requests for assistance from other Contracting Parties, as well as for operational matters in the assistance situation. This part of the report is numbered from 80 to 99.

"BONN AGREEMENT" is for identifying the Agreement in question (other code words "NORDIC" for the Copenhagen Agreement 1971, "BALTIC" for the Helsinki Convention 1974, "DENGER" for the Danish German Joint Maritime Contingency Plan 1982 and "NETHGER" for the Netherlands-German Joint Maritime Contingency Plan 1990). Parts I, II and III can be transmitted all together in one report or separately. Furthermore, single figures from each part can be transmitted separately or combined with figures from the two other parts.

When Part I is used as a warning of a serious threat, the message should be headed with the traffic priority word URGENT
	Item
	Title
	Description
	Example

	Part I (POLWARN)

	1
	DATE AND TIME
	The day of the month as well as the time of the day when the incident took place or, if the cause of the pollution is not known, the time of the observation should be stated with 6 numbers. Time should be stated as GMT, for example 091900z (i.e. the 9th of the relevant month at 1900 GMT).
	181000z

	2
	POSITION
	Indicates the main position of the incident and longitude in degrees and minutes, and may in addition give the bearing of and the distance from a location known by the receiver
	55°33' N - 07°00' E

	3
	INCIDENT
	
	Tanker collision

	4
	OUTFLOW
	The polluting substance, such as CRUDE OIL, CHLORINE, DINITROL, PHENOL as well as the total quantity in tonnes of the outflow and/or the flow rate, and the risk of further outflow should be mentioned. If there is no pollution, but a threat of pollution, the words NOT YET followed by the substance (for example NOT YET FUEL OIL) should be stated.
	Crude oil, estimated 3,000 tonnes

	
	5 ACKNOWLEDGE
	When this number is used, the message (telefax) should be acknowledged as soon as possible by the competent national authority
	

	Part II (POLINF) "

	40
	DATE AND TIME
	No. 40 relates to the situation described in numbers 41 to 60 if it varies from number 1.
	

	41
	POSITION AND/OR EXTENT OF POLLUTION ON/ABOVE/ IN THE SEA
	Indicates the main position of the pollution in degrees and minutes of latitude and longitude, and may in addition give the distance and bearing of some prominent landmark known to the receiver if other than indicated in number 2. Estimated amount of pollution (eg. size of polluted areas, number of tonnes of oil spilled if other than indicated in number 4, or number of containers, drums lost).

Indicates length and width of slick given in nautical miles if not indicated in number 2.
	The oil is forming a slick 0.5 nautical miles to the South East. Width up to 0.3 nautical miles

	42 
	CHARACTERISTICS OF POLLUTION
	Gives type of pollution, e.g. type of oil with viscosity and pour point, packaged or bulk chemical, sewage. For chemicals proper name or United Nations number if known should be given. Appearance, e.g. liquid, floating solid, liquid oil, semi-liquid sludge, tarry lumps, weathered oil, Discolouration of sea, visible vapour should also be given as well as any markings on drums, containers
	Venezuela crude. Viscosity 3.780 Cs at 37.8°C. Rather viscous

	43 
	SOURCE AND CAUSE OF POLLUTION
	Indicates the source of pollution e.g. from vessel or other undertaking. If from vessel, it should be notified whether the pollution is a result of a deliberate discharge or casualty. If the latter, a brief description should be given. Where possible name, type, size, call sign, nationality and port of registration of polluting vessel should be mentioned. If vessel is proceeding on its way, course, speed and destination should be indicated.
	Danish tanker ESSO BALTICA of Copenhagen 22,000 GRT call sign xxxx, in collision with Norwegian bulk carrier AGNEDAL of Stavanger, 30,000 GRT, call sign yyy. Two tanks damaged in ESSO BALTICA. No damage to the AGNEDAL

	44 
	WIND DIRECTION AND SPEED
	Indicates wind direction and speed in degrees and in m/sec. The direction always indicates from where the wind is blowing.
	270 - 10m/sec

	45 
	CURRENT DIRECTION AND SPEED AND/OR TIDE
	Indicates current direction and speed in degrees and knots and tenths of knots. The direction always indicates the direction in which the current is flowing.
	180 - 0.3 knots

	46 
	SEA STATE AND VISIBILITY
	Sea state indicates the wave height in metres. Visibility should be indicated in nautical miles.
	Wave height 2m. 10 nautical miles

	47 
	DRIFT OF POLLUTION
	Indicates drift course and speed of pollution in degrees and knots or tenths of knots. In cases of air pollution (gas cloud), drift speed should be indicated in m/sec
	135 - 0.4 knots

	48 
	FORECAST OF LIKELY EFFECT OF POLLUTION AND ZONES AFFECTED
	Results of mathematical models could indicate eg. arrival on beach with estimated timing.
	Could reach the island of Sylt, FRG or further south, NL on the 23rd of this month

	49 
	IDENTITY OF OBSERVER/ REPORTER - IDENTITY OF SHIPS ON SCENE
	Identifies who has reported the incident. If it is a ship, name, home port, flag and call sign must be given.

Ships on-scene could also be indicated under this item by name, home port, flag and call sign, especially if the polluter cannot be identified and the spill is considered to be of recent origin.
	Agnedal, number 43 refers

	50 
	ACTION TAKEN.
	Mentions action taken for the disposal of the pollution
	2 Danish strike-teams with high mechanical capacity on route to the area

	51 
	PHOTOGRAPHS OR SAMPLES
	Indicates if photographs or samples from the pollution have been taken. Contact numbers (including telephone, telefax and telex numbers as appropriate) of the sampling authority should be given.
	51 Oil samples have been taken. Telex 64471 SOK DK

	52 
	NAMES OF OTHER STATES AND ORGANISATIONS INFORMED
	
	52 FRG

	53 - 59
	SPARE FOR ANY OTHER RELEVANT INFORMATION:
	eg results of sample or photographic analysis, results of inspections or surveyors, statements of ship's personnel
	53 DENGER PLAN is activated

	60 
	ACKNOWLEDGE
	When this number is used, the telex/telefax should be acknowledged as soon as possible by the competent national authority
	

	Part III (POLFAC)

	80 
	DATE AND TIME
	No. 80 is related to the situation described below, if it varies from numbers 1 and/or 40.
	

	81 
	REQUEST FOR ASSISTANCE
	Type and amount of assistance required in form of:

- specified equipment

- specified equipment with trained personnel

- complete strike teams

- personnel with special expertise

with indication of country requested
	81 FRG is requested for 2 strike teams with high mechanical pick-up capacity

	82 
	COST
	Information on cost of delivered assistance to be notified to requesting country.
	82 FRG is requested for an approximate cost rate per day of assistance rendered

	83 
	PRE-ARRANGEMENTS FOR THE DELIVERY OF ASSISTANCE
	Information concerning customs clearance, access to territorial waters in the requesting country.
	83 FRG units will be allowed to enter Danish territorial waters for combating purposes or Danish harbours for logistics informing SOSC beforehand

	84 
	TO WHERE ASSISTANCE SHOULD BE RENDERED AND HOW
	Information concerning the delivery of the assistance, eg rendez-vous at sea with information on frequencies to be used, call sign and name of Supreme On-Scene Commander of the requesting country or land-based authorities with contact numbers (including telephone, telefax and telex numbers as appropriate) and contact persons.
	84 Rendez-vous 57°30' N - 07°00' E. Report on VHF channels 16 and 67. SOSC, Lieutenant Commander Hansen in GUNNAR SEIDENFADEN, call sign OWAJ

	85 
	NAMES OF OTHER STATES AND ORGANISATIONS
	Only to be filled in if not covered by number 81, eg if further assistance is later needed by other States
	

	86 
	CHANGE OF COMMAND.
	When a substantial part of an oil pollution or serious threat of oil pollution moves or has moved into the zone of another Contracting Party, the country which has exercised the supreme command or the operation may request the other party to take over the supreme command
	

	87 
	EXCHANGE OF INFORMATION
	When a mutual agreement has been reached between two parties on a change of supreme command, the country transferring the supreme command should give a report on all relevant information pertaining to the operation to the country taking over the command.
	

	88 - 98
	SPARE FOR ANY OTHER RELEVANT REQUIREMENTS OR INSTRUCTIONS
	
	

	99 
	ACKNOWLEDGE
	When this number is used, the message (telefax) should be acknowledged as soon as possible by the competent national authority.
	

	
	ADDRESS WHERE CARGO INFORMATION CAN BE FOUND
	
	


ANNEX IV-3 - LOST/FOUND CONTAINERS (*) REPORT

(*) includes other packaged goods

	Item
	Title
	Description
	Example

	1
	Type of report
	A. Loss (ship having lost a or several containers/packaged goods)

B. Observation (ship noting the presence of containers/packages goods drifting at sea)
	

	2
	SHIP’S IDENTITY
	IMO Number/Name/Call Sign/MMSI Number 
	

	3
	LAST PRESUMED POSITION OF CONTAINER LOST/LAST SEEN POSITION OF CONTAINERS
	Last seen position of container at sea, or last position of ship when the container has presumably been lost
	

	4
	NUMBER OF CONTAINERS
	
	

	5
	TYPE OF GOODS IN CONTAINERS
	DG/PG : Y/N

IMO/UN/IMDG Code Number
	

	
	DESCRIPTION OF CONTAINERS
	Description of containers: dimension, colour, marks, numbers, condition 
	

	
	CARGO LEAKING ?
	Yes/No/Not visible

Description of Pollution
	

	
	WIND DIRECTION AND SPEED
	Indicates wind direction and speed in degrees and in m/sec. The direction always indicates from where the wind is blowing.
	44 270 - 10m/sec

	
	CURRENT DIRECTION AND SPEED AND/OR TIDE
	Indicates current direction and speed in degrees and knots and tenths of knots. The direction always indicates the direction in which the current is flowing.
	45 180 - 0.3 knots

	
	SEA STATE AND VISIBILITY
	Sea state indicates the wave height in metres. Visibility should be indicated in nautical miles.
	46 Wave height 2m. 10 nautical miles

	
	DRIFT OF CONTAINERS
	Indicates drift course and speed of pollution in degrees and knots or tenths of knots. In cases of air pollution (gas cloud), drift speed should be indicated in m/sec
	47 135 - 0.4 knots

	
	ADDRESS WHERE CARGO INFORMATION CAN BE FOUND
	
	


ANNEX IV-4 - WASTE ALERT NOTIFICATION

(Ship leaving port without having delivered its waste)

	Static information


IMO Number: ………………………………….


Ship Name: ………………………………….


Call Sign: …………………………………….

MMSI Number: …………………………………



	Description of non-compliance with waste delivery requirements:

  ……………………………………………………………………………………….…………………………
  …………………………………………………………………………………………………………………
  …………………………………………………………………………………………………………………
Please indicate at least: name of port where waste-delivery was due, time/date where ship left port and reasons why ship should be inspected in next port and any other relevant information


	Inspection data (if any):

· Name and co-ordinates of inspection authority:



…………………………………………………………………………………………….

· Deficiencies found during inspection:



……………………………………………………………………………………………

· Action taken:



…………………………………………………………………………………………….



……………………………………………………………………………………………...


	Authorities notified:


Next port of call: ………………………………………………………………….

Other authorities: …………………………………………………………………



ANNEX V - FORMAT OF SAFESEANET REPORT ON SYSTEM STATUS, ACTIVITY AND PERFORMANCE
Date:

Origin:

Time period:

1- System Status

· Compliance with the Directive 2002/59

· National organisation status: 

i. Operational, Under Test, Further development

ii. NCA status

iii. LCAs status

iv. Planning for new LCAs

· Future development 

2- Activity

· Results of messages exchanged with SSN

i. Port Notification

ii. Hazmat Notification

iii. Others

3- Performances

· System availability 

i. NCA

ii. LCA

· Reports on anomalies

4- Other significant action 

NCA





NCA





SSN European Central Index





Notification 


message





LCA


Data Provider





LCA 


Data Requester





Full Data
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 (2) Request
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