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	Executive summary 
	This document aims to inform the SSN group about the current situation regarding the content of the security notification message 



	Action to be taken
	As per paragraph 4

	Related documents
	a. SSN XML Reference Guide version 1.6

b. SSN 4/3/4 document

c. Paragraph 3.7 of the SSN 4 minutes (25  

    and 26 October 2005)


1. INTRODUCTION 

At SSN 4, EMSA presented the document SSN 4/3/4 on the security message and proposed that the SSN Group wait for final decisions at the IMO before considering implementation of the security message into SSN. It was stressed by one of the delegation that the security message would have to be discussed in forum of the MARSEC Committee.

EMSA agreed on consultation within the Marsec Committee and underlined that for the content of the security message the EMSA subunit dealing with security would also be consulted.

2. RESULTS OF EMSA CONSULTATION WITH DG TREN – J1 
As a result of the consultation of EMSA with DG TREN – J1 (the competent Commission service that manages the Marsec Committee), the following concluded: 

a. The provisions of both SOLAS Chapter XI-2 Convention and the E.U. Regulation 725/2004, require the submission of security information to the competent Authorities. The relevant provisions are indicated in the attached Annex I. EMSA and DG TREN support the inclusion of the security message in SSN because this is in line with the one stop shop concept and the electronic notifications principles. 
b. The IMO/MSC/Circ 1130 defines the content of the security message that has to be sent form ships to the competent Authorities (See Annex II). 

c. The MARSEC Committee has already agreed a standard form for Member States to use (on a voluntary basis) to request pre-arrival security information from ships.  A copy of this form is indicated in the attached Annex III. This form is based on the data set agreed by IMO and published in MSC/Circ.1130, so any security message in SSN must use this data set.  

d. For the MARSEC Committee, the key issue is that the “security message” information submitted must be protected and only be available to those security personnel that have a need to know.
3. CONCLUSIONS OF THE MARSEC COMMITTEE

The 10th meeting of the MARSEC Committee was held in Brussels on 2 February 2006. EMSA was invited to give a presentation on SafeSeaNet explaining its use for vessel traffic monitoring and reporting based on the requirements of Directive 2002/59/EC.

In the ensuing discussion, the Member States raised a number of concerns about the principle of including a security message in SSN, including the security of SSN to control access the information, the timeliness and accuracy of the information 24 hours from entry of the ship into port and the possibility for commercial exploitation of SSN information.  On accuracy, Belgium advised that around 80% of security notifications were currently incomplete and more information had to be sought, and questioned how this could be done expeditiously through SSN.

Overall, the Member States were not clear about whether or not SSN should include security pre-arrival information. The Commission agreed that further discussion was needed before any decisions could be taken and agreed there should be a further discussion at the next meeting (16/3/06). This should be facilitated by a key issues paper and practical demonstration of SSN by EMSA.

4. ACTIONS SUGGESTED BY EMSA
For the implementation of the “security message” EMSA considers that the following actions should be taken : 
a. The current XML Ref. Guide (see attached Annex IV) is out dated and should be modified to comply with the “security message” form agreed by the MARSEC Committee. EMSA suggests modifying the XML Ref. Guide as indicated in the attached Annex V.
b. No decision is required before any decision should be taken and agreed by the MARSEC Committee.  
5. ACTION REQUIRED

The Members State participants are invited to note the above mentioned proposals. 

Annex I

RELEVANT IMO AND E.U. REGULATIONS
1. Regulation 725/2004 requirements
Paragraph 1 of Article 4 of the Regulation 725/2004 on enhancing ship and port facility security requires the communication of the security information between the Member States : 

“1. Each Member State shall communicate to the IMO, the Commission and other Member States the information required pursuant to regulation 13 (Communication of information) of the special measures to enhance maritime security of the SOLAS Convention”. 

Article 6 of the same Regulation sets the provision of security information from a ship prior to entry into a port of a Member State and states that the information should be provided 24 hours in advance: 

“1. When a ship which is subject to the requirements of the special measures to enhance maritime security of the SOLAS Convention and of the ISPS Code or of Article 3 of this Regulation announces its intention to enter a port of a Member State, the competent authority for maritime security of that Member State shall require that the information referred to in paragraph 2.1 of regulation 9 (Ships intending to enter a port of another Contracting Government) of the special measures to enhance maritime security of the SOLAS Convention be provided. The said authority shall analyse, as far as necessary, the information provided and, where necessary, apply the procedure provided for in paragraph 2 of that SOLAS regulation.

2. The information referred to in paragraph 1 shall be provided:

(a) at least 24 hours in advance; or

(b) at the latest, at the time the ship leaves the previous port, if the voyage time is less than 24 hours; or

(c) if the port of call is not known or if it is changed during the voyage, as soon as the port of call becomes known.”

2. SOLAS Chapter XI -2 Regulation 9.2


Paragraph 2 of Regulation 9 of SOLAS Chapter XI-2 prescribes the security message as follows:   

“2 Ship intending to enter a port of another Contracting Government

2.1 For the  purpose of this chapter, a Contracting Government may require that ships intending to enter its ports provide the following information to officers duly authorised by the Government to ensure compliance with this chapter prior to entry into port with aim of avoiding the need to impose control measures or steps:

 .1 that the ship possesses a valid Certificate and the name of its issuing authority;

..2 the security level at which the ship is currently operating;

.3 the security level at which the ship operated in any previous port where it has conducted a ship/port interface within the timeframe specified in paragraph 2.3;

.4 any special or additional security measures that were taken by the ship in any previous port where it has  conducted a ship/port interface within the timeframe specified in paragraph 2.3;

.5 that the appropriate ship security procedures were maintained during any ship to ship activity within the timeframe specified in paragraph 2.3;

.6 other practical security related information (but not details of the ship security plan), taking into account the guidance given in part B of the ISPS Code.

If requested by the Contracting Government, the ship or the Company shall provide confirmation, acceptable to that Contracting Government, of the information required above.

2.2 Every ship to which this chapter applies intending to enter the port of another Contracting Government shall provide the information described in paragraph 2.1 on the request of the officers duly authorised by that Government. The master may decline to provide such information on the understanding that failure to do so may result in denial of entry into port.

2.3 The ship shall keep records of the information referred to in paragraph 2.1 for the last 10 calls at port facilities.”

 ANNEX II

EXTRACT FROM MSC/Circ.1130
APPENDIX Standard data set of security-related information.
“”3  Information required by SOLAS regulation XI-2/9.2.1

3.1 The ship is provided (SOLAS regulation 9.2.1.1) with a valid:
- International Ship Security Certificate                   ( Yes   (  No
- Interim International Ship Security Certificate       ( Yes   (  No

3.1.1 The certificate indicated in 3.1 has been issued by <enter name of the Contracting Government¹ ²  or the Recognized Security Organization¹ ²> and which expires on <enter date of expiry¹>.
3.3 List the last ten calls, in chronological order with the most recent call first, at port facilities at which the ship conducted ship/port interface5 together with the security level at which the ship operated (SOLAS regulation XI-2/9.2.1.3):


               Date

	No
	From
	To
	Port, Country, Port Facility and UNLOCODE3
	Security level




3.3.1 Did the ship, during the period specified 3.3, take any special or additional security measures, beyond those specified in the approved ship security plan?                                       ( Yes            (  No
3.3.2 If the answer to 3.3.1 is YES, for each of such occasions please indicate the special or additional security measures which were taken by the ship  (SOLAS regulation XI-2/9.2.1.4):


            Date

	No.
	From6
	To6
	Port, Country, Port Facility and UNLOCODE³


	Special or additional

Security measures


3.4 List the ship-to-ship activities7, in chronological order with the most recent ship-to-ship

6  Identification of the person providing the information 
6.1 Name:

6.2 Title or position10:

6.3 Signature: This report is dated at <enter place> on <enter time and date>.  
Annex III
SHIP PRE-ARRIVAL SECURITY INFORMATION FORM
FOR ALL SHIPS PRIOR TO ENTRY INTO THE PORT OF AN EU MEMBER STATE 

(SOLAS REGULATION XI-2/9 AND ARTICLE 6.1 OF REGULATION (EC) No. 725/2004)
TO BE SUBMITTED TO THE COMPETENT AUTHORITY FOR MARITIME SECURITY OF THE PORT OF ARRIVAL

	Particulars of the ship and contact details

	IMO number
	
	Name of ship
	

	Port of registry
	
	Flag State
	

	Type of ship
	
	Call Sign
	

	Gross Tonnage 
	
	Inmarsat call numbers (if available)  
	

	Name of Company 
	
	CSO name & 

24 hour contact details
	

	Port of arrival
	
	Port facility of arrival (if known)
	

	Port and port facility information

	Expected date and time of arrival of the ship in port (ETA)
	

	Primary purpose of call
	

	Information required by SOLAS regulation XI-2/9.2.1

	Does the ship have a valid International Ship Security Certificate (ISSC)?

	YES

ڤ
	IISSC

ڤ
	NO - why not? 
ڤ
	Issued by (name of Administration or RSO)
	Expiry date (dd/mm/yyyy)


	Does the ship have an approved SSP on board?
	YES

ڤ
	NO
ڤ
	Security Level at which the ship is currently operating?
	Security

Level 1
	Security

Level 2
	Security

Level 3

	Location of ship at the time this report is made
	

	List the last ten calls at port facilities in chronological order (most recent call first):

	No.
	Date from (dd/mm/yyyy)
	Date to (dd/mm/yyyy)
	Port
	Country
	UNLOCODE
(if available)
	Port facility
	Security Level

	1
	
	
	
	
	
	
	SL =

	2
	
	
	
	
	
	
	SL =

	3
	
	
	
	
	
	
	SL =

	4
	
	
	
	
	
	
	SL =

	5
	
	
	
	
	
	
	SL =

	6
	
	
	
	
	
	
	SL =

	7
	
	
	
	
	
	
	SL =

	8
	
	
	
	
	
	
	SL =

	9
	
	
	
	
	
	
	SL =

	10
	
	
	
	
	
	
	SL =

	Did the ship take any special or additional security measures, beyond those in the approved SSP?

If the answer is YES, indicate below the special or additional security measures taken by the ship.
	YES

ڤ
	NO
ڤ

	No.  
(as above)
	Special or additional security measures taken by the ship  

	1
	

	2
	

	3
	

	4
	

	5
	

	6
	

	7
	

	8
	

	9
	

	10
	

	List the ship-to-ship activities, in chronological order (most recent first), which have been carried out during the period of the last ten calls at port facilities listed above.  Expand table below or continue on separate page if necessary – insert total number of ship-to-ship activities:  ڤ

	Have the ship security procedures specified in the approved SSP been maintained during each of these ship-to-ship activities?

If NO, provide details of the security measures applied in lieu in the final column below.
	YES

ڤ
	NO
ڤ

	No.
	Date from (dd/mm/yyyy)
	Date to (dd/mm/yyyy)
	Location or Longitude and Latitude
	Ship-to-ship activity
	Security measures applied in lieu

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	

	7
	
	
	
	
	

	8
	
	
	
	
	

	9
	
	
	
	
	

	10
	
	
	
	
	

	General description of the cargo aboard the ship
	

	Is the ship carrying any dangerous substances as cargo covered by any of Classes 1, 2.1, 2.3, 3, 4.1, 5.1, 6.1, 6.2, 7 or 8 of the IMDG Code?
	YES

ڤ
	NO
ڤ
	If YES, confirm Dangerous Goods Manifest (or relevant extract) is attached  ڤ

	Confirm a copy of ship’s crew list is attached
	YES

ڤ
	Confirm a copy of the ship’s passenger list is attached
	YES

ڤ

	Other security related information

	Is there any security-related matter you wish to report?
	YES

ڤ
	Provide details: 
	NO
ڤ

	Agent of ship at intended port of arrival

	Name:
	Contact details (Tel. no.): 

	Identification of person providing the information

	Title or Position (delete as appropriate): 

Master / SSO / CSO / Ship’s agent (as above)
	Name: 
	Signature: 

	Date/Time/Place of completion of report
	


Annex IV

SECURITY MESSAGE
	Introduction
	The MS2SSN_Security_Res.xml message is sent by the Member State owning the notifications details (data provider) to SafeSeaNet in answer to its request for getting the latest security notification details about a given vessel.

Please note that such kind of XML response (MS2SSN_<SSN_Tx_Type>_Res.xml) and its corresponding XML request (SSN2MS_<SSN_Tx_Type>_Req.xml) must be implemented by a Member State (data provider) in order to supply the notification details in XML format.

	Message description


	The following table describes the XML message used for the transaction. 

	Item
	Occ
	Type
	Len
	Description

	Header
	1
	
	
	Header node

	Version
	1
	Text
	3
	SafeSeaNet request current version (‘1.6’)

	TestId
	0-1
	Text
	1-8
	Test Case identification. Only useful for testing.

	MSRefId
	1
	Text
	1-36
	Reference number given by the caller in the response. It will be inserted back by SafeSeaNet in the MSRefId attribute of the SSN_Receipt.xml response if this message is not well-formed.

	SSNRefId
	1
	Uuid
	1-36
	Reference number given by SafeSeaNet in the SSN2MS_Hazmat_Req.xml request.

	SentAt
	1
	DT
	19
	Response creation date and time (ISO 8601 UTC format)

	From
	1
	Text
	5-8
	The name of the originator of the message (see p.xx).

	To
	1
	Text
	3
	The name of the recipient of the message (‘SSN’).

	StatusCode
	1
	Enum
	
	Global status code. See p.xx for possible values.

	StatusMessage
	0-1
	Text
	0-255
	Global status message string

	Body
	0-1
	
	
	Body node (optional if the request format was invalid)

	SearchCriteria
	1
	
	
	From corresponding SSN2MS_Security_Req.xml request

	IMONumber
	0-1
	Text
	7
	From corresponding SSN2MS_Security_Req.xml request

	MMSINumber
	0-1
	Text
	9
	From corresponding SSN2MS_Security_Req.xml request

	NotificationDetails
	0-1
	
	
	NotificationDetails element node. Not allowed if StatusCode <> OK

	VesselIdentification
	1
	
	
	VesselIdentification element node

	IMONumber
	0-1
	Text
	7
	IMO number of the vessel. Mandatory if MMSI number is lacking.

	MMSINumber
	0-1
	Text
	9
	MMSI number of the vessel. Mandatory if IMO number is lacking.

	CallSign
	0-1
	Text
	1-7
	Call sign of the vessel


MS2SSN_Security_Res.xml message, Continued

	Message description (continued)


	Item
	Occ
	Type
	Len
	Description

	ShipName
	0-1
	Text
	1-35
	Name of the vessel

	SecurityInformation
	1
	
	
	VoyageInformation element node

	ValidCertificate
	1
	Enum
	
	Y or N 

	IssuingAuthority
	1
	Text
	
	Name of issuing authority 

	CurrentSecLevel
	1
	Text
	
	Current security level 

	PreviousPortSecLevel
	1
	Text
	
	Security level in previous port 

	SecurityMeasures
	1
	Text
	
	Special/Additional security measures 

	Maintenance
	1
	Text
	
	Confirmation maintenance ship security procedures 

	Others
	1
	Text
	
	Other practical security related information 


	Open issues
	3 Description of SecurityInformation element attributes???


Annex V

UPDATED SECURITY MESSAGE
MS2SSN_Security_Res.xml message, Continued

	Open issues (continued)


	Item
	Occ
	Type
	Len
	Description

	ShipName
	0-1
	Text
	1-35
	Name of the vessel

	SecurityInformation
	1
	
	
	VoyageInformation element node

	ValidCertificate
	1
	Enum
	
	Y or N - The ship is provided with a valid International Ship Security Certificate (ISSC)?

	IssuingAuthority
	1
	Text
	1-50
	Name of issuing authority the ISSC

	ExpireDate
	1
	DT
	19
	Date of expire of the ISSC

	InterimValidCertificate
	0-1
	Enum
	
	Y or N - The ship is provided with a valid Interim International Ship Security Certificate (ISSC)? (optional id the ISSC exists)

	InterimIssuingAuthority
	0-1
	Text
	1-50
	Name of issuing authority the ISSC (optional id the ISSC exists)

	InterimExpireDate
	0-1
	DT
	19
	Date of expire of the ISSC (optional id the ISSC exists)

	ListOfTenCalls
	10
	
	
	List of last ten calls, in chronological order with the most recent first 

	DateFrom 
	10
	DT
	19
	

	DateTo
	10
	DT
	19
	Date of departure 

	PortLOCODE
	10
	Text
	5
	Locode of the port 

	Port FacilityLOCODE 
	10
	Text
	5+?
	Locode of the specific port facility 

	SecLevel
	10
	Int
	
	Security level 

	AdditionalSecMeasures 
	10
	Enum
	
	Y or N -  Did the ship during the last ten calls took any special or additional security measures beyond those specified in the approved security plan? 

	DateFrom 
	10
	DT
	19
	Date when the special measures started   

	DateTo
	10
	DT
	19
	Date when the special measures finished 

	SpecialSecMeasures
	10
	Text
	1-50
	Special or additional security measures 
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