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1. Objective
To ensure proper information flow between data provider and users in case there is a technical failure or programmed intervention.
2. Background
In the ICD Chapter 6 (6.2.1 – 6.2.2 and 6.2.3) it is stated that any system failure will be reported as soon as possible to SafeSeaNet users and that the scheduled outage should be notified in advance by the NCA to all LCAs.
The case of a technical failure or planned intervention on the SSN EIS is also considered.
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3. Actions, description and responsible within the procedure
	Action
	Description/ Remarks
	Responsible 
	Reaction time

	FAILURE or PLANNED INTERVENTION OF THE SSN SYSTEM

	1. Situation analysis
	Assess with your technical team type of intervention and summary of actions. Make a provisional timing for unavailability (also if result of a failure or indicate unknown time for resuming communication with SSN)
	MS
	

	2. Outage prevision
	Time commencing outage (GMT)
Time resuming outage (GMT)
Operational point of contact during failure (by default NCA 24/7)
	MS
	

	3. Set a Backup communication
	Establish backup communication (phone/fax/mail where information maybe available on request). Depending on the level of the intervention, establish/introduce temporary procedure to use the SafeSeaNet WEB interface to provide data
	MS
	

	4. Save all notifications not sent.
	notifications not provided during the outage must be stored and sent when operations resume
	
	

	5. NCA 24/7 informs:

      4.1 its LCAs


      4.2 MSS
	Inform all national LCAs of the temporary failure.
Inform EMSA MaritimeSupportServices@emsa.europa.eu on the intervention and request MSS to inform all SSN NCA’s 24/7 on the period of unavailability and contact for requesting data.
In case of planned intervention, the communication should be made at least one week in advance and the day before the expecting date


	MS

MS/MSS
	1 week and 1 day before (planned intervention)

ASAP for a technical failure

1 week and 1 day before (planned intervention)

ASAP for a technical failure

	CONDUCT OF THE FAILURE/ INTERVENTION

	6. Monitor if backup communication is operational for any request
	For communication by phone and fax see Procedure P3
	MS
	

	7. Establish constant communication
	Establish telephone, e-mail checks with the technical staff at certain periods (commencing outage, middle time, end resuming  outage).

The purpose of this action is to maintain the outage under control and get ready should the failure last beyond the planned time schedule
	MS
	

	8. NCA 24/7  informs its LCA and MSS that the system is back to normal
	About restore of operational of SSN National system or extension of the failure
MSS informs all NCA 24/7
	MS

MSS
	

	9. Prepare “lessons learnt” document
	Draft and evaluate First Impression Report (FIR) with the technical support, analyzing the reason of outage and any future action to prevent it.

This FIR should specify if the communication flow has continued in terms of notification, and details provided upon request.
	MS/MSS
	

	SAFESEANET EIS PLANNED INTERVENTION or FAILURE

	10. Inform NCA 24/7
	The MSS will inform the NCA 24/7 at least 1 week in advance ( and will confirm it 1 day before as reminder) of a planned intervention. A technical failure of the SSN EIS will be notified as soon as identified. 
The above mentioned actions applies.
	MSS
	1 week and 1 day before (planned intervention)
ASAP for a technical failure

	
	
	
	


4. Instructions and guidelines

Not applicable
5. Reference documents
	Required tools/Reference documents
	How to access it
	Resp for the update

	ICD Chap 6
	https://extranet.emsa.europa.eu/index.php?option=com_docman&task=cat_view&gid=140&Itemid=121
	EMSA

	Procedure P3: “providing information during technical failure or planned interventions”
	SSN Handbook
	EMSA


6. Template for communicating planned intervention or technical failures by any MS to the MSS:
Dear Madam/Sir,

This is to communicate that the following (add country name) SSN services are unavailable:

i.e.: not sending notifications (indicate which are the affected ones); not able to respond to any request for information; all system down, etc.
Time commencing outage (GMT):
Estimated Time resuming outage (GMT):
Operational point of contact during failure (by default NCA 24/7): 
Best regards,
Name/position of the sender
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4. MSS informs all NCA 24/7 on the temporary failure


1. MS performs a situation analysis (assess type, actions and an outage prevision)


2. MS establishes a 24/7 backup communication service (phone, fax, email) 


3. MS informs its LCA and MSS on the temporary failure (8 days in advance)


8. MSS informs all NCA 24/7 on the operation resume


Finish Procedure


6. MS resumed
operation ?


5. MS monitors outage evolution and availability of backup communication service


7. MS informs its LCA and MSS on the operation resume


9. MS issues a First Impression Report (FIR)


Y
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