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• MS NCA’s are responsible for identifying its own SSN 

authorities & persons & assigning their roles and 

access rights 

• SSN Groups for MS (each group has a predefined set 

of roles and permissions in line with the SSN legal 

framework) 
• MS_NCA 

• MS_NCA_ADMIN 

• MS_CST 

• MS_POR 

• MS_PSC 

• MS_OTH 

 

 

 



SSN User Management 
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Login to Training environment url: https://portal-training.emsa.europa.eu/ssn-

user-console/ 
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How to create Authorities and Persons 
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Background 

• Single sign-on functionality 

• EMSA’s Identification Management  

    system (IdM) 

 

Management of users  (based on 2 levels) 

• Authorities (in IAM called organizations) -  are created by EMSA 

• Persons (in IAM called users) belonging to authorities – created by 

NCA Administrators and EMSA 

 

 

IAM – Identity and 

Access 

Management 



SSN User Management 

How to create Authorities and Persons 
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• Authorities are created by EMSA 

 

NCA administrator contacts MSS, which will create manually the authority. 

Information needed: 

• Supervisor Authority in SSN 

• Authority name (< 50 characters) 

• Organization ID*  

• Organization and Contact Information 

• Protocol Type (Provider and Requestor url)* 

• Select Group, Roles and Permissions 

 

(*) – To be filled only when the authority will exchange data with SSN via a 

machine. For the purpose of declaring the authority these fields should be 

left blank. 

 

 



SSN User Management 

How to create Authorities and Persons 
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• Creation of users/persons 

 

 

 

 

 

Once selected, the NCA Administrator will be prompt with an intermediate 

screen. 

 

 

 

1. Select Create Person 
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When selecting an organisation, the list of Local Authorities existing in 

SafeSeaNet will appear. 

Phone & Fax must be filled as they are mandatory fields in SSN. 

 

 

 

 

SSN User Management 

How to create Authorities and Persons 

An NCA_ADMIN can only create an End 

User. Country Admin are created by EMSA Select the SSN 

applications / 

modules that 

the user will 

have access to 

1. Select Create User when all fields have been filled 

User ID > =7 characters 

PT_XXXXXXX 
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If a possible user already exists in IdM the NCA Admin will be prompt with a 

screen similar to the above one. 

NCA admin must select if he wants to create a new user (1) or if re-use (2) an 

existing one. 

After the successful creation of the user a confirmation screen appears. 

 

 

SSN User Management 

How to create Authorities and Persons 

1. Create a new User 

2. Re-use a User 
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SSN User Management 

How to create Authorities and Persons 

• Activation/Set-up of the user in SSN and configuration 

of his permissions 

 

 

 

2. Click on the User  
Id to be activated  

1. Select Search / Update IdM User 
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SSN User Management 

How to create Authorities and Persons 

2. Select Update 

1. Select under User Type - Person 
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SSN User Management 

How to create Authorities and Persons 

Locations Restrictions: 

Permitted Areas – Provider and Visualization 

Permitted Locations 

 

 

 

After the update, SSN will open automatically the Search/Update person 

menu. Now its time to configure the user in SSN.  
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SSN User Management 

How to create Authorities and Persons 

• Group/Roles Selection (e.g. MS_NCA) 

Once the Group is selected a box with the Roles attributed to that group is 

provided. 

• Permissions Selection (e.g. 
MS_NCA) 
Once a specific role is chosen, the 
permissions will be given by default.  

  

1. Select Next and the screen after 

Update  
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SSN User Management 

How to create Authorities and Persons 

A final screen is presented stating that the User was updated successfully. 

In case an error message is presented please contact the MSS. 

Select the Search /Update Person menu for: 

•  updating information related to personal data select (1) 

 

 

 

 

 

•  updating access rights, LOCODES, etc..  select (2) 

1. Edit personal data 2. Select User Id 
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