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Access rights simplification proposal WEMSA

Background
Information



e HLSG 2 meeting (20 June)

e new SSN Ecosystem Graphical interface Transition to
Operations plan

e agreed on testing the simplification of access rights via a
dedicated pilot project

e pilot project outcome: EMSA will analyse the operation and
functioning of such simplification of access rights as
compared to the current access rights policy and report
back to next HLSG

e Considering the likely impact on the current access
rights policy as defined in the IFCD, an ad hoc meeting
of the IFCD revision Working Group was organised



Scope of the IFCD WG ad hoc meeting AW EMSA

e Analyse the impact of the proposal on simplification of
access rights the in the current IFCD access rights

policy

e Analyse the feedback provided by the pilot project
participants

e Propose a new draft Chapter 3 and any consequential
amendments to be validated by the SSN/LRIT group and
endorsed by the HLSG



Planning WEMSA

3 Aug. 2017  Initiate the pilot project on “Access Rights Simplification” EMSA

28 Sep. 2017 Prepare draft IFCD chapter 3 to IFCD WG EMSA

3 Oct. 2017 Meeting of the IFCD Working Group IFCD WG

12 Oct. 2017 Finalise draft to SSN/LRIT Group by correspondence IFCD WG

30 Oct. 2017 Finalise draft to HLSG by correspondence SSN/LRIT
Group



Access rights simplification proposal WEMSA

Why to review the
access rights?



M EMSA

Initial Maritime Picture: 3 sources
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Integrated Maritime Services (IMS) WEMSA

Designed to enrich Maritime picture by combination
of all systems data and integration of other data
sources, started with volunteer MS, from 2016
recognized the EU legal framework (annex Ill Dir
2002/59/EC).

B |ntegrated Platform, Integrated
Services

» 25 EU, EEA Member States
B 5 EU bodies

B >1 000 users




Integrated Maritime Services (IMS) - SEGAMl A=1Y}=7:

SEG — SSN Ecosystem Graphical Interface
EVERYTHING IN ONE SCREEN

B \aterialize Data and Service
Integration for end users

® Modern design
B |ntuitive functions
B Easy to play with

™ More platforms




SSN Ecosystem Graphical User Interface WEMSA

(SEG) - Transition to operation

« Current phase: Transition to Operation (T20): April 2017-March 2018
« Train users

« Manage users migration - gradually granting all SSN-CSN-LRIT-IMS users
access to SEG

« Monitor the service and
« Prepare the switch off of SSN, LRIT, CSN and IMS current GUI

« When preparing the T20O, it became obvious that the current access
rights limitation is reducing the access to information for a lot of users
from:

« SSNincluding Ports
 LRIT
« CSN

The slides below shows examples of these limitations:
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Access rights simplification proposal:
Current situation SSN user only MEMSA

SSN

e Position report:
o T-AIS (subject to SSN access rights)
o S-AlS and LRIT: No

e SSN notification:

o Subject to SSN access rights

e SSN detalls:
o Subject to SSN access rights




SSN: T-AIS + Enrichment /N EMSA
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Access rights simplification proposal:

W EMSA

Current situation LRIT user only

LRIT

e Position report:
o LRIT Flag to all users from this Flag
o T-AlS and S-AlS: No

e SSN notification: No

e SSN details: No




W EMSA

= = -

T-AlS Data

Sat-Als Data

LRIT Data
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Access rights simplification proposal:

W EMSA

Current situation CSN user only

CSN
e Position report:

o T-AlS (limited over EO image foot print) for all
users

o LRIT and S-AIS: No
e SSN notification: No

e SSN details: No







Access rights simplification proposal:

M EMSA

Current situation IMS user

IMS for MS

e Position reports (see note for details):
o T-AlS and S-AIS for all users

o LRIT Flag (own flag+ those agreeing to share) for
all users

o VMS (under conditions) for all users

e SSN notification: Yes (confirmed by IMS PoC)

e SSN details: No (except if confirmed by SSN
NCA)




IMS for Member State users

M EMSA

- r

A TaisData ' . ‘Q&
I B VIR HEE .
A sstaisoata
A LriTData
18

A\ vwms pata



Access rights simplification proposal WEMSA

How?
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Access rights simplification proposal:
For all SEG users from MS W EMSA

e Position reports:
o T-AlS and S-AIS for all MS users

o LRIT Flag: all users from own flag+ all MS users
from those agreeing to share (e.g. IT LRIT flag
reports available to all IT users + to all MS users
from those MSs agreeing to share)

o VMS: under conditions: Note: current IMS policy for MS
e SSN notifications: Proposed harmonisation

o access to all MS users. Note: current IMS policy for MS
when confirmed by IMS PoC

e SSN detalils (viareq/resp):

o According to SSN access rights.No change




Proposal for access rights simplification

55N
Position repsaort:
o T-AIS (subject to SSHM
access righits)
o S-AlS and LRIT: Mo
S SHM notification: Yes
[subject o SSM access rights)
SSHMN details: Yes (subject to
55N access nighits)

LRIT
Position report:
o LRIT Flag to all users
from this Flag
o T-AI1S and S-AI15: Mo
S SHM notification: No
SSHM details: Mo

CSN

Position report:

o T-AI1S (limited ower EO
image foot print) for all users
o LRIT and S-AlS: Mo
5SM notification: No

S5SHM details: Mo

IMS for MS

Position reports (see note for
details):
o T-A1S and S-AI1S for all
USErs

LRIT Flag (owmn flags
those agresing to share) for all
USErs
o YWMS (under conditions
ses point 3 of the end ote
below) for all users
SSM notification: Yes
(if confimmed by IMS PolC)
S5S5HM details: No

Position reports

FProposed hamonisation for all
SEG users from MS:

=1 T-AlS and S-Al1S for all MS
users

=] LRIT Flag (own flag+ those
agre=ing to share) for all MS
users

=] YWMS (under conditions see
point 3 of the end note below)
for all MS users

SS5HN notifications:
o Proposesd harmonisation:
access o all MS users.

SSM details:
= Awailalbxe according to SSMN

access righis_
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Access rights simplification proposal WEMSA

e Immediate benefits:

« «Common potx» for all users

 Only SSN details will be managed by specific access
rights

« Restriction only for ports (for detailed waste, security and
Hazmat bound to or coming from their port)

« Technical implementation simplified for the benefit of the
overall system
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Access rights simplification proposal WEMSA

Impact on IFCD

. Chapter 1:
. New definitions
. Inclusion reference to LRIT
. Chapter 2: update on
. List IMS information
. cooperation with other EU systems
. Chapter 3 on access rights
. Wording to clarify the access rights

. Matrix changes to reflect the simplification proposal
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IFCD WG meeting N EMSA

Very positive feedback from several pilot project participants
(HR, IT, FI)

 around 90 users created for 5 MSs.

Review entirely Chapter 3 on access rights:

 Wording in the document:
» to clarify the implementation of access rights as defined in the matrix

« Matrix for data provider
 LRIT added + MRS (restriction removed )

« Matrix for data access:
« SSN Notification available to all
« AIS available to all (removed restriction for ports)
« Definition of « SSN Details » which are ruled by SSN access rights
« Removed port restriction except for Hazmat, Waste, Security details

 LRIT added with conditions: e.g. MS A agree to share LRIT

All MS users from MS A can see LRIT flag report from MS A + all reports from MS C and D
agreeing to share.

« All Users from a MS E (not agreeing to share) will access only MS E LRIT flag reports.
Remove restriction for AIS enriched distribution
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Access rights simplification

ACCESS
RIGHTS

Data
provision

EU Member
States’
National
10 authorities EMSA, EC or
Competent .
. executing other EU
A functions in bodies users
(e Wk, the maritime
domain
X X X
Port call data
[country] [country] [port]
Hazmat X
Waste X
Security X
AIS data X
LRIT X
Inci
nC|.dents/ X X
accidents
Exemptions X
X X
MRS peositien
Area Area-
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Access rights simplification

EU Member
National States » EMSA, EC or
ROLES |Competent authorities .
- . other EU bodies
Authorities executing users
ACCESS (NCA, NSW) functions in the
RIGHTS maritime domain
All notifications (e.g.
Hazm.at, Waste, _ X X X X
Security, MRS, Incident, -fport}
Port call, exemptions)
AIS data X X X X
-tpert}
: X
Hazmat details4 X X X
[port]
Data X
access |Waste details 4 X X X
[port]
X X X
curity details 4 X
Security detai [port]
Inac!ents/ accidents X X X X
details 4
X
MRS details 4 X X -fpert} X
Exemptions X X X X -5

4  Access subject to SSN NCA authorisation when granting the specific profile defined in User Configuration manual.



Access rights simplification

ACCESS
RIGHTS

SSN non mandatory
functionalities including
access to reference

National
Competent
Authorities
(NCA, NSW)

EU Member
States’
authorities
executing
functions in
the maritime
domain

EMSA, EC or
other EU
bodies users

tion

databases (E.g. Central X X X
ship, Hazmat,
Organisation and
location databases)
Access t9 statistic X X X
information
LRIT Flag reports for all
EU MS agreeing to X X X
share

D

D?stta:'ibu AIS positions enriched X X N
with SSN data -Area -Area
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Access rights simplification W EMSA

Action:

« The SSN/LRIT group is invited to comment on the draft
IFCD (by 30 Oct the latest).

Next steps:
30 Oct. 2017 Finalise draft to HLSG by correspondence SSN/LRIT

Group
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