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DM).

As per paragraph 4.

15t Mediterranean AIS Expert Working Group Workshop report (V.1.2).

1. Introduction

EMSA is executing the Commission (DG NEAR) funded projects in the Mediterranean (SAFEMED V) and
the Black and Caspian Sea (BCSEA). These projects include a component regarding Vessel Traffic
Monitoring and Information Systems. Within the framework of the SAFEMED |V and BCSEA projects EMSA
is implementing a pilot project which consists of the following three phases:

e Phase 1: Exchange of T-AIS between the SAFEMED/BCSEA countries.

e Phase 2: Exchange of T-AlS data between SAFEMED/BCSEA countries and EU Member States that
are prepared to participate;

e Phase 3: Involvement of SAFEMED/BCSEA countries in SSN.

The overall objective is to enhance maritime safety, maritime security and marine pollution prevention/
response in the beneficiary countries. In addition, the beneficiary countries are provided with the possibility to
strengthen their cooperation on AIS matters by taking part in pilot project on AIS information sharing
thorough the Mediterranean AIS Regional Server (MAREZ), operated and maintained by the Italian Coast
Guard (ICG).

According to the procedures set, the phases should be implemented by the beneficiaries in a sequential
order meaning that they should participate in phase 2 after completing the implementation of phase 1. The
same will also apply for phase 3 (i.e. they should participate in phase 3 after completing the phase 2).

For users from beneficiary countries Phase 1 was initiated by signing the Service Level Agreement (SLA) for
the use of the Mediterranean AlS regional server (MAREZX) to support the establishment of pilot projects to
extend cooperation on AlS matters. According to a Service Level Agreement (SLA) signed between EMSA,
the Italian Coast Guard and the relevant national authorities, the sharing of T-AIS information is achieved via
the SafeSeaNet regional server (MAREZX).

Currently, Georgia and Ukraine within the scope of the BCSEA Project and, Morocco, Tunisia and Jordan
within the scope of the SAFEMED 1V project, have signed the SLA (presented in Annex 1).
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2. Conditions defined at HSLG DM4 (Brussels, 11 December 2018)

The 2M phase of project was discussed at the 15" MAREZ Experts Working Group meeting (Venice, 27
November 2018) and thereafter EMSA presented the outcome at the HLSG DM4 (Brussels, 11 December
2018). The HLSG DM4 discussed the conditions of phase 2 and agreed the principles of the cooperation
with the beneficiaries as follows:

a. Concurrence with the principle of reciprocity and co-operation by the beneficiaries’ countries is a
prerequisite;

b. In full respect of EU policy and the operational objectives of improved maritime safety, security
and pollution prevention;

c. Distinguish between the EU neighbouring countries sharing a sea basin with EU/EEA MS countries
and the 'other' 3rd Countries.

d. The beneficiaries will participate on a project basis and the prior approval in the HLSG subject to
accepting the 'lFCD' technical specifications and documentation.

e. Apply the principle of phased in execution meaning that the beneficiaries should participate in
every next phase only after completing the implementations of previous phase. At the end of each
step EMSA should evaluate and report to the HLSG.

f. Include an immediate termination clause (in case of abuse/inappropriate use of information or
access to system or services).

g. Cost neutral - as a principle each party carry their own costs (Beneficiaries can use resources under
the projects) and based on current technical capability at EMSA.

The HLSG agreed with launching phase 2 of the pilot project, invited MSs to indicate interest to participate in
phase 2 of the project; and authorised EMSA to approach interested MSs and beneficiaries to share T-AIS
data, more formally confirming the arrangement and the signing of the SLA.

3. Outcome of the HSLG DM5 (Brussels, 2 July 2019)

Following the HLSG DM4 decision, EMSA invited SAFEMED/BCSEA countries to express their interests to
share their T-AIS data in phase 2 of the project. Positive feedback has been received from Georgia, Jordan
and Ukraine which expressed their interest in sharing data with EU Member States participating in the
Mediterranean regional AIS server (MAREZY). Also, Morocco and Tunisia are willing to share their AIS data,
but they have requested more time to reply to finalise the process.

The HLSG DM5 meeting (Brussels, 2 July 2019) agreed for the three beneficiaries (Georgia, Jordan and
Ukraine) to participate in MAREZX and share their T-AIS data with them in accordance with the conditions set
at the HLSG DM4, under the SAFEMED and BCSEA projects (for the duration of the project). After receiving
additional positive replies from other beneficiaries to participate in MAREZ, the HLSG will be informed and
invited to approve their participation.

The Commission also authorised EMSA to draft a document listing the relevant conditions that will be
presented for discussion and agreement at the next MAREZ Expert Working group (EWG) meeting. The
document should consolidate the conditions of the service (as defined at the HLSG DM 4) for the
beneficiaries and MAREX Member States and will replace the initially proposed procedure which foresaw the
signing of bilateral/multilateral agreements between the beneficiaries and MAREZ Member States. The draft
Conditions of Use (CoU) document is attached as Annex 2.
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4. Action required

As mentioned in paragraphs 2 and 3 above, the principles for the participation of the beneficiaries in phase 2
have already been approved by the HLSG. The MAREZ participating States and the beneficiaries are invited
to note the provided information and agree on the consolidated text of the CoU of Annex 2 respecting the
HLSG principles. The approved consolidated text will be presented to the HLSG.
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Annex 1

SLA between EMSA, the Italian Coast Guard (ICG) and the Maritime Administration of the Beneficiary
for the use of the Mediterranean AIS Regional Server (MAREZ) to support the establishment of pilot

projects to extend cooperation on AlS matters within the scope of the project

(sample)

Service Level Agreement between

the European Maritime Safety Agency (hereinafter EMSA)

and
the ltalian Coast Guard (herginafter ICG)

and

the Maritime Administration of [Eiameed a5 beneficiary country participating to an EMSA
implemented project funded by DG NEAR in the framework of the European Neighborhood
Instrument (ENI)

far

the use of the Mediterranean AlS Regional Server (MAREX) to support the establishment of
pilot projects to extend cooperation on AlS matters within the scope of the project

Hereinafler referred collectively as "the Parties”,

MAREZ 16/8/1/ Version: 1.0/ Date: 12.11.2019

Page 4 of 19



Having regard to the Directive 2002/59/EC a5 amended on establishing a Communiy Vessel Traffic Monitoring
and Information System (VTMIS);

Havimeg regard to the Member Siates cooperation in the drea of regional exchanging AIS nfarmation, based upan
the initiative of EMSA in May 2006, covering the Maditerranean Sea and Black Sea;

Conzidering that, folowing the agreements between the lalian Cosst Guard (JOG) and the EU Member Slalas
paricipating in the regional AlS server (hereinafier called MAREL), an experl working group was established with
the purposs of facilitaling mutual exchange and dellverias of AIE data incduding the constrection of 8 moenltoring
system for the marilime trafic in fae Medileranean Sea and Black Sea (hereinafter called the MAREL EWG);

Considering further that MAREL has been developed by the (C3 as & core system for collecting and distribausing
AlS dala on the basis of the methods agreed by the MARET EWG;

Moding that, the use of AlS on & reglonal basis provides further benefis, such as an improved look-ahead
function of the vessel traffic stuation, enabling the authorities to anticipete and predict the vessal movemants,
facilitating improvad management of coastal safety, countar polulion and security resourcas;

Moting further that, he projects implerented by EMSA i the framewer® of the European Neighborhood
Instrurnent (EMI) hawve the overall abjective to enhance marilime safety, marilime securlty and marine pollution
proventionirespanse slandards in the Benafiziary Countries (hersinafler collactively called the Beneficiarias) -
and that the afore-menticned projects aim &l setling up inflatves In the field of the Vessel Traffic Monitaring and
Infarmalion Sysiem;

Gonsidering that inltiglives in the field of the Vessel Trafflc Monilering and Information System were already
Implemented during similar projects previously implementad by the Agency and the Beneficiares recognized the
Imparance of sharing Temestral-AIS (T-AIS) informatien at regional level in enhancing masitime safety, marnitime
security and marine pallution preventioniresponsa;

Congidaring that EMSA operstes and mansges the EMSA [ntegrated Martime Sendoes (IMS} which apad fom
enhancing maritime safety, port and mariime seowily, emdronmental proteciion and pollution preparedness,
algws for the exchange of additional information aming &t facilitating the impiementation of maritime policies
effectively, providing authorities of the Beneficlaries with reliable knowledge about what happens al sea;

GCongidering further that, for those countries that have signed CSMN Condition of Use, EMSA IMS combines via
lhe EMSA IMS web user porlal lasrestral AlS data with EQ images

Have agreed as folows

Article 1: Objective

14. The abjactive of this Service Level Agreament (herainafter called the Agreament) iz the definiien of the
opemtional, administrative and fechnical requirements related 1o the implementation of the “Piot
project(s) io exlend cooperation on AlS matlers® of tha EMSA implemented projects fior countrias which
are beneficiaries of prajects funder under the ENI with the aim to exlend ¢ooperation in the area of
WTRIE and the protection of he marine anviranment

1.2 This Agreenssn? repuiales the provision, eschange and distibution of Termestial-A1S (T-A15) dala Tree of
charge bebween the marilime adrinistration of I and the other partcipating Beneficiaries through
Ihe MAREE server In accordance with the following Artiches 3, 4 and 5. The possibility Tor a further
dewelopment of fhvs cooperation is aleo envisaged in Articie B of this Agreement.

1.3 This Agraement reguiates the provision of Terrestrial-AlS data which is made available by EMSA 1o
I through the EMSA IMS web user portal. The provision of such sendces shall ococur in
accondance wilh the Articles 2, 3, 4 and 5
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Article 2: Aole of EMSA

EMSA shall provide to the maritime administration of I sccoms, free of chamge, to EMSA IMS
serdces

EMEA shall integrale Terrestrial-AlS, and display it via the EMEA IMS web user poral following the
access right rules laid aul in Arlcle 5,

ENMSA shall take he necessary measures o maintain the service for he duration of this Agreemant.

Article 3: Role of the ICG

The i2G shall provide to the maritines adminestration o INIIGE

L]

The relevant "preasty® seftware free of charges when requested by (he beneficiary to cannect their
nafional systerns 1o MARET,

Any relavant upgrades o developments requirad to the "prosy” soffware and hosting emdronment.

The vpdated “proxy” installation manual Jin English language).
Support for *proxgy” installation {f requested and not on site).

Support for tesling and valdation of the "proog” sofiware updstesfotfizes/upgrades fwhenever
such updateshalfives or upgrades shall take place).

The technical and operational contact service, upon request and in a ressonable lime,

Hatice regarding any downlime of MAREZT in a reasonable time.

The 1C03 will configure the axistfing MAREL softwara and hasting eawironment in arder to:

Reccive the Terrestrial - AIS data from the Benefiziary paricipating In the pllot project and handle it,
af fhe leval of the MAREL Server.

Forward the Terrestrial - A15 data from the beneficiary to EMSA, through the SEM 81,
Article 4: Role of the Beneficiary country

The Baneficiany couniry ehall:

=

Provida EMS& and the ICG with the contact points, the coordinaters and their addresses for
communication punposes.

Make available the nafional Server.
Eatablish the connaclion bebwean the nalional servar and MAREL.

Tramemil Terrestrial-AIS data gathersd by Be naliorel A1S system 1o MARET in sccordanco with the
current Terreairial-A1S standards in force.,

Shail make available Temasiial-AlS daia received by the system in order to complate the
operalional piciure which is parliculady important for maritime eoerations (especially for Search and
Rescue).

Resirict the distribution of data within this Agreement fo ils own Organisation and the competent
aulfworifics fsbed in Annex 2 of this Agreement. Such data may anly be used in #s ariginal format
and far the purposes listed in Annex 2 of this Agreement. The Beneficiary shall not alter or remave
any copyright nofise or propgrictary legend conlained in or on the data provided under this
Agresment,

Gommunleate to EMSA the llat of authorzed organizations at national level which will have acoess
o EMSA IMS web user portal (the form is available in Annex 3 of this Agreament).

Ensure any relevant wpgrade or developmenl requined at national lowval for the proper
implemendation of this Agreemend,

Promptly notity EMSS and the 153 iF I is unable & perform the transmission of AlS data to MAREL.
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In such a case, the BeneSclary couniry shall use s best effor to resume performance as quickly &s
possible,

. Communicate fo EMSA on the agreements made with other Beneficiary countries of Member
States conceming the sharing of their Terrestial-AlS data,

Atficle B: Accass Right Rules

5.1 Al data will be provided through the EMSA IMS web uges portal, No data will be shaned with the banatalary
couniry through system-toe-system conneciions.

5.2 Access o EMSA IMS web uger portal by the beneficiary country is restrictad to the authonsed crganisstions
listad in Annex 3 of this agreament. Any changes 1o this annex shall be dore in accordance with Arficle 11 of
this agre=ment.

5.3 TemeskishAlS data forwarded to EMSA through the MAREE servar from (he Beneficiay couniry will be
sharad with all Beneficiaries which have signed a Service Level Agreament Identical to tile Agresment.
EMSA will use the data exclusively within the scope of the managed ENP projects for technical asistance,

Article &: Financial resources

Except where otherwise specifically agieed by the panies, each party shall bear the cosl of any expenditure i
incurs relafing to the periormance of the Agreement.

Article 7: Human rescurcas.

Each party will be résponsible for its own persornel in relafion o actvilies undedaken pursuant to this
Agreement.

Article §: Expert Working Group

.1 An Expent Working Group (EWG) will be estzblished whara the parles will discuss on the operational,
adminizstrative and technica! issues related to this agreemant.

£.2 The Parties will nominate one o more coordinalors (technicalioperational in Anrex 1 of s Agreement) o
form the EWG. This EWG should work In close cooperaben with the exisling MAREL EWG,

Article 9: Evolution of the Agreement. Sharing of additional data
9.1 The Parties may agrae to extend the scope of this Agresment 1o allow the EU Membar States connected to
MAREE to be part of TemeslialAls data exchenge. In addition one or mere Beneficlary courtries may
cooperate with one or more EU Mamber States to exchangs, on a pliot basis, other data in addition 1o the
AlS Irfgernation through the Central 35N (2.0, ship pre-amival, Hezmad, Incident reparts, mendatary ship
reporting sysiem Information (MRS) eic.).

9.2 These acthities will require the approval of the SSN High Level Steeding Group (HLSG) and amendmant of
Ui At il

Article 10: Communlcations
101, The contact poind, the coordinator and the address of Parles are detalled in Annex 1.

10.2  The Partles shall communicate [ writing about any change with regard o their coordinaiors or contacis.
All docurments and communications regarding this Agreement shall ke writtan in English.

Article 11: Amendments
11.1.  Parties may. by mubual written agreement, revise the Agreement and ils anneees as appropnaie.
1.2, Any amendment shall be subject to a mutual wiitlen agreement concluded by the Faties with the

excaption of Annex 1 and 3 which may change upen a written netice of the party concernad to the other
party.
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121,

122

131

132

141,

142,

142

144,

162,

15.3.

6.1

Article 12: Liability

Ay logs, damage or injury suflered by one party in connection with the perfarmance of this Agresmant
shall be bome exclusively by il

Each parly shall be exclusively liable for amy loss, damage o injury caueed by ils personnel 1o thind
pariies in their facilfies, ansing out of the performance of this Agreement.

Artiche 13: Force Majeurs

Heither party shall be liable for any unforesseable event beyond ks rezsonable conbel not caused by
the fault or negligence of such party, which causes such party o be unable to perform ils obligations
under this Agreement, incuding food, drought, eardhguake, storm fire, pestience, lghtning and other
natural catastrophes, epidemic, war, riol, civic dishurbance or disobedience, sabotage, or any order or
injunclion made by a court or public body.

In the event of the occurrence of such 2 Foree Majeure event, the party unable 1o perforrn shall wWithout
defay nofify the cther party by registerad letter with scknowledgement of receipd, 1 shall flurther uss its
best efforts to resume performance &s guickly 25 possible, and shall suspend performance only for such
periad of fime as is nacessary &5 & resul of the Forca Majeurs avent.

Article 14: Data protection

Any personal data included i or refaling o thie Agreemend shall b= processed by EMSA pursuant to
Feegulation (EC) Mo 452001 of the Eurcpean Parlament 2nd of the Council of 18 December 2000 on
the pratection of individuale with regard to the processing of personal dala by the Commurity institulions
and bodies and on the free movement of such data.

Any personal gata insluded in or relating o this Agreemant shall b2 processed By the ICG pursuant o
the nalional legislation of Ity implementing Directive BSMEEC of the European Parigment and of the
Council of 24 Oetober 1905 on the protectisn of Individus's with, regard 1o the processing of personal
dats and on the free movement of such data.

The Beneficiary shall process such personal data in accordance with squivalant legisiation applicable
under its nalional legislation.

Such data shall ba procassed solely for the purpeses of the parformance, management and manitoning
and follow up of this Agreentent by the daia prebechon entities of signatory parties without prejudics 1o
pogsible Iransmission bo te bodies charged with maonitaring or inspection tesk in application of Union
law.

Aricle 15; Confidentiality

Far the purpases of thie Agreement, “proprietary information” shall mean any Infermation, decument or
other meteral communizated bo the other Partes in order o perform this Agreemen,

Each pary underakes, when requested by tha ofher parly, not o releasn proprietary information, or lo
keep confidential any Information, document or other materisl communicated to them as confidantial, the
disclosure of which might be prejudictsl 1o the oiher Parties, untl, or unless, the content lagitimataky
becomes publicly available through other parfies or through work or aclions fawful performed outside,
and not based o activities undsr this Agreement, or has been made svaitabie to the disclosing party by
anosher party without any confidantiality resiriclions.

This Adicle shall apply afler Ihe expiry of (his Agrearmenl.
Artiche 16: Sub-contracting

One party may, with prior and willlen Agreement of the other Parties, sub-conlbract the work in whole or

in part. The pary sub-contracting a part of the work shall ramaia bound by ils obigalions b the ather party undar
thiz Agreement,
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Article 17; Fegs
171 All services provided by Partes unider this Agreement will be provided free of change,
Article 18 Applicable law and settiement of disputes

181 The: Parties agres o use reasonable effors 1o rescive amecably and expeditowsly any disagreemsn: or
diggule thal may arse durng the perfiomance of this Agreemant

182 Amy dispule, condoversy or claim arising out of or relating to the nfterpretation, application of
perfermancs of this Agreemant, including its ex'stence, validty or tarmanation, which canng? be sattied in
accordance with Article 18.1 shaf be setled by fnal and binding arbitration in accordance with the
Femmamenst Cout of Amulration Opdianal Rukes for Arbitrafan Inyafang Infermebonsl Organizations and
States, as in effect on the dale of this Agresment. The language 10 be used in the arbitral proceadings
shall be Englsh.

IF organisational priorites are no longer compatble with the confinuation of the working relatosship under his

Agresment, aithes pady may lerminate il gt any time. giving three (3) monthe prior wetten notice 1o the ofher

Parlias,

Thiz Agreement has been drawn up in Engligh in icendical orginats; ore for aach pary

On behalf of the Evropsan Mantime Safety Agency
Mamue
Title:

Date: ik R

Qn bahalf of the kalian Coast Guard

Title:

Place:

Crate:

On behall af Ihe Benelickey

Tille:
Flace: R R e e
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Annex 4

Contacts and addresses of the EMSA, the ICG and the Benefigiary

EMSA

Adrministrative paint of contact:
Title:

Adddress

Telephone

E-mail

Technical point of contact;
Title

Address

Italian Coast Guard

Beneficiary
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Matianal
administrations
acting according to
1he usage set herein

Polulion pra»\lon-l}on m:loomhaﬁlng
VTS

Port State Control
Border contral

Suppod fo the ehip and ponl security as per
IEPE Code

Maritime Assistance Serices

Search and Rescue

Astdent nvestigation

Traffic planning, efficiency and management
Filotags

Martime survelllancs

Mon-commescial sclence and research

Tarnwuiai el

- Pseudo real time via proxy

- Historical data

= Web based visualization of AlS
pseudo real-fime and historleal
data

For CleanSeaMet and Satellite AlS data the permitied data usage is foreseen In the specific Conditions of Use
signed between EMEA and the Bensficiary
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Annex 3

Authorities information form

No Crganisation Name Organisaticn Address Area of Responsibility
1

2

3

4

]

B

7
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Annex 2

Conditions of Use for the participation of the
SAFEMED and BCSEA Countries in MAREZ in phase 2

The AIS Regional Servers (RS) constitute an integral part of SafeSeaNet (SSN) established in accordance
with Directive 2002/59/EC. The MAREZ AIS Regional server (RS) is hosted by the Italian Coast Guard (ICG)
which offered the necessary infrastructure for hosting the regional server and developed the interfaces with
the MAREZ participating States concerned’.

The MAREZ EWG is the group of experts of the MAREZX participating states entrusted to develop, maintain
and coordinate the operational, administrative and technical solutions for further improvement and upholding
the Mediterranean AIS system with the aim to extend cooperation in the area of Directive 2002/59/EC, as
amended (the so-called Vessel Traffic Monitoring and Information Systems -VTMIS Directive). The MAREZ
EWG is coordinated and leaded by EMSA, until the participating Member States agree on a different
arrangement.

The ICG provides to the maritime administrations of the MAREZ participating States, free of charge, the
relevant software to connect their national systems to MAREZ, any relevant upgrades and the support for
testing and validation of the software updates/hotfixes/upgrades as well as the technical and operational
contact service in a reasonable time.

EMSA has signed a Service Level Agreements (SLAs) with the ICG for the hosting, maintenance and
operation of the Mediterranean AlIS regional server and its connection with SSN. The SLA defines, among
others, the procedures for the MAREZ Member States and the ICG related to the data collection, storage,
backup and re-distribution, as well as monitoring the availability and quality of the data.

EMSA is executing the Commission (DG NEAR) funded projects in the Mediterranean (SAFEMED V) and
the Black and Caspian Sea (BCSEA). These projects include a component regarding VTMIS. Within the
framework of the SAFEMED IV and BCSEA projects, EMSA is entrusted, among others, to implement a pilot
project which consists of the following three phases:

e Phase 1: Exchange of T-AIS between the SAFEMED/BCSEA countries;

e Phase 2: Exchange of T-AIS data between SAFEMED/BCSEA countries and EU Member States that
are prepared to participate;

¢ Phase 3: Involvement of SAFEMED/BCSEA countries in SSN.
The phases should be implemented by the beneficiaries in a sequential order and every new phase should
be initiated by the beneficiary after the completion of the previous phase and the approval of the HLSG.

The participation of the beneficiaries in Phase 1 is initiated by signing the Service Level Agreement (SLA) on
sharing T-AlS information.

In view of the above and:

Bearing in mind the Terms of Reference of the MAREX EWG whereby the group should consider and
implement solutions on how to extend cooperation on AlS matters with 3rd countries through the MAREZ
RS and cooperate with all relevant projects, such as SAFEMED and TRACECA.

Considering that the ICG configured the existing MAREZ software and hosting environment to receive the T-
AIS data from the beneficiary participating in the pilot project and handle it, at the level of the MAREZX

' The States participating in MAREZ are ltaly, Slovenia, Croatia, Greece, Bulgaria, Romania, Cyprus, Malta, Spain, France, Portugal
and the UK (Gibraltar). Montenegro is participating in the MAREZX sub-regional server and sharing T-AlIS data with Italy, Croatia and
Slovenia.
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server, and forward the T-AlS data shared from the Beneficiary to EMSA,

Considering further the decision of the 4th High Level Steering Group (HLSG) (Brussels, 11 December
2018) to launch the second phase of the pilot project regarding the exchange of T-AlIS between
SAFEMED/BCSEA countries and EU Member States under the procedure and conditions defined at that
meeting,

Having regard to the outcomes of the 5th SSN HLSG (Brussels, 2 July 2019) authorising EMSA to draft a
consolidated document with the relevant conditions that will be presented to the MAREZX Expert Working
group (EWG),

The MAREZ EWG have agreed

the following Conditions of Use and its Annex (hereinafter referred to as the “CoU”) for sharing of T-AlIS data
between the MAREZ participating States (hereafter all are referred to as the “MAREZX participating States”)
and Beneficiaries to EMSA implemented projects (SAFEMED and BCSEA), (hereafter all are referred to as
the “Participants”), as an action to extend cooperation on AIS matters in accordance with the cooperation
principles set by the HLSG.

I. Objectives

1.1.  The objective of this CoU is to facilitate cooperation on AlS matters between the MAREZX participating
States and the Participants with the aim to extend cooperation in the area of VTMIS on a pilot project
basis.

1.2. This CoU regulates the conditions for provision and distribution of T-AIS data which is made available
to the Participants by EMSA through the EMSA and the MAREZ RS web user portal and makes
possible that within the MAREZ region the T-AlS data of the Participants are exchanged and made
available to the MAREZX participating States and T-AIS data of the MAREZX participating States are
made available to the Participants.

1.3. The Participants will participate in MAREZX in accordance with the conditions set by the HLSG.
Il. Entry into force and duration
2.1 This CoU shall enter into force on the date agreed by the MAREZ EWG and shall have a duration of

12 months or until the end of the pilot project (whichever is earliest).

2.2 Execution of the tasks defined by this CoU shall be coordinated by EMSA and the ICG and shall start
from the date confirmed in written by EMSA.

2.3 This CoU is renewed automatically under the same conditions and always for the duration as stated in
Article 2.1. Renewal does not change or postpone any existing obligations.

lll. Responsibilities of the Participants

3.1 Each of the Participants to this CoU shall:

a. Assign the National Competent Authority (NCA) which assumes responsibility for a national AIS
system and its management on behalf of a beneficiary. It is responsible for the operation,
verification and maintenance of the national AlS system, and for ensuring that the standards and
procedures comply with the agreed technical and operational documentation.

b. Exchange, on a pilot basis, the agreed T-AIS data in accordance with Chapter 1 of this CoU.

c. Provide EMSA, the ICG, the MAREZ participating States and other Participants with the contact
points, the coordinators and their contact information for communication purposes.

d. Assign and maintain operational (24/7) contacts to be contacted by the MAREZ or EMSA Maritime
Support Services (MSS) when required.
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e. Not alter or remove any copyright notice or proprietary legend contained in or on the data provided
under this CoU.

f. Technical failures or planned intervention will be reported to EMSA and ICG which will monitor the
performance of Participants.

g. Provide the required information to EMSA allowing the agency to evaluate the progress and
present the results to the HLSG.

3.2 Each of the Participants to this CoU shall execute the pilot project in accordance with the agreed
technical and operational requirements specified in the relevant SSN documentation? and the
relevant requirements of Chapter 4 of the Interface Functionalities and Control Document? (IFCD).
These requirements adjusted for the purpose of the pilot project are as follows:

a. Timeframes for Data Availability: The national AIS systems and MAREZ system should be
supported by data communication links and networks that allow them to transfer information
between the two systems within 1 minute. This timeframe should be respected for 95% of the
information exchange over a 24h period, and for 99% over a one year period.

b. Timeframes for Data Storage: The AIS data should be archived for at least 5 years, down-
sampled when necessary. The archived data should be made available when requested by NCAs
or EMSA, on the basis that the requester must provide a justification for why the information is
required. Among other things, archived data may be used for purposes such as: obtaining historical
positions of ships involved in illegal activities, statistical analysis and studies on traffic flows. NCAs
should respond to requests for archived data within 5 working days. The exchange of archived data
is done through alternative communication means.

c. System Availability Requirements: the national AlS network shall be maintained in operation
twenty-four hours a day, seven days a week. The availability of the AIS network shall be
maintained at a minimum of 99% over a period of one year, with the maximum permissible period
of interruption being 12 hours.

d. Backup Procedures: Backup procedures should be in place for each AlS system component, and
should be implemented in the event of a failure or a scheduled interruption. In the event of a failure
or a scheduled interruption, NCAs shall ensure that AIS messages are stored and then transmitted
to the central SSN system when communications and/or systems have recovered. The national AIS
systems should be able to re-send messages for up to 2 weeks (ship position information may be
down-sampled for this purpose).

e. Additional System Performance Requirements: Invalid messages will be rejected by MAREZ,
and an error message will be sent back to the national AIS system and inform the reasons for the
invalid message as soon as possible. Invalid messages should be less than 0.1% of the total
number of messages sent. The Participants should aim to prevent invalid messages from being
sent.

f. Data Quality: In liaison with EMSA, the Participants should set in place appropriate control
mechanisms to investigate data quality issues.

g. Operational Coordination: Each NCA should maintain a 24/7 contact point that is available to
manage AlS functionalities related requests relating to daily operations or reporting issues from any
other NCA or EMSA. The EMSA Maritime Support Services (MSS) provides 24/7 monitoring of
notification requirements and network coordination as well as a helpdesk for the SSN system.

3.3 The MAREZXZ EWG will update the requirements of Chapter 3.2 to adjust them to the needs of the
pilot project and to the changing performance requirements and procedures of the IFCD,
maintaining the same standards applied for the EU Member States.

2 The relevant technical and operational requirements are specified in the IFCD available at: http://emsa.europa.eu/ssn-
main/documents.html

3 The purpose of the IFCD is to describe in detail: the performance requirements and procedures applicable to the national and central
elements of SSN in order to ensure compliance with the relevant Union legislation. Annex Il of Directive 2002/59/EC (as amended)
requires the Commission, in close collaboration with the Member States, to develop and maintain the IFCD.
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3.4 EMSA and the ICG will amend the conditions of the SLA for the hosting, maintenance and operation
of the Mediterranean AlS regional server and its connection with SSN with the objective of extending
the services provided to the Member States also to the Participants.

IV. Access Right Rules

4.1 The NCA of each Participant is responsible for identifying its own authorities and users at national or
local level, and for assigning their roles and access rights. Each Participant will restrict access to the
data covered by this CoU to the competent authorities executing functions in the maritime domain.

4.2 All data will be provided through the EMSA and the MAREZ web user portal in accordance with
chapter 1.2 of this CoU. No data relevant to this pilot project will be shared with the Participants or
the MAREZX participating States through system-to-system interface.

V. Financial resources

Except where otherwise specifically agreed, each Participant shall bear the cost of any expenditure it incurs
relating to the performance of this CoU.

VI. Human resources

Each Participant will be responsible for its own personnel in relation to activities undertaken pursuant to this
CoU.

VII. Expert Working Group

7.1 The MAREZX Expert Working Group (EWG) will be used by the Participants to discuss on the
operational, administrative and technical issues related to this CoU.

7.2 The Participants will nominate one or more technical/operational coordinators to participate in the
MAREZ EWG.

VIIl. Evolution of the CoU. Sharing of additional data

Upon the prior approval of the conditions by the HLSG, the Participants may enter in phase 3 to exchange,
on a pilot basis, additional to the T-AIS data (e.g. ship pre-arrival, Hazmat, Incident reports and Mandatory
Reporting System Information).

IX. Communications

9.1 Contact points, coordinators, and addresses of Participants will be detailed in the Appendix.
9.2 The Participants shall communicate in writing any change regarding their coordinators or contacts.
All documents and communications regarding this CoU shall be written in English.

X. Amendments

10.1  The MAREZ EWG will revise this CoU and its annexes when necessary in line with the principles
set by the HLSG.

10.3 The amendments shall be coordinated with EMSA and ICG.
XI. Liability

11.1  Any loss, damage or injury suffered by one Participant in connection with the performance of this
CoU shall be borne exclusively by it.

11.2  Each Participant shall be exclusively liable for any loss, damage or injury caused by its personnel to
third parties in their facilities, arising out of the performance of this CoU.
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XIl. Force Majeure

12.1  Neither Participant shall be liable for any unforeseeable event beyond its reasonable control not
caused by the fault or negligence of such a Participant, which causes such a Participant to be
unable to perform its obligations under this CoU, including flood, drought, earthquake, storm fire,
pestilence, lightning and other natural catastrophes, epidemic, war, riot, civic disturbance or
disobedience, sabotage, or any order or injunction made by a court or public body.

12.2  In the event of the occurrence of such a force majeure event, the Participant unable to perform the
CoU shall without delay notify other Participants in written. It shall further use its best efforts to
resume performance as quickly as possible and shall suspend performance only for such period of
time as is necessary as a result of the force majeure event.

Xlll. Personal data protection

13.1  The Participants shall process personal data in accordance with national legislation applicable.

13.2  Personal data shall be processed solely for the purposes of the performance, management and
monitoring and follow up of this CoU by the data protection entities of the Participants without
prejudice to possible transfer to the bodies charged with monitoring or inspection task in application
of Union law.

13.3  Any personal data included in this CoU must be processed in accordance with Regulation (EU)
2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of
natural persons with regard to the processing of personal data by the Union institutions, bodies,
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC.

XIV. Confidentiality

14.1  For the purposes of this CoU, "proprietary information" shall mean any information, document or
other material communicated to the other Participants in order to perform this CoU.

14.2  Each Participant undertakes, when requested by the other Participant, not to release proprietary
information, or to keep confidential any information, document or other material communicated to
them as confidential, the disclosure of which might be prejudicial to the other Participant, until, or
unless, the content legitimately becomes publicly available through other parties or through work or
actions lawfully performed outside, and not based on activities under this CoU, or has been made
available to the disclosing Participant by another Participant without any confidentiality restrictions.

XV. Contracting

The Participant contracting the work to perform the conditions of this CoU in whole or in part shall remain
bound by its obligations to the other Participants under this CoU.

XVI. Fees

All services provided by the Participants under this CoU shall be provided free of charge.

XVII. Applicable law and settlement of disputes

17.1  The Participants agree to use reasonable efforts to resolve amicably and expeditiously any
disagreement or dispute that may arise during the performance of this CoU.

17.2  Any dispute, controversy or claim relating to the interpretation, application or implementation of this
CoU, including its existence, validity or termination, which cannot be settled in accordance with
paragraph 17.1 above will entail its termination.
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XVIIl. Termination

18.1 If organisational priorities are no longer compatible with the continuation of the working relationship
under this CoU, the Participant or the MAREZ participating State may terminate it at any time, giving
two (2) months prior written notice to the EMSA.

18.2  In case the abuse or inappropriate use of information or access to the system or service is
observed, the Participant or the MAREZ participating State may terminate its participation without
prior notice stated in paragraph 18.1. The decision of the immediate termination shall be
communicated to EMSA in writing.

18.3 EMSA and the ICG will monitor the performance of each Participants in accordance with the
requirements of chapter 3.1 and will inform each Participant in case of non-performant. EMSA will
report the HLSG about the pilot project progress. In case of non-performant Participant, or
abuse/inappropriate use of information or access to system or services, the HLSG may decide the
termination of the service to the non-compliant Participant.

Rome, 12 December 2019
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Appendix

to the CoU document

Coordinators and operational (24/7) contact points

No Participant Coordinator Operational (27/4) contact
1 EMSA Head of Unit C.2 EMSA Maritime Support Services
EMSA Tel +351 21 1209 415
Praga Europa 4 e-mail: MaritimeSupportServices@emsa.europa.eu
1249-206 Lisbon
Portugal
2 MARES Head of ICT and Traffic Monitoring department Service Desk of the ICG
Italian Coast Guard Headquarters Tel: +390 659084527 / +390 659083288
Vial dell'Arte, 16 Fax: +390 65922737
00144 Rome ltaly e-mail: mares@mit.gov.it
3 Bulgaria Bulgarian Maritime Administration 24/7 Bulgaria Burgas
vsltraffic bs@bgports.bg
Tel: +35956844311
24/7 Bulgaria Varna
vsltraffic vn@bgports.bg
Tel.: +359 (52) 603113
4 Romania Romanian Naval Authority 24/7 Romania
viscta@rna.ro
+40372416809
5 Slovenia Slovenian Maritime Administration 24/7 Slovenia
koper.mrcc@gov.si
+38656632108
6 Croatia Ministry of Maritime Affairs, Transport and 24/7 Croatia
Infrastructure ssn@pomorstvo.hr
Tel.: +385 (51) 312 300
7 Cyprus Department of Merchant Shipping 24/7 Cyprus
vtmis@dms.mcw.gov.cy
+357 (25) 848 277 / 114
8 Malta Malta Transport Authority 24/7 Malta
portoperations.tm@transport.gov.mt
+35622914411
9 Spain Direccién General de la Marina Mercante 24/7 Spain
incidencia.ssn@puertos.es
+34917888636
10 France Ministry of Environment-Department of maritime 24/7 France
affairs ssnspocfr@developpement-durable.gouv.fr
Head office of SM1 +33 (2) 99196001
11 Greece Ministry of Shipping, Maritime Affairs and the 24/7 Greece
Aegean - Hellenic Coast Guard Headquarters ssn@hcg.gr
Vessel Traffic Monitoring Directorate +30 (21) 0419 1627
12 Portugal Direccao Geral de DGRM - Recursos Naturais, 24/7 Portugal
Seguranca e Servicos Maritimos ssn247@imarpor.pt
+351 214464838
13 Italy Italian Coast Guard 24/7 ltaly
nca24 7@mit.gov.it / cgcp3rep4@mit.gov.it
+390659084697 / 4527; +39065924145
14 Georgia Head of Legal and International Relations 24/7 - TBD
Department
Maritime Transport Agency of Georgia Head of MRCC
Address 23 Ninoshvili str. Batumi, 23 Ninoshvili str. Batumi,
Georgia 6000 Georgia 6000
Telephone: +995 577 22 16 26 Telephone: +995 577 22 16 31
E-mail: a.gegenava@mta.gov.ge
15 Ukraine Head of Communications Department of the State 24/7 - TBD
Enterprise “Marine Search and Rescue Service”
140A, Lustdorfska Doroha Str., Odesa, Ukraine Head of Communications Department of the State
Telephone +380487744224 Enterprise “Marine Search and Rescue Service”
140A, Lustdorfska Doroha Str., Odesa, Ukraine
Telephone +380487744224
16 Jordan 24/7 - TBD

Supervisor of Marine Communications
Al Nakhelst Str., Aquaba, Jordan
Tel.: 962797406080
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