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CHAPTER 1                                                                INTRODUCTION

1.1 Introduction

The “AIS Mediterranean server” has been developed to be the main system for collection, distribution, storage and display of AIS data acquired from the individual Mediterranean AIS National systems.

The main service that a Regional AIS server provides is collection of AIS data in real time and their storage into databases. To achieve this, a Regional AIS server requires permanent connections with all the National AIS servers to exchange data among the systems involved. 

This connection is performed by a component named National Proxy. The National Proxy will take care of the management of all the issues related with physical connection, exchange and down-sampling of the messages sent from each AIS National system to the Mediterranean Regional server.


1.2 Purpose of this document

This document is the installation guide and user’s manual for NAISP (National AIS Proxy), which serves as a National Proxy defined in the “AIS Mediterranean server” project.

1.3 What is new

This revision of the NAISP user manual has been updated to reflect the changes introduced in the version 2.0 of the NAISP_Core and NAISP_GUI applications.

The new versions of the applications feature the following improvements:

-
a Linux OS version of the NAISP_Core application is provided supporting the Intel x86 (32 bit) version of the Debian 4.0 distribution. The installation procedure is described in the appropriate section of this manual;

-
the NAISP applications support an optional backup address for the National AIS Server (NAS) connection in order to take advantage of possible redundated National Systems.

-
the format of the configuration files used by the NAISP_Core application has been changed. The files are now provided in XML format in order to provide better flexibility and portability. Notice that, because of the change of format, when upgrading the NAISP_Core application from version 1.x to 2.0 you need to reconfigure the NAISP_Core settings.

1.4 Description of NAISP

NAISP is made up by two modules. One module, NAISP Core, takes care of  establishing, managing and terminating connections required for the exchange of AIS data among the National AIS System, the Regional AIS Server and the Subscriber Applications. The other module, NAISP GUI,  provides a graphical interface for the user intended to monitor and configure NAISP Core.

1.5 Supported operating systems

Starting with version 2.0, NAISP_Core is available for the following Operating Systems:

· Microsoft Windows XP, Server 2003;

· Debian 4.0 – 32 bit version (Linux OS, Kernel 2.6).

NAISP_GUI is available for the following Operating Systems:

- 
Microsoft Windows XP, Server 2003;

                                                                         INSTALLING NAISP

The NAISP install CD contains installation files for the NAISP Core and GUI modules. In addition to these, you can find executable files which install the runtime core licensing environment, which is required to be installed on the machine running the NAISP Core application, and the .NET 2.0 and 3.0 frameworks, which are needed in order for the NAISP GUI module to work.

The Core and GUI modules are installed independently from each other. This allows controlling and monitoring of the NAISP Core from a machine different from the one on which it is running. On Microsoft Windows OS it is possible to install both modules on the same machine, but this is not required. You can install multiple copies of the GUI on different machines, to allow simultaneous monitoring from different places. However, only one machine can take control of the Core at any given time.

1.6 Installing the NAISP Core on Microsoft Windows

Follow these steps to install the NAISP Core:

1. Start the setup.exe executable file located in the NAISP_Core folder in the install CD. A wizard will guide the user during the installation as shown below.

[image: image2.png]B NAISP Core EE

‘Welcome to the NAISP Core Setup Wizard (7

The insaller wil uide you though the steps required t install NAISP Core o your computer

WARNING: This compulerprogram i prtected by coprightlaw and irtemational reaies.
Unsuthorzed duplcation o dstibuton of ths progtam, o any porion of i, may result in severe civi
ot ciminal penalies, and wil be prosecutec o the masim.m et possible under the low.

Cancel N





2. Click on Next.
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3. Click on Next.
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4. Click on Next.
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5. Click on Close. The program has now been installed.

The NAISP Core application uses license checking through a USB dongle (protection key) supplied together with the install CD. Before the Core module can be used, you need to install the runtime environment required to enable the protection key to run and communicate with the protected application. To install the runtime environment, start the HASPUserSetup.exe executable file located in the HAS_ SRM_Runtime folder. A wizard will guide the user during the installation.

1.7 Installing the NAISP Core on Debian 4.0 -32 bit

Follow these steps to install the NAISP Core:

1. Double Click on the distributed package NAISPCore-2.0-linux-2.6-intel.deb

2. Follow the package installation instruction (the main directory will be installed in the /usr/local/Elman/NAISP/NAISP_Core/)



The NAISP Core application uses license checking through a USB dongle (protection key) supplied together with the install CD. Before the Core module can be used, you need to install the runtime environment required to enable the protection key to run and communicate with the protected application. Follow these steps to install the runtime environment:

1. Install the HASP_SRM_Runtime by typing in a shell, with root privilege:



$ cd /usr/local/Elman/NAISP/NAISP_Core/HASP_SRM_Runtime



$ ./dinst .


If issues are encountered using the USB dongle, follows the instructions below:

a. Open with a text editor the /etc/fstab and add at the EOF:



none /proc/bus/usb usbfs defaults 0 0
b. Save and exit;

c. Insert the USB dongle and type:



$ mount -t usbfs null /proc/bus/usb



$ /etc/init.d/aksusbd stop



$ /etc/init.d/aksusbd start

1.8 Installing the NAISP GUI
To install the GUI module, the .NET framework version 2.0 and 3.0 must be present on the target machine. If they are not already present, you can install them by starting the executable files present in the Framework_2_0 and Framework_3_0 folders in the install CD.

Follow these steps to install the NAISP GUI:

1. Start the setup.exe executable file located in the NAISP_GUI folder in the install CD. A wizard will guide the user during the installation as shown below.
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2. Click on Next.
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3. Click on Next.
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4. Click on Next.
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5. Click on Close. The program has now been installed.

                                                                                        USAGE

NAISP is an application for the exchange of AIS data in the IEC standard format. It consists of two modules, NAISP Core and NAISP GUI.

NAISP Core is a module that manages the following connections:

· 1 connection towards the AIS Regional Server (RAS). This is a secure TCP/IP SSL one-way handshake connection.

· 1 connection towards the national AIS data system (NAS). This is an unencrypted TCP/IP connection.

· Up to 3 simultaneous connections towards the national subscriber applications (NSAs) receiving the AIS data coming from the RAS. These are unencrypted TCP/IP connections.

· 2 connections towards the NAISP GUI modules. These are unencrypted TCP/IP connections.


For Microsoft Windows version, start the application by clicking on the NAISP_Core.exe in the folder C:\Program Files\Elman\NAISP\NAISP_Core.



For Linux version, launch the NAISP_Core by typing in a shell, with root privilege:



$ cd /usr/local/Elman/NAISP/NAISP_Core



$ chmod +x NAISP_Core



$ ./NAISP_Core

The “$ chmod +x NAISP_Core” command is required only the first time the NAISP_Core application is launched in order to grant execution permission to the root user.

When NAISP Core is running, a console window similar to the one in figure is shown. Closing this window terminates the application.
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NAISP Core can be completely controlled and monitored through the use of the NAISP GUI module, which provides a graphical interface for the user. A partial and quick monitoring of the NAISP_Core application can be also performed directly on the NAISP_Core itself by means of the messages shown on the NAISP_Core console window, as in thefigure above .

NAISP Core may execute without the need for NAISP GUI to be running. In this case, NAISP Core will use the settings in the most recently saved configuration.

Connection between NAISP GUI and NAISP Core

NAISP GUI and NAISP Core interact through a TCP/IP socket connection in which NAISP GUI acts as a client while NAISP Core acts as a server.

When NAISP GUI is started, a login window appears through which the user can connect to the Core.
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To establish a connection, you need to set the following parameters in the NAISP Core Connection frame:

· IP address: The IP address of the machine on which NAISP Core is running.

· TCP port: The TCP port on which NAISP Core is listening for connection requests from the NAISP GUI. NAISP Core by default will listen for connections on ports 10100 and 10200; these values are stored in the file connection_settings.xml stored in the NAISP Core installation directory and can be changed by the user.

The User Profile radio buttons determine the profile the GUI will use when connecting to the Core. 

Two choices are possible for the profile:

· Listener: To monitor NAISP Core’s active connections and status.

· Master: To take full control over NAISP Core’s activities.

If the Master profile is selected, an additional frame named Master profile authentication will appear in the login window. This frame contains the two text boxes shown:

· Username: The username for the Master profile.

· Password: The password for the Master profile.
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After the program installation, the Master profile is as follows:

· Username
(
master_u
· Password

(
master_p

You can change this profile at any time by following this procedure:

· In the Master profile authentication frame, enter the current values for username and password.

· Press the button Change Master profile in the bottom of the same frame. The Change master profile window will open as shown in figure.

· Enter the new username chosen for the Master profile in the New Username box and the new password in the New Password and Confirm Password boxes.

· Press OK to confirm the changes. A confirmation window will appear if the operation is performed correctly.
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Once the desired profile has been picked and the parameters for connection towards the NAISP Core have been set, pressing the Login button will open the main NAISP GUI window and the GUI will attempt connection to the Core.

Until the connection between GUI and Core is not established, the writing DISCONNECTED will be shown in the bottom right corner of the window.
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When the connection is established, the window changes its colour. The address of the machine on which the core is running and the user profile will be shown.
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It may happen that, even though a Master profile was chosen, the GUI is connected with a Listener profile. This occurs when another Master user is connected to the Core. When this user disconnects, the profile will automatically be changed to Master, as requested. This is meant to ensure that only one user can connect to the Core as a Master, avoiding the eventuality that changes made by one user may be cancelled by another user.

NAISP GUI usage
The main function of NAISP GUI is to monitor the status and configuration of NAISP Core. For this purpose, a connection status bar is displayed on the bottom of NAISP GUI’s window.
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This bar enables the user to check the status of the connections at a glance, so that it is possible to know immediately which connections are working and which ones have issues. In the example shown in the figure above the NAISP Core is connected to the RAS, to the NAS and to one NSA, while in the example shown in the figure below the connection to the NAS is inactive, and the red writing helps the user to notice the problem immediately.
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Another job of the NAISP GUI is to manage the NAISP Core and its activities. Each activity can be managed through one of the tabs of the NAISP GUI. All the tabs present an edit mode bar at their bottom.
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Only the Master user may enter edit mode. When it is activated, the parameters shown in the corresponding tab can be changed, enabling modification of the settings of the NAISP Core.

Edit mode can be entered by selecting the Edit checkbox in the edit mode bar.
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When edit mode is entered, the Use, Save and Cancel buttons are enabled. Their functions are the following:

· Use: The new settings are transmitted to the NAISP Core, which will start using them without saving them. If the NAISP Core is shut down, the new settings will be lost.
· Save: The new settings are transmitted to the NAISP Core, used immediately and saved. If the NAISP Core is shut down, the new settings will be also used at its next start.
· Cancel: The modifications to the settings are cancelled and the configuration previously in use is restored.
1.9 RAS connection

The RAS Connection tab is dedicated to the settings for the connection towards the Regional AIS Server.
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When edit mode is inactive, the only operation possible is starting and stopping the connection towards the RAS; this is done using the button in the Connection frame. If, as shown in figure, the connection is not active, the button will show the word Connect, otherwise it will be marked as Disconnect.

Changing all other parameters of the RAS connection tab requires entering edit mode.
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Settings may be changed in the RAS connection tab are:

· Host IP address: The IP address of the AIS Regional data Server.
· TCP port: The TCP port on which the Regional Server is listening for connection from the NAISP Core.
· Auto connect: If this checkmark is selected, the Core, when started, will automatically attempt connection to the RAS.
· Enable reconnection: If selected, the Core will automatically attempt to reestablish connection to the RAS in case of disconnection.
· Reconnection interval: The time interval in seconds that occurs between two successive reconnection attempts towards the RAS (this is only valid if Enable reconnection is checked).
· Username and Password: The login data that NAISP uses to authenticate to the Regional Server. These must be chosen by the administrator of the Regional Server and must be known to the administrator of the NAISP. Note that to change the username and password used by the NAISP the Change username and password checkbox must be selected when the changes are confirmed by pressing the Use or Save button.
1.10 NAS connection

The NAS connection tab enables configuration of the settings used for connection towards the National AIS System. The NAISP Core can connect to the NAS either in client or in server mode. The NAS connection tab changes according to the connection mode chosen.
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When edit mode is inactive the only operation allowed is starting or stopping the connection towards the NAS. In client mode, the button in the Connection frame will show the marking Connect or Disconnect, depending on the state of the connection. In server mode, the button label will be Start to start listening for the connection from the NAS on the TCP port chosen, and Stop to shut down the connection, if active, and stop listening.

The settings in the tab may be changed by activating edit mode. Settings are described below.

1.10.1 Client mode

When in client mode, NAISP Core connects to the National AIS System using an IP address and a TCP port. In order to enable connection redundancy at National level, the NAISP_Core can manage two IP address-TCP port pairs. The first of the two pairs is the default National AIS System that NAISP_Core will connect to. The second pair is the backup National AIS System that NAISP_core will use in case of connection issues with the default National AIS System. If the backup address is not configured, the NAISP_Core will use only the default address.
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The following settings can be configured:

· Host IP address 1: The IP address of the default AIS National Data Server.

· TCP port 1: The TCP port on which the default National Server listens for connections from the NAISP Core.

· Host IP address 2: The IP address of the backup AIS National Data Server. If empty, the NAISP_Core will use only the Host IP address 1 for the connection to the AIS National Data Server.

· TCP port 2: If Host IP address 2 is a valid IP address, it is the TCP port on which the backup National Server listens for connections from the NAISP Core.

· Auto connect: If checked, the Core will automatically attempt connection towards the NAS at startup. The Host IP address 1-TCP port 1 pair will be used first.

· Enable reconnection: If checked, the Core will automatically attempt to reconnect to the NAS in the case that the connection should fail. If both the default and the backup connection are configured, the NAISP_Core will use alternatively one of the two IP address-TCP port pairs.

· Reconnection interval: The time interval in seconds that occurs between two successive attempts of reconnection to the NAS (this is only valid if Enable reconnection is selected).

· Require authentication: This must be checked if the NAS requires authentication of the user that connects to it to read AIS data.

· Username and Password: The login data that NAISP uses to authenticate to the National Server. These must be chosen by the administrator of the National Server and must be known to the administrator of the NAISP. The format that NAISP uses to send the authentication data is defined in the file authentication_settings.xml located in the NAISP Core installation directory. The format of this file is defined in appendix A. The default format consists of the username and password preceded, separated and followed by single non-printable ASCII characters of value, respectively, 1, 0 and 0. For example, if the username is MedProxy and the password is EMSA, the following sequence of bytes would be sent to the National Server:

<1>MedProxy<0>EMSA<0>


where <x> stands for the non-printable ASCII character of value x.

Server mode

When in server mode, NAISP Core opens a TCP socket on a chosen port and waits for connection from the National AIS System.

[image: image25.png][3] NAISP GUI - [MASTER @ 192.16!

RAS connection | NAS connection - [Edi] | NS4 connection | Dawnsamping setings | About
NAS - National AIS Server

e 1P s e
© Servrmade O Cientmode o Bt

Accepted P addresses

Add
TCP pott 8040

Remave

Start

Auto stat

Authertication Status

Requie authentication

NAS - acess:

Timeaut 5}

— NAS - ansnision st

Change usemame and passmord

RAS - Connected NAS - Disconnected NSA -1 aclive connections





Settings can be configured as follows:

· TCP port: The TCP port on which the NAISP Core listens for connections from the National Server.

· Auto start: If checked, the Core will automatically attempt to open the port listening for NAS connection requests upon startup.

· Require authentication: When this checkbox is selected, the NAS connecting to the NAISP is required to authenticate.

· Timeout: The maximum time that NAISP will wait to receive the NAS authentication after accepting its connection request.

· Username and Password: The login data that the National AIS Data Server needs to send to authenticate. The format that NAISP expects for the authentication data is defined in the file authentication_settings.xml located in the NAISP Core installation directory. The format of this file is defined in appendix A. The default format consists of the username and password preceded, separated and followed by single non-printable ASCII characters of value, respectively, 1, 0 and 0. For example, if the username is MedProxy and the password is EMSA, the following sequence of bytes needs to be sent by the National Server:

<1>MedProxy<0>EMSA<0>


where <x> stands for the non-printable ASCII character of value x.

· Enable filter: If checked, the NAISP will only accept connection requests from the IP addresses included in the Accepted IP Addresses listbox. Addresses may be added to or removed from the list using the Add and Remove buttons. To remove an address, select it and press Remove. To add an address, press the Add button: the New accepted IP address window will open; enter the IP address in the IP address box and press OK.
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1.11 NSA connection

The NSA connection tab contains the settings for the connections towards the national subscriber applications; these are applications (as for example an AIS target display application) that connect to the NAISP Core to receive AIS data coming from the Regional Server.
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As for the two tabs seen before, if edit mode is inactive the user may only start or stop connections using the button in the Connection frame. In this case, similarly to the NAS connection tab in server mode, the button will show Start or Stop depending on the status of the connection to the subscriber applications.

The remaining settings in the tab may be changed in edit mode.

[image: image28.png][3] NAISP GUI - [MASTER @ 192.16!

RAS connection | NAS connestion| NSA cannection - [E6H] | Dawnsampling setings | About

NSA - National Subscriber Application

Connestion 1P addhess fter

Enable fiter

Accepted P addresses

Requie authentication

Timeaut 5}

NSA - active connecions:

Change usemame and passmord

RAS - Connected NAS - Connected

NSA - Stopped





Settings can be configured as follows:

· TCP port: The TCP port on which NAISP Core listens for connection requests from subscriber applications.

· Require authentication: When this checkbox is selected, NSAs connecting to the NAISP are required to authenticate to be granted access to AIS data.

· Timeout: The maximum time NAISP will wait for authentication from the NSA after accepting its connection request.

· Username and Password: The login data that the subscriber application needs to send to authenticate. The format that NAISP expects for the authentication data is defined in the file authentication_settings.xml located in the NAISP Core installation directory. The format of this file is defined in appendix A. The default format consists of the username and password preceded, separated and followed by single non-printable ASCII characters of value, respectively, 1, 0 and 0. For example, if the username is MedProxy and the password is EMSA, the following sequence of bytes needs to be sent by the subscriber application:

<1>MedProxy<0>EMSA<0>


where <x> stands for the non-printable ASCII character of value x.

· Enable filter: This checkbox has the same function as in the NAS connection tab in server mode.

Downsampling settings

One function of the NAISP is getting AIS messages from the NAS and forwarding them to the RAS. NAISP handles a subset of the different AIS message types defined by the ITU-R M.1371-3 recommendation; message types belonging to this subset are shown in the Downsampling settings tab.
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ITU message i 244 Send 0 Dowsanplng nrvallsl [ 03]
1TU message N 248 Send [] Downsamplinginterval[s} | 0|





Depending on the requirements of the application, filtering and downsampling criteria may be applied to the messages to be sent to the RAS. Filtering means that all messages of a certain type must not be sent to the RAS; downsampling means imposing a minimum time that must occur between consecutive transmissions of messages of the same type coming from the same AIS target. Settings for these operations may be made in the Downsampling settings tab.

When edit mode is active, an AIS message type may be enabled for transmission by selecting the corresponding Send checkbox. If a message type is enabled, a downsampling value may be set for that type by entering the desired value in seconds in the Downsampling interval box. If this value is set to zero, downsampling for that type of message will not be performed and all messages available will be sent.

In the configuration example shown in figure, the message types enabled are 1, 2, 3 and 4, with a downsampling interval of 360 seconds (the default value), and 9, without downsampling. All other messages are not sent to the RAS.

Appendix A: Format of authentication data templates

The authentication data templates define the format that NAISP uses to send, or in which expects to receive, the username and password to perform authentication. These templates are stored in the file authentication_settings.xml that can be modified to suit individual needs.

For each of the RAS, NAS and NSA connection, the file contain the XML tag AUTHENTICATION_STRING, that defines the format of the authentication string. If the % character is encountered in the format string, the % itself and the following two characters are interpreted as a token, which is replaced by the application according to the following rules:

· %un: Username;
· %pw: Password;
· %xx, where xx is a 2-digit hexadecimal number: The ASCII character of value xx.
For example, if the file contains the following XML tag:

<AUTHENTICATION_STRING>%01username:%un%00password:%pw%00</AUTHENTICATION_STRING>

and if the username is MedProxy and the password is EMSA, the authentication string will be defined as:

<1>username:MedProxy<0>password:EMSA<0>

where <x> stands for the non-printable ASCII character of value x.
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