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	Executive summary 
	The paper proposes to the participating states that in case of incidents related to the data flow of the AIS information to SSN (via MARE(), to promptly resume the normal operation, providing any information about the cause of the failure.

	Action to be taken
	As per paragraph 4.

	Related documents
	STIRES 9/MED/2 – MARE( activity report
Service Level Agreement signed between EMSA and Italy (18th February 2010).




1.  Introduction

As a follow up of the signature of the Service Level Agreement (SLA) between EMSA and the Italian Coast Guard, MARE( has been providing SafeSeaNet with the AIS information gathered from the MSs participating in the MARE( network. As a matter of fact, according to the SLA, MARE( constitutes an integral part of the present architecture of SafeSeaNet.

Since MARE( has become a system for the participating states to provide AIS information to SSN (thus complying with their legal obligations to send AIS notifications to SSN), it’s important that each participating state to make sure that the proxy runs properly correctly and maintain the connections between the national AIS information server and the MARE( - core application.
2.  Service Level Agreement

The Service Level Agreement is signed between the Italian Coast Guard/EMSA and defines the operational and technical requirements for the hosting, maintenance, operation and monitoring of the Mediterranean AIS Regional Exchange System and its connection with SafeSeaNet.
According to the SLA, the Italian Coast Guard has:
- 
to provide the hosting infrastructure (HW, SW and network connections) and hosting service for the SSN National Proxies at their premises following the minimum technical and operational requirements;

-
to provide the maintenance and operation on 24/7 basis of the existing system to ensure high availability of the network;

-
to provide the maintenance of the SSN national proxies, their configuration at local level and IT operation of the system to ensure the service level requirements;

-
to support monitoring by EMSA and exchange of monitoring information for the purpose of SLA and monitoring of Member States AIS reporting;

-
to analyse the incidents causing unforeseen service interruption and the required interventions for repair or maintenance 
etc.
In addition, the Service Level Agreement requires the following minimum performances:
- 
MARE∑ has to provide STIRES with AIS information through two SSN proxies installed at ITCG premises. Proxy availability shall be no lower than at 99% over any one year period, with a maximum single down time of 12 hours.

-
Critical incidents has to be analyzed within 1 hour and, after that, be solved within 1 hour.
-
Urgent incident has to be analyzed within 2 hours and, after that, be solved within 2 hours.
-

Normal incident has to be analyzed within 4 hours and, after that, be solved within 8 hours.
-
Low incident has to be analyzed within 1 working day and, after that, be solved within 2 working days.
In accordance with the above mentioned SLA, an incident will be classified critical if it causes a total loss of the primary function of SafeSeaNet/STIRES affecting a large group of users or an important deadline. An incident will be classified normal/low if it affects an individual participating Country. This is the case of a proxy disconnection.
Furthermore, the current SafeSeaNet Interface Control Document states that the NCA availability (both hardware and software) shall be maintained at 99% over a period of one year with the maximum permissible period of interruption of 12 hours.

3.
Network monitoring and Incident Report
The Italian Coast Guard Operational Centre, through the “proxy monitoring page” illustrated in STIRES 9/MED/2 § 3, monitors the MARE( network on a 24/7 basis in order to verify if all proxies are connected and are providing AIS information.
In case of an incident affecting the AIS information coming from a participating Country (for instance proxy disconnected) the ITCG Operational Centre will inform the national point of contact by email or phone requesting to re-establish the connection and to provide information about the failure occurred.
For this purpose all participating Countries have been requested to provide, if available, a technical point of contact 24/7 to be contacted in case of incident. In case of incidents related to the SLA, the ITCG has to send to EMSA the attached incident report. The deadline for this report is the following working day after the incident, latest at 12:00 UTC.

One of the most important report field is the one related to the root cause of the incident. Such information is useful for planning further system enhancements to be implemented with a view to increase the overall network availability and reliability.
4. 
Action required
Participating Countries are requested to note the above and in case of incident, to promptly resume the normal operation, providing any information about the cause of the failure.
Annex

	Incident Report - AIS data delivery

	

	Report date: 

	

	1
	ItCG incident number


	

	2
	Date and time of  the incident reported by telephone/e-mail (fill as appropriate)
	From EMSA to ItCG
	

	
	
	From ItCg to EMSA
	

	3
	Contact information of the person reporting the incident (First- and last name, telephone number)
	

	4
	Date and time of ItCG Acknowledgement time
	

	5
	Classification of the incident


	

	6
	Analysis date and time


	

	7
	Resolution date and time


	

	8
	Processing time of the incident

	

	9 
	Incident closure date and time

	

	10
	Symptoms of the incidents
	

	11
	Root cause of the incidents, if detected by ItCG staff
	

	12
	Actions taken

	

	13
	Suggestions of actions


	

	14
	Availability statistics (per MS connection and after the incident closure)
	

	15
	Justification in case of violation of times included in the SLA
	

	16
	Enclosures to this report


	

	17
	Report date and time


	

	18
	Report author


	

	19
	Addressee
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