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	Executive summary 
	The intend of this document is to report on progress of the action noted at WS 7 in regard of the Security specifications in force and the use of the From and To attributes in the Header of every Xml message.

	Action to be taken
	As per paragraph 4

	Related documents
	SSN WS 7 Report III.7.1
SSN 7/4/1


1. INTRODUCTION
At SSN WS 7 held on June 2007, EMSA presented document SSN 7.4.1 titled “Message identification” The document was justified by the result of an analysis of the messages exchanged within the system that indicate 68% of the message identifier were using the NCA userId. 

The issue is a divergence of interpretation regarding the definition of “User”. For certain, a user is a physical authority acting as provider or requester and for other a user could be an Interface acting as a central user. The SafeSeaNet documentation does not provide a clear statement and let a room for interpretation. 

During the WS 7 discussion, the majority of the Technical group was of the opinion that the inclusion of the LCAs in the SSN system, through the SSN console tool, could be a compromise that technically supports the Security strategy without changing MSs applications. The WS 7 concluded to clarify that issue at the next SSN WS 8.
2. ACTION conducted

On 21 June 2007, the Commission and EMSA meet in Brussels in order to analyse the outcomes of the WS 7 and to prepare an action.

It results of the discussion with Commission that:

· There is a need to provide the MS with a clear statement on the security strategy to follow in SafeSeaNet and to clarify the definition of “user”;
· The current system implantation developed by the MS should also be considered in order to avoid the penalisation of MS having implemented their system based on another interpretation of the functional requirements.
3. CONCLUSIONS 

The Commission and EMSA concluded for mixing both MS practices subject to additional requirements:

· The national centralized system where a NCA is the nodal point of contact connected to the EIS and acting as requester and provider,

· The decentralized system where all the LCAs are identified as provider and requester. 

· In both organisations, it is admitted that all Member States must identify their users, maintain and record the list of LCAs in the SSN console tool and guarantee to the SSN community that the Access rights matrix, as defined in the NSRG, is applied and respected. 

4. ACTION REQUIRED

The deployment of SSN v1.9 into production, after the successful completion of the tests, is subject to MSs introducing the list of their LCAs in the SSN console tool.
The Members State participants are invited to note the content of the conclusion and to introduce the list of their LCAs in the SSN console tool within 15 working days after this workshop.
1/2
European Maritime Safety Agency (EMSA)
Av. Dom João II, Lote 1.06.2.5, 1998-001 Lisbon, Portugal

Tel: +351 21 1209 415, Fax: +351 21 1209 217
2/2

