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	Executive summary 
	Proposes the procedure to be followed (by EMSA and the MSs) for the deployment of all new SSN application releases.

	Action to be taken
	As per paragraph 4

	Related documents
	SSN New Deployments Procedure v1.00


1. INTRODUCTION
Next to the deployment of SSN v1.9 on the production environment on December 4th, concerns were raised by Germany over the release procedure that was followed. The concerns were principally related to the short advance notice given before the release, to the contacts or persons used for the advance notice and to the technical implications and costs related to the impact the new release would have upon current MS implementations.
Deployment of SSN V1.9 was reported to the Member States by e-mail during the previous months and also during SSN workshop 8. EMSA assumed that this procedure would be sufficient for informing all of the Member States’ contractors; but this apparently was not the case.
Germany proposed that in cases of software distributions, a software release note for new features should be transmitted directly to all contractors before beginning the implementation.
2. PROPOSAL
The DQWG, with the collaboration of EMSA contractor and the German contractor, proposes the introduction of a document defining the procedure for SSN release management and to communicate plans for any new deployments for the information of Participant Member States.
The document provides details of SSN versioning, release management and planning procedures, specifying the SSN participant groups and procedures to announce new releases and describing in brief, the issue management procedure.
This document will be part of the SSN handbook, a reference guide including all SSN procedures to be followed by the MS. The SSN handbook will compile all the procedures that have been distributed to al SSN members. It will include the processes that MS need to follow when a technical failures occurs (who to notify, when and what they need to inform), the certificate issuing procedure, the change management plan, the commissioning test methodologies, etc.  

3. conclusions of the dQWG

During last Data Quality Working Group meeting, the group agreed on the necessity of this document and the good approach and its content. 

Nevertheless, the following two subjects will be updated: 

· Specify what blocking issue is: if it is related to the unavailability of the system or to the inability of the system to produce what it was meant for.
· A period longer than two weeks for testing major releases.
The DQWG suggested all the MS should participate in the testing phase when a major release is launched, even, repeat the commissioning tests.
4. ACTION REQUIRED

The SSN group is invited to review and agree these proposed procedures for new deployments to be followed as formal practice by all MSs’ contractors in all future deployments.
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1. Introduction

This document defines the procedure for SSN release management and communication of the planning for new deployments to the SSN Participant Member States. The contents of the document per section are outlined hereinafter:

Section 0 provides the details of SSN Versioning and the Release Management and Planning procedures.

Section 0 SSN Participant Groups and the procedure to announce a new release.

Section 0 describes briefly the issue management procedure

Annex A – Forms Templates provides with forms templates referenced in the document. 
2. SSN v1.9 Release Management & planning

2.1 SSN v1.9 Versioning Scheme 

SSN application releases are identified using the following scheme: 
<app name> <app ver>

where:
· <app name> is the name of the application e.g. SNN 

· <app ver> is the release version number in the format M.S.P.H where: 
M
two digits, indicating the version of Major release e.g. 1.9
S
one digit, indicating the version of the Service Pack, compatible with a Major release e.g. 0
P
one digit, indicating the version of the Patch Release compatible with a Service Pack release e.g. 4

H
one digit, indicating the version of the Hot Fix compatible with a Patch release e.g. 4

The SSN application release, for instance, is identified by SSN 1.9.0.4.4.
The versions of the production releases along with the delivery dates are predetermined. At this point a product release will be frozen (kept separately) and an instance of it will form the basis for further development of the application.
The releases are classified into Major, Service Pack and Emergency software fixes with the following characteristics:
· Major software release upgrades, normally containing large areas of new functionality, some of which may make intervening fixes to Problems redundant. A major upgrade or release usually supersedes all preceding Service Packs, Patch Releases or Hot Fixes.

· Service Pack release upgrades, normally containing small enhancements and fixes, some of which may have already been issued as emergency fixes. A Service Pack upgrade usually supersedes all preceding Patch Releases or Hot Fixes.

· Emergency software fixes refer to Patch Releases or Hot Fixes that normally contain the corrections to a small number of known problems that require immediate attention and resolution.
2.2 Release management and planning

To ensure better manageability and quality of application releases, it is suggested that Patches and Hot Fixes are issued only for blocking problems, while non-blocking issues are planned and included in Major Releases and Service Packs that are scheduled in advance and are issued during specific intervals. We suggest having quarterly or half yearly releases of Service Packs. However, the frequency of releases can be increased should EMSA consider that necessary.
	Severity
	Patch/Release
	Scheduled

	Critical / High
	Patch ASAP
	No

	Medium, Low
	Release
	Yes (e.g., quarterly release)


Medium or Low severity problems will be addressed and corrected at the latest in the first scheduled release scheduled to be released at least two weeks after the time the call has been analysed and its cause has been isolated. For example (refer to the following diagram), the call with ID 1 (marked with a circle enclosing the call ID) will be resolved at the latest in the scheduled release M. However, the call with ID 2, which arrives after release M-1 but less than two weeks before release M, it will be resolved at the latest in the release M+1. The same holds for call with ID 3, which arrives at the time of release M.
[image: image3.wmf] 

1

 

2

 

3

 

  M

 

 M

-

1

 

M+1

 


· The Major releases and Service Packs are defined in the yearly project planning. The frequency can be revised at the end of each year for the following year. Every Patch Release or Hot Fix that doesn't fall into the frequency defined/planned should be treated as an emergency Release and be treated accordingly.
In case a Release contains changes that affect the “XML Reference Guide” and the “Interface Control Document” in other terms the XML protocol, the Change management Procedure must be activated. In brief, an agreement with the Member States is required before the implementation of the changes. 

2.3 System maintenance management and planning

· Any system maintenance activity that requires the system to cease operation for a specific time interval or require the Member States to re-configure their NCA client systems must be planned and scheduled in advance. 

· System maintenance activities include:

· Installation of a new release.

· Hardware/software upgrades to hosting server(s) or network.

· Migration to a new host server.

· Changes to the URL addresses of the SSN environments.

· Changes to the SSL digital certificate.

· System maintenance management and planning must consider and avoid interference with an ongoing activity (e.g. Commissioning tests being contacted on the Training environment).
2.4 Impact to the Member states

Independent of the severity the level of impact of a new release or planned system maintenance to the Member States NCA client systems must be measured and indicated as in the following table.

	Impact
	Details

	Major
	The new release includes modifications to the XML protocol.

	Medium
	The new release includes corrections to errors identified in the XML protocol. 

	Minor
	· No impact to the Member State NCA client system. 

· The new release contains new functionalities and modifications to the Web Interface and Management console tool with minor or no impact to the Member states.


2.5 Release & System maintenance approval and reporting

The final approval of a release or planned system maintenance to the Training or Production environments must be given by EMSA. 

· Reporting on the SSN releases (Major and Service packs) and future planning is communicated to SSN Participants during the SSN workshops.  An email notification is foreseen to the SSN Participants prior to each release while a last confirmation is also communicated by email on the date of the new release installation on the TRAINING and PRODUCTION environments.

2.6 System Rollout sub-process

The Rollout sub-process regards the full installation and operation of a new version by all end-users. The objectives of Rollout are the following:

· To install the new version on the ACCEPTANCE environment at full scale for Site Operation Testing (SAT). SAT is performed primarily by EMSA.

· To install the new version on the TRAINING environment at full scale to allow the Member states to test the new functionalities or corrections. 

· To bring the new version into production; installation at the PRODUCTION environment. Installation into Production will occur 

In particular, the following rollout activities will be performed:

Rollout Preparation & Planning. The appropriate preparation will be performed to address the needs of rollout such as the preparation of the TRAINING and PRODUCTION environments and the communication of the new release upgrades and resolutions to the SSN Participants.
The planning of the rollout sub-process must consider any ongoing activity by the Member States such as commissioning tests or upgrades of the NCA SSN client systems. The planning may be reviewed based on the feedback gathered during the site acceptance testing.
Site Operation Testing. The system will be installed at the ACCEPTANCE environment in full scale, existing data will be migrated to the new system, and the installed system will be tested according to a Site Acceptance Test (SAT) by EMSA. 

Member State Testing. The system will be installed at the TRAINING environment in full scale and will be tested by the Member states to verify the new functionality and incidents reported previously to the helpdesk are resolved. Part of the test will be to ensure no site effects cause the disruption of services and false processing of incoming/outgoing XML messages. Duration of the testing is 2 weeks.
Productive Operation. Following the successful completion of SAT and Member State testing the new version will be brought into production. 
3. SSN Participants Involvement & Communication

As an input to the definition of the communication procedure between the EMSA and the Member state contractors/technical personnel please consider the following points: 

3.1 SSN Groups of Contacts

Member State Representative Group. At National level, the person in charge of the general responsibility of the system should be notified to EMSA. He/She is the Member State representative in charge for participating to the SafeSeaNet management organisation and expressing the opinion on behalf the Member State. 

This group will receive information regarding the management and development of SSN at EU level. It is targeted at the NCAs, as they are the representatives normally expected to attend formal meetings, workshops and conferences.

If the person representing a Member States changes then the Organisation / Institution the person belongs to is obliged to inform EMSA with the details of the person replacing the previous representative and the date the change will become effective.

Reference: Welcome on Board document Annex 7.

Operational Group. The Member state representative must define at national level the contact points for operational matters. 

Those persons will receive information related to the daily arising issues, whether operational or technical aspects of SSN. This group is intended to be in direct contact with EMSA operational/technical staff. This group will always receive the information stated for the third group (Contractors).
The list will be revised once a year. The Member States are requested by EMSA to review and update the Operational contact(s) information. The updated list of contacts will be re-submitted back to EMSA. In case a contact point is replaced in between the yearly revision, the Member State representative must inform EMSA accordingly in order to proceed with the update of the corresponding contact list(s). Any request made by any other person will be directed to the Member State Representative for verification prior to any update becoming effective.

Reference: Contact with the Different SSN Groups per MS (Contact Update-Response.xls).

Member state Contractors Group. This group is targeted at those companies responsible for the development of SSN at MS National level, to be used in cases where the NCAs wish information to be received directly by their contractors on matters relating to technical details such as: improvements, changes, system failures or interruptions due to maintenance works and new releases of the SSN system.

The list will be revised once a year. The Member States are requested by EMSA to review and update the Technical contact(s) information. The updated list of contacts will be re-submitted back to EMSA. In case a contact point is replaced in between the yearly revision, the Member State representative must inform EMSA accordingly in order to proceed with the update of the corresponding contact list(s). Any request made by any other person will be directed to the Member State Representative for verification prior to any update becoming effective.
Reference: Contact with the Different SSN Groups per MS (Contact Update-Response.xls).

3.2 Announcement of a new release. 

A Major Release will be planned in advance. The yearly planning will be communicated to the Member states during the SSN workshops or the announcement of a Major Release will be communicated at least 6 months in advance and prior to the installation on the SSN Production environment. 

A Service pack will also be planned in advance. The yearly planning will be communicated to the Member states during the SSN workshops and/or the announcement of a Service pack will be communicated at least 2 months in advance and prior to the installation on the SSN Production environment. 

Patch Releases and Hot Fixes must be communicated to the SSN Participants at least 2 weeks in advance and prior to the installation on the SSN Production environment. NOTE: Patch Releases and Hot Fixes do not include any changes to the specifications and thus do not affect the XML protocol that the NCA SSN client systems use to interface with SSN Central and thus have a minor impact to the Member States.

More specifically, the announcement of a new release entails the following:

	Advance announcement: 


	Major Release: 6 months prior to the installation on the SSN Production environment.

Communication medium: SSN Implementation Plan report submitted during the workshops followed by an email broadcast.

Initiator: EMSA-MSS Group.

Recipients: Member State Representative Group, Operational Group, Member state Contractors Group.

	
	Service pack: 2 months prior to the installation on the SSN Production environment.

Communication medium: Email broadcast.

Initiator:  EMSA-MSS Group. The II Helpdesk could initiate an announcement upon EMSA’s request.

Recipients: Operational Group, Member state Contractors Group.

	
	Patch Releases: 2 weeks in advance and prior to the installation on the SSN Production environment. 

Communication medium: Email broadcast.

Initiator: EMSA-MSS Group. The EMSA CONTRACTOR Helpdesk could initiate an announcement upon EMSA’s request.

Recipients: Operational Group, Member state Contractors Group.

	
	Hot Fixes: Immediately when the need arises. A notification will be send to the concerned recipients.

Communication medium: Email broadcast.

Initiator: EMSA-MSS Group. The EMSA CONTRACTOR Helpdesk could initiate an announcement upon EMSA’s request.

Recipients: Operational Group, Member state Contractors Group.

	
	

	Reminder Alert 

(all type of releases):
	When the new Major Release or Service pack or Patch Release is ready to be installed on the Training environment and at least 2 weeks prior to the installation on the Production environment. To be broadcasted by an email.

Communication medium: Email broadcast.

Initiator: EMSA-MSS Group. The EMSA Contractor Helpdesk could initiate an announcement upon EMSA’s request.

Recipients: Operational Group, Member state Contractors Group.

	
	

	Final Reminder Alert 

(all type of releases):
	24 hours prior to the installation on the Production environment.

Communication medium: Email broadcast.

Initiator: EMSA Contractor Helpdesk.

Recipients: Operational Group, Member state Contractors Group.

	
	

	Delays:

(all type of releases):  
	Any delays or changes to the planning must be communicated to all the Member States in due time together with a justification for the delay/change.

Communication medium: Email broadcast.

Initiator: EMSA-MSS Group or EMSA Contractor Helpdesk.

Recipients: Operational Group, Member state Contractors Group.

	
	

	Release notes and updated release notes (all type of releases):  
	Every new release must be accompanied by the release notes to state all the applied changes and incidents/bugs resolved. In addition a) the list of documents affected must be clearly indicated and b) any known bugs will be reported in a distinct form to be included in the release notes document. The release notes will be broadcasted by email to the list of recipients and be published via the EMSA Web site. 

	
	

	Announcement Email – Format:
	The email to be broadcasted announcing a new release must specify:

1. The version of the new release and the classification to Major/Service Pack/Patch Release/Hot Fix.

2. The scope with a summary of the major functional elements affected.

3. The environment where the release will be installed.

4. The foreseen date/time of the release and were applicable the duration of the intervention (installation).

5. The release notes.

Upon completion of the installation of a new release, the helpdesk will broadcast a confirmation email.

	
	


Please consider the form templates for the release notes and known bugs depicted in Annex A – Forms Templates.
3.3 Announcement of planed system intervention

· System maintenance activities that require the system to shutdown or require the Member States to re-configure their NCA client systems will initiate a controlled server shutdown. Any system maintenance is communicated to the Member States. The announcement of a new release entails the following:

	Installation of a new release: 
	Covered by the Announcement for a new release.

	
	

	Any other type of intervention:
	Depending on the type an intervention a) can be planned way in advance and communicate the details to the Member States accordingly - e.g. hosting server software patch upgrade or b) in case of an emergency, the intervention will be communicated to the Member States as soon as possible.

A planned intervention, when possible, must take the necessary precaution to avoid interference with an ongoing activity (e.g. Commissioning tests being contacted on the Training environment).

Communication medium: Email broadcast.

Initiator: EMSA Contractor Helpdesk.

Recipients: Operational Group, Member state Contractors Group.

	
	

	Planned Intervention Email – Format:
	The email to be broadcasted announcing a planned intervention must specify:

1. The type of the intervention.

2. The purpose with a summary of the actions.

3. The environment affected.

4. The date/time the intervention will commence and is expected to conclude.

5. Any possible site effects.

Upon completion, the helpdesk will broadcast a confirmation email.

	
	


4. Issue Management – Tracking and Reporting

All the contacts mentioned in section 0 of this document are entitled to issue requests (cases) by phone or via email to the Helpdesk. The reporter (issuing a request) must give the case a priority according to the severity concerning the national system.
Issue management commence with the receipt of a request by the helpdesk. Every request is assigned a service call id and is analysed using information provided by the reporter in order to be properly categorised and prioritised. Clarifications from the reporter may be requested in the context of this activity. The analysis of the incident can result into:

· Resolution of the incident in cases that it is a known error or problem and a solution exists. 

In case the resolution requires a new Patch Release or Hot Fix, it has to be reported to EMSA first and then issue a plan for implementing the release. If a temporary workaround is possible that will be communicated to the reporter.
· Provision of information and support in cases of requests for clarifications or further actions to be taken.

· Send notifications to SSN parties. This holds the cases concerned with an action to inform SSN participants for a Member State NCA client system update, outage for maintenance, change of operational capability etc. The recipients of such a notification are the Operational Group, Member state Contractors Group.

All requests are followed up by the helpdesk until their final resolution. In case of requests for incident resolution and in case these require a new Patch Release or Hot Fix, the helpdesk first acknowledges the error and communicates to the reporter the exact release when the error will be resolved. As mentioned before the planning and scheduling of the release must be communicated first and be approved by EMSA.  

All the reported incidents, calls for action, notification send to the Member States are being recorded in an issue tracking tool while a report is compiled on a weekly basis providing the summary of all issues, calls for action, notification managed by the helpdesk. The report is uploaded to the EMSA Web site and is available to authorised users. The user credentials are communicated to the Member State Representative with the “Welcome on Board document”.
Communicating with the Helpdesk, during normal working hours, is possible via the functional mailbox:

mailto: helpdesk@intrasoft-intl.com

or:

tel : +30 210 68 76 540

fax: +30 210 68 59 276

Annex A – Forms Templates

Software Patch Release Form

	
	

	SOFTWARE PATCH/RELEASE FORM

	System
	
	Latest Applicable Version
	

	Application:
	
	Release Date
	

	Deployment Site 

	

	Patch release version: 
	Release Date: 

	Applied changes

	Ref.
	Interface
	Actions

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Documents and other files Affected

	Ref.
	Title
	Version

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Known Bugs Form

	
	

	KNOWN BUGS FORM

	

	Project:
	
	Known Bug Number (Pr-Rx-TI-Id):
	

	Work Package:
	
	Date:
	

	Test Plan Reference:
	
	Version:
	

	Affected Test Case(s):

	DEFECT DESCRIPTION
	SEVERITY

(plus severity sublevel,  where applicable)

	
	

	
	

	
	

	
	

	
	

	
	

	Deviations from Site Acceptance Test Plan (if any)

	


Contact with the Different SSN Groups per MS

	CONTACTS WITHIN THE DIFFERENT SafeSeaNet GROUPS

	
	
	
	
	
	
	
	

	Country: Germany

	Contacts
	SSN GROUP ("X" in the chosen group)*

	Full Name
	Organisation
	Phone
	Fax
	E-mail
	MS REPRESENTATIVE GROUP 
	OPERATIONAL GROUP
	MS CONTRACTORS GROUP

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	
	
	
	
	
	 
	 
	 

	

	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	 
	Insert in Contacts
	
	
	
	
	

	
	
	
	
	
	
	
	

	 
	Deleted by NCA will join the Backup Group in Contacts
	
	

	
	
	
	
	
	
	
	


Description of the 3 groups:��MEMBER STATE REPRESENTATIVE GROUP  - This group will receive information regarding the management and development of SSN at EU level. It is targeted at the NCAs, as they are the representatives normally expected to attend formal meetings, workshops and conferences.��OPERATIONAL GROUP - Those persons will receive information related to the daily arising issues, whether operational or technical aspects of SSN. This group is intended to be in direct contact with EMSA operational/technical staff. This group will always receive the information stated for the third group (Contractors).��MEMBER STATE CONTRACTORS GROUP - This group is targeted at those companies responsible for the development of SSN at MS National level, to be used in cases where the NCAs wish information to be received directly by their contractors on matters relating to technical details such as: improvements, changes, system failures or interruptions due to maintenance works and new releases of the SSN system.�(*) Be reminded that if you wish you can assign the same contact person to more than one group and you can add or delete any other addressee if so considered.����
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