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	Executive summary 
	This document explains the need to acknowledge the receipt of an invalid message request with SSN_Receipt message which is currently implemented in SSN Core. Also explains why it is impossible for SSN to respond to an invalid Request message asynchronously and makes suggestions for resolving the issue. 


	Action to be taken
	As per paragraph 4

	Related documents
	SSN 2/3/4 document


1. INTRODUCTION

This paper aims at explaining the need to use the SSN_Receipt message also in the case when a received request (MS2SSN_<SSN_Tx_Type>_Req is not well-formatted (not XML compliant) or not valid (not compliant to corresponding XSD), this message receipt must be sent to the response's sender to indicate an InvalidFormat error.
2. EMSA ANALYSIS

2.1 SSN receipt messages 

Based on the XML Ref. Guide, the goal of the SSN_Receipt message receipt is twofold:

· It must be sent by SafeSeaNet as the confirmation message (indicating whether the notification message has been successfully validated and processed, or not) to every notification message (MS2SSN_<SSN_Not_Type>_Not) received from the Member States.
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· When a received response (MS2SSN_<SSN_Tx_Type>_Res or SSN2MS_<SSN_Tx_Type>_Res) is not well-formatted (not XML compliant) or not valid (not compliant to corresponding XSD), this message receipt must be sent to the response's sender to indicate an InvalidFormat error.
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The current implementation of SSN Core implements the aforementioned specifications. 
In addition SSN Core sends the SSN_Receipt message to indicate to the Data Requester that an error occurred after an MS2SSN_<SSN_Tx_Type>_Req request message is received. NOTE: This case is not referenced in the XML Ref. Guide
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2.2 HTTPS connections 

In all of the above cases the SSN_Receipt message is sent by making use of the same HTTPS connection that is used for the initial incoming XML message. In other words, the SSN_Receipt message is sent synchronously.

Because the corresponding reply (SSN_Receipt) of an incoming XML message is served by the same HTTPS connection (synchronously) the whole processing of the request-reply cycle is much simpler (for SSN as well for Data Providers and Data Requesters) than using another XML message as reply (e.g. SSN2MS_<SSN_Tx_Type>_Res response message) and opening a new HTTPS connection for sending this reply.

Also, in some cases using of the same HTTPS connection for sending the SSN_Receipt message is the only efficient way for informing the Data Provider or the Data Requester that an error occurred during the processing of his HTTP request. This is obvious when an “InvalidFormat” occurs because the HTTP request contains an invalid XML message.

If the incoming XML message is invalid then the parsing of the XML message fails, so the SSN System is not able to find out the sender of the message and the corresponding MSRefID of the message that in normal occasions are included in the Header element of the XML message in corresponding attributes “From” and “MSRefId”.

In this case the only way for the SSN System to inform the sender that the XML message is invalid is to send the reply synchronously.

2.3 Technical considerations

Concerning EIS: 

· Modify the XML Ref. Guide:

· Specify that a SSN_Receipt message will be send in a synchronous manner to MS2SSN_<SSN_Tx_Type>_Req message with InvalidFormat. 

· The SSN_Receipt message will be send instead of the SSN2MS_<SSN_Tx_Type>_Res message with StatusCode=”InvalidFormat”.

· Maintain the current implementation of SSN Core. As mentioned earlier in this paper this proposal is in line with the current implementation of SSN Core.  

Concerning the Member States:  Member States are required to customise their implementations to accept the SSN_Receipt message in case of a MS2SSN_<SSN_Tx_Type>_Req with InvalidFormat.
3. EMSA PROPOSAL 
The definition of the SSN_receipt message is given in the XML Ref. Guide under Section 3.2 SSN_Receipt XML message. EMSA suggests :

a. The first line of the table has to change from SSN2MS_<SSN_Not_Type>_Not  to MS2SSN_<SSN_Not_Type>_Not  in order to be consistent with the text describing the specific case. 

b. An SSN_Receipt message will be sent when a received request (MS2SSN_<SSN_Tx_Type>_Req) is not well-formatted (not XML compliant) or not valid (not compliant to corresponding XSD), this message receipt must be sent to the requester’s sender to indicate an InvalidFormat error.
c.  The XML Ref. Guide shall be updated to specify that a SSN_Receipt message will be send in a synchronous manner to MS2SSN_<SSN_Tx_Type>_Req message with InvalidFormat.
The following figure illustrates the four cases when the SSN_Receipt message must be sent:
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4. ACTION REQUIRED

The Member States are invited to note the above proposals and take appropriate decisions. 
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