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	Executive summary 
	This document presents proposals for revision and process for revision of SafeSeaNet Users’ Roles and Access Rights.

	Action to be taken
	As per paragraph 4

	Related documents
	a. Document SSN 4/3/15

b. Paragraph 3.15 of SSN 4 minutes

c. Network and Security Reference Guide v1.14


1.  INTRODUCTION 

At Workshop 4, EMSA submitted document 4/3/15 that recommended several modifications regarding the management of the Users’ Access Rights. The document aimed to address a concern raised by Member States questioning SSN’s compliance with the initial system requirements.

During the discussion at WS 4 divergent point of views were expressed and the Workshop decided to reconsider the issue at the next Intersessional SafeSeaNet Working Group and subsequently at SSN WS 5.

2. EMSA COMMENTS

2.1 General

In order to progress revision of the SSN User Access Rights, EMSA suggests reviewing the current requirements in the SSN Network and Security Reference Guide version 1.14. 

The revision shall take into account feedback received from SSN users for which EMSA opened contact sheets, the technical analysis provided by our contractor and the opinions expressed during WS 4 – SSN 4/3/15.

The review is based upon revision of the SSN roles definition and the access right assigned to every role as described within the Network and Security Reference Guide v 1.14.

2.2 SSN Roles

The Network and Security Reference Guide (NSRG) (see page 37) states that every SSN user is assigned a single role in SSN. Each of these roles is assigned a set of default and maximum access rights. When a SSN user is assigned a role it assumes the default access rights of this role. The NCA Administrator is entitled to modify those access rights only by removing one or more of them.

The NCAs of Members States manage their own SSN users’ (LCAs) through the Web management consol tool. EMSA is responsible for managing NCA users.

Annex 2 table 1 presents the current roles implemented in the SSN system. It is noted that the current list of roles does not correspond with the annexed table in the NSRG at page 37.

2.3 User’s Access Rights (Ref: NSRG page 38 and SSN users’ feedback)

According to the NSRG page 38, a port authority may only obtain information from SSN if the next port of call within the requested information can be identified as their port.

Several Member States confirmed that this rule does not function within the SSN system. 

In NSRG page 38 the “Access Rights” table is not the one currently implemented in SSN (see attached Annex 2 –table 2). There is a need for correction.

Member States requested clear assurance that the system would not allow any LCA to receive port notifications for places for which that LCA is not the port authority or is not allowed to act on behalf of the port authority. This rule does not currently function in the SSN system.

During WS 4 Member States requested in certain cases reflecting national arrangements, larger ports be permitted to send notifications on behalf of smaller ports. An evaluation of the correction to SSN that would be required has been provided by EMSA’s contractor. An implementation of this requirement would necessitate substantial important modifications to the current SSN system and present a high risk in case of the current version. 

Annex 1 summarizes the technical issues relevant to the above corrections and EMSA comments and planning for implementation in a future release of SSN.

3. ISWG PROPOSAL

The ISWS confirmed the existing requirements as described in the NSRG. Table 1 in Annex 2 summarizes the roles in use within SSN. All documents must be updated with this table.

The participants noted there is no significant difference between the roles of MIN and NCA. Participants suggested deleting the role of MIN. In a same way, the role of EMSA looks redundant with the role ADN.  It was also suggested deleting the role of EMSA.

In the matter of the Access Rights permitted for each SSN role, Member States are invited to note:

· the technical comments provided in Annex 1 - table 1;

· the corrections to be implemented in SSN; and

· their impact on the SSN system and XML interfaces. 

During the ISWS discussions, participants raised the following issues:

· port authority is quite often not informed about the Port of provenance of ship. When the data” Port of provenance” is unknown, it is almost impossible for a Port authority to comply with the requirements of Directive 2002/59. 

· when a ship is bound for a EU port/place, the “Port of Destination “data must be provided in the notification. It makes no sense to use the “ZZUKN” value. Germany informed participants they have created specific Locode for offshore places in order to be able in any case notifying an identified place of destination.
The ISWG proposes:
a. to correct the current version of SSN with Port Access Rights in order to be in compliance with the initial requirements reflected as rules in the NSRG; and to take into account the comments provided in Annex 1 Table 1, 

b. to validate table 2 in annex 2 and to correct the XML Messaging Reference Guide accordingly,

c. to postpone to the next version of SSN (SSN V1.9) implementation of larger ports acting on the behalf of smaller ports; due to the unacceptable risk this would otherwise impose upon the existing version of SSN (see annex 1 table 1),
d. to highlight the attention of Commission on the necessity to complete the mandatory data to be provided by the ship/master/operator of a ship with the additional data “Port of Provenance” in order to satisfy the requirements of Directive 2002/59,
e. to modify the ICD for reflecting the obligation for a National authority for notifying SSN  with an  identified place of destination when a ship is bound for a port/place within the EU,
f. to encourage the SSN authorities to complete the registration of  their port/places against the UNECE  Locode register.

4. ACTION REQUIRED

Member States are invited to note the above proposals and to advise as to the appropriate action to take.

.

Annex 1 – Additional Access Rights requirements 

	Requirement
	Comment
	EMSA

comment
	Implementation  in

Version

	Restrict the Port authority’s rights to get notification details from SSN. 
	As a general rule the port authorities shall be able to get details from SSN for notifications concerning their own ports. This translates to: a port authority has the right to get details for a notification only when the LOCODE in the field NextPortofCall references its own LOCODE.

NOTES: 

1. We must distinguish the meaning of the NextPortOfCall attribute in the notifications:

· In a Port Notification the NextPortOfCall is the LOCODE of the port of the sender (in case the sender has the POR role).
· In Hazmat and Ship Notifications the NextPortOfCall can be the LOCODE of any port.
2. A valid LOCODE must always be specified in the NextPortOfCall attribute. If the value UNKOWN is specified then it means no Port Authority has the right to get the details of the notification thus the notification s meaningless. 
	A port has the right to consult a notification when and only when the LOCODE in the field NextPortofCall references its own LOCODE.

This requirement restricts the data requester to get only information they should be allowed.

In the Web application SSN must not display the notifications for other Ports (or the associated Port in case the requester is a super Port)

The above rule applies to all types of notifications.

This requirement enforces a restriction to the data requester and is best to be combined with the proposed restrictions (see next requirement bellow) to the data provider. It is highly recommended to combine the two restrictions for the data provider and the requester. Due to the design changes implied it is proposed to consider these restriction in the following major release of SSN v1.9.
	V 1.9

	Restrict the Port authority’s rights to send Port Notifications for only for a place for which he is the port authority.

	A Port Authority has the right to send Port Notification only for their own port or for a port for which they have the right to act on its behalf. 

This means when a Port Notification has been received by SSN Central Index, the system must check if the NextPortOfCall in the VoyageInformation element (in case that is not UKNWN) 

a) is the same as the Location Code of  the sender (when the sender has the POR role) or 

b) is one of the predefined locations codes of the sender (when the sender is the NCA or a larger Port acting on behalf of a smaller Port). 

If the case is neither (a) nor (b) an exception must be raised.

NOTES:

1. In the current implementation of SSN, the concept of a representative Maritime Authority that acts on behalf of another Maritime Authority is totally missing.

2. The introduction of this concept would have an enormous impact all over the SSN.

· The database schema should be redesigned to implement the association (in a hierarchical manner) of the maritime authorities. 

· The security infrastructure should be changed to apply the rights of the super Port acting on behalf of a smaller Port.. 

· In the management console, a new functionality would be added to associate maritime authorities.
	1. In certain cases larger Ports send notification on behalf of smaller Ports. We must extend the SSN Central database schema to associate the small Ports (by LOCODE) to the larger Port that can act on their behalf. Also the NCA has the right to act on behalf of a Port in its jurisdiction.  
2. The PSC role is able to consult SSN for notifications sent by a Port (in its jurisdiction) or for all Port in its country but CANNOT send notifications on behalf of any Port.
1. The database schema must be updated to define the relation between ports that can act on behalf of others.

2. One port could send a port notification on behalf of another port only when they both have the right to send port notifications.

3. The system must prevent the sending of a port notification that has already been sent. The criteria for identifying identical port notifications are: Vessel IMO and MMSI numbers, ETA, ETD and NextPortofCall values.

4. The error status and message must be in line with the Access denied error.
3. The SSN management console must allow the ADM and the NCA of the same country to define the relationship between a Small and a Super port that can act on its behalf.
Accommodate the relation between small and larger Ports to act on their behalf and is proposed for implementation in the next version of SSN 1.9.

	V 1.9


Annex 2- Users Access Rights tables

	Role Code
	Description

	POR
	Used to identify a Port Authority

	CST
	Used to identify a Coastal Station

	PSC
	Used to identify a Port State Control

	NCA
	Used to identify a National Competent Authority

	OTH
	Used to identify a maritime entity that’s not yet covered by the above roles

	ADM
	Used to identify a SSN Administrator only

	MIN
	Used to identify a Ministry

	ALL
	Used to Identify a user having the Full Access Right


Table 1 – User Roles as implemented in SSN

	Role ID *  (* required field)
	The following standard roles are defined:

· ADM : SSN Administrator  

· ALL : Full access rights 

· CST : Coastal Station 

· NCA : National Competent Authority 

· OTH : Others 

· POR : Port 

· PSC : Port State control

· 
	
	
	
	
	
	
	
	

	Role Name * 
	
	
	
	
	
	
	
	
	

	Activated 
	X or blank
	
	
	
	
	
	
	
	

	Search 
	
	ADM
	ALL
	CST
	
	NCA
	OTH
	POR
	PSC

	Request for Area Information   
	X or blank
	X
	X
	
	
	X
	
	
	

	Request for Cargo Manifest 
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Request for Incident History   
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Request for Ship Latest Notifications 
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Request for Port Information   
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Request for Ship Voyage Informations 
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Administration 
	
	ADM
	ALL
	CST
	
	NCA
	OTH
	POR
	PSC

	Manage the location codes   
	X or blank
	X
	X
	
	
	
	
	
	

	Manage the role 
	X or blank
	X
	X
	
	
	X
	
	
	

	Request for the SafeSeaNet statistics   
	X or blank
	X
	X
	
	
	X
	
	
	

	Manage the SafeSeaNet users 
	X or blank
	X
	X
	
	
	X
	
	
	

	Manage the vessels   
	X or blank
	X
	X
	
	
	
	
	
	

	Send notifications 
	
	ADM
	ALL
	CST
	
	NCA
	OTH
	POR
	PSC

	Sending Alert Notification   
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Sending Hazmat Notification 
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Sending Port Notification   
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Sending Security Notification 
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Sending Ship Notification   
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Notifications details 
	
	ADM
	ALL
	CST
	
	NCA
	OTH
	POR
	PSC

	Request for Alert Notification Details   
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Request for Hazmat Notification Details 
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Request for Port Notification Details   
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Request for Security Notification Details 
	X or blank
	X
	X
	X
	
	X
	X
	X
	X

	Request for Ship Notification Details 
	X or blank
	X
	X
	X
	
	X
	X
	X
	X
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