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	Executive summary 
	The objectives of this document are to:
· propose a draft agreement on the conditions of use between EMSA and each participating country for the exchange of data within the SSN through web interface of the new STIRES module.
· invite MSs to participate in the testing of the proxy access to STIRES 

	Action to be taken
	As per paragraph 8

	Related documents
	a. SSN ICD
b. SafeSeaNet Network and Security Reference Guide

c. XML Reference Guide




1. INTRODUCTION
With the delivery of the first phase of the STIRES module to EMSA and its connection to SSN EIS and to the AIS regional servers (HELCOM / North Sea and Mediterranean Server), the opportunity will soon arise for MS to benefit from the distribution of the EU wide real-time traffic image and of having a more user-friendly access to SSN data. 
With the STIRES module connected to SSN EIS and a higher frenquency in the update rate of the information, SSN becomes a vessels tracking system and potentially tool for risk assessment.
2. Data distributed through STIRES

Some characteristics of the AIS data distribution through STIRES are:

· The STIRES module is based upon AIS data with a much higher update rate than the current 2 hours in SSN. Recepients can choose to receive the AIS positions up to every 6 minutes (higher update rates are also possible after prior system configuration). 

· AIS data quality was originally poor, but has improved significantly in recent years. Data error rates are down in the last 3 years from 30% (2006) to 3-4% of total AIS messages as regards the basic identifiers. Also, the current comprehensive EU-wide AIS coverage (>700 AIS coastal base stations), offers a reliable, fuller traffic image over a very wide area. 

· AIS technology makes also the data easy to collect, store, analyse, forward and distribute to various users. Commercial systems have exploited these features and have sold services to various users including public administrations and private companies. The combination of AIS data with other data sources provides potentials for further development. Other separate developments (e.g. LRIT and THETIS) have increased still further the importance of the new module by adding further value to the AIS data.

· Existing SSN data (Port, Ship, Hazmat, Incident Reports) will be available more easily through STIRES via a process referred to as “enrichment”.

3. Why establish Conditions of Use for the STIRES module of SSN?

The STIRES module is not as yet part of the SSN in the sense that its functionalities, requirements and services have not been adopted by MSs and integrated into the documentation adopted by the Group (e.g. the ICD, XML Ref Guide, SSN security Reference Guide). 
On the other hand MSs are waiting to benefit from access to the AIS enriched data through STIRES. Before this will happen and to avoid delay, there is first a need to establish some principles for the service.

The first idea would have been to modify the current ICD to include the STIRES module but the ICD is in process of being reviewed by the High Level Steering Group for 2010 in the form of an IFCD; and the precise level of detail it will cover is as yet unknown. It is necessary to have, at least on an interim basis, Conditions of Use (CoU) for STIRES that would allow Member States to benefit immediately from the information through STIRES on a voluntary basis.

The objectives of the CoU for data through the STIRES interface are: 

· To guarantee reciprocity: data requesters of the STIRES module should also be AIS data providers to STIRES (except for landlocked countries). 

· To establish to the STIRES data providers/requesters a common understanding and application of the access rights rules equivalent to those applied to the SSN EIS. As in the SSN EIS, the national management of AIS data falls under the sole responsibility of the MS NCA. 

· To regulate under the CoU the use of new software and data including:
· the use of the electronic charts distributed to the MSs through the web.
· the proxy software for the provision of AIS raw data from MSs to STIRES. The proxy provided by EMSA will be installed at national level (for those MSs providing AIS data directly to STIRES). A similar data providing proxy will be installed at the regional servers for transfering the MSs AIS streams to STIRES. 
· a proxy for the reception of data by the MSs. This proxy would be provided for  granting access to the SSN AIS data (see paragraph 4) for further processing and enrichment at national level.
· To confirm extension of the SSN NCA’s responsibilities and contact points to the STIRES interface. 

4. MS DATA RECEIVING Interfaces in STIRES: Web and proxy 

STIRES has been designed to provide two types of interfaces for enabling MSs to access AIS data: web and proxy. 
Web access provides easier access to AIS data linked to SSN EIS information with graphic tools, access to retrieve relevant notifications stored at SSN EIS, possibility to replay and some statistics on recent data (e.g. ship of a specific flag crossing a specific area last day or month, etc). 
Proxy also provides the same AIS data enriched with basic additional information but will require further developments of the national SSN application of the MSs to display properly the enrichment and to access the complete set of information provided with the SSN notifications. The proxy provides the ability to store and manage AIS data independently through the MS’s national system, independent of applications developed by EMSA.

5. Planned delivery of STIRES to MS via Web
The first phase of access to EU-wide AIS data (and through this to the SSN/EIS), will limit access to the NCA and one other designated operational service (e.g. Vessel Traffic Service, Mandatory Reporting System, Search and Rescue or tackling pollution at sea centre) via the web-based interface (including web-based electronic charts and some associated statistical functionailities).

Three necessary actions foreseen for delivering the STIRES web interface:

· The agreement to and signing of the Conditions of Use (based on the draft presented in the annex);

· The provision of an appropriate training program for the users by EMSA (planned for January/February 2010); and

· The delivery of a user manual to the users in conjunction with the training program (currently under drafting).

6. TESTING of MS access to STIRES via proxy
As a second phase, access could be provided to the data through the proxy software. While the first phase is simple (requires no development for the MSs), the second phase is more complex, demanding major developments at national level. The second phase will require several steps and a careful evaluation of the following issues:

· What is the level of interest of MSs in receiving and installing the “proxy access” (which countries and for which data)? 

· What are the needs of users in those “interested” MSs?
· Which are the necessary developments of MSs own systems to exploit the data (interface with the proxy, charts, GIS tools etc);

· Analysis of the impacts to the national systems and consequences for the longer term.
For the proxy access there will be a need for a common agreement on an amended set of  CoU. A reasonable period will be required to analyse and fully assess the consequences and new opportunities.

EMSA intends to establish a pilot project with 3-4 volunteering MSs (if possible) for testing the proxy software for receiving data. To use the national proxy software, MSs must carry out certain developments (at their expense) similar to those carried out by EMSA. 

The tools that a MS needs for using the specific proxy software (for receiving data) depends on the complexity of the services they want to develop. MSs willing to participate in the test should (as a minimum) make available for the purposes of the testing the following:

· a database to place the received reports, 
· GIS to display and manage the information, 
· appropriate electronic charts and  
· an application sever. 
In addition they have to ensure the relevant communication bandwidth, storage means, computing capacity etc. 

MSs are invited to express interest in participating in testing the proxy software that will be provided by EMSA. Together with the expression of interest, MSs are invited to provide EMSA with relevant information about the tools they intend to use, to enable EMSA to make a first assessment of the MSs future needs and the required implementation process. 
7. Proposed structure for the Conditions of Use
MS experts are requested to consider the contents and format for the CoU as annexed applying to the first web access phase. These CoU include also the basis to proceed with a pilot project with a limited number of participating countries for developing the access to the proxy.

The model for agreement in the Annex provides for a commonly agreed format of CoU to be signed individually between each participant country and EMSA.

When a decision is taken to launch the second phase (Proxy access to STIRES) revised or extended Conditions of Use might be needed following the experience gained during the pilot project. 

8. ACTIONS REQUIRED
The Members State participants are invited to:

· agree to the draft Conditions of Use in annex of this document;

· when agreed, to propose to their administration to have it signed at appropriate level;
· express to EMSA their interest (during SSN 12) for participating in the test of the Proxy access to STIRES (as per paragraph 6).
ANNEX

CONDITIONS OF USE FOR SAFESEANET Data exchange 
through the STIRES interface
The European Maritime Safety Agency (EMSA), represented by Willem de Ruiter, Executive Director, hereinafter referred to as "EMSA", of the one part,

and

[official name in full]
[official legal form]
[official address in full]
[name of Participating State], which is represented by [name of Administration and responsible person’s name in full and function], 

hereafter referred to as "the Participating State”, of the other part.

WHEREAS with the adoption of Directive 2002/59/EC of the European Parliament and of the Council, of 27 June 2002 establishing a Community vessel traffic monitoring and information system and repealing Council Directive 93/75/EEC, the European Union reinforced its capacity for preventing situations posing a threat to the safety of human life at sea and to the protection of the marine environment. Under Directive 2009/17/EC of the European Parliament and of the Council of 23 April 2009 amending Directive 2002/59/EC, Member States that are coastal States should be able to exchange information, which they gather in the course of maritime traffic monitoring missions, which they carry out in their areas of competence. 
WHEREAS the Community maritime information exchange system ‘SafeSeaNet’, developed by the Commission in agreement with the Member States, comprises, on the one hand, a data exchange network and, on the other hand, a standardisation of the main information available on ships and their cargo (advance notice and reporting). It thus makes it possible to locate at source and communicate to any authority accurate and up-to-date information on ships in European waters, their movements and their dangerous or polluting cargoes, as well as marine incidents.

HAVING REGARD to Council conclusions of 6th December 2002 to strengthen the mechanisms for the control of traffic along the coasts of Member States, developed after the Prestige incident, are also taken into account.
UNDERLINING that under Annex III of the Amending Directive 2009/17/EC, Member States shall establish and maintain a national SafeSeaNet system allowing for the exchange of maritime information between authorised users under the responsibility of a National Competent Authority (NCA). The NCA shall be responsible for the management of the national system, which shall include the national coordination of data users and data providers and that the necessary national IT infrastructure and the procedures described in the Interface and Functionalities Control Document (IFCD), as applicable, are established and maintained. The national SafeSeaNet system shall enable the inter-connection of users authorised under the responsibility of a NCA in accordance with Community legislation.

Article 1.  Definitions

Unless expressly provided otherwise:

1. AIS means Automatic Identification System.
2. AIS raw data refers to the AIS data provided by the participating country directly to the STIRES module of SSN.
3. AIS enriched data refers to the AIS data to which other SSN data (Port, Hazmat, incident reports, …) has been linked by automatic access to the SSN EIS.

4. National Competent Authority (NCA) means the Authority defined in Directive 2002/59/EC as amended by Directive 2009/17/EC.

5. EIS or SSN EIS means the SafeSeaNet European Index Server.

6. EMSA means the European Maritime Safety Agency established through Regulation 1406/2002/EC.

7. ICD (Interface Control Document) is defined in Annex III of Directive 2002/59/EC (amended by 2009/17/EC).
8. IFCD (Interface and Functionalities Control Document) is defined in Directive 2009/17/EC.
9. Landlocked Member States means those Member States that do not have a coastline (Austria, the Czech Republic, Hungary, Slovakia and Luxemburg).

10.  Local Competent Authority (LCA) means the Authority defined in the ICD or IFCD as appropriate.
11.  LRIT means Long Range Identification and Tracking of ships, as defined by IMO resolution MSC.202(81) amending SOLAS convention (Chapter V, regulation 19-1).
12.  MSS means the EMSA Maritime Support Services, a 24/7 help desk service responsible to process troubleshoots or respond to service calls from SSN Users with regard to system performance and data quality.

13.  Participating States means European Union Member States and the EEA countries (Norway and Iceland). Third countries may also become participating states following the conditions decided by the appropriate bodies.
14.  Proxy means the software installed at the national services of the Member States and/or the Regional services that enables AIS data to be provided by Member States AIS national networks (either directly or though the regional environments). Moreover, the proxy software enables the entire EU AIS data to be shared via STIRES to the Member States systems.

15.  SafeSeaNet (SSN) means the Community vessel traffic monitoring and information system established by Directive 2002/59/EC as amended.
16. SSN AIS data means any AIS data obtained through SSN and/or its STIRES module.

17. SSN Ship DB means the Database of SSN used for storing and maintaining vessel particulars (IMO, MMSI, Ship Name, Call-Sign) notified to SSN by MSs AIS and SSN notifications.
18. SSN User means any user of the SSN system which is entitled to provide and/or receive SSN information. 
19. STIRES means the SafeSeaNet Tracking Information, Relay and Exchange System including its interface. STIRES is a module of SafeSeaNet.
20. STIRES NCA means the National Competent Authority appointed by the participating state for access to and management of STIRES AIS data.
21. User means every operator’s working station of the participating states defined in point 13 above plus those of the European Commission and EMSA having access to STIRES data. Other European agencies may also become users following the conditions decided by the appropriate bodies.
Terms not otherwise defined should have the same meaning as the meaning attributed to them in Directive 2002/59/EC as amended.  
Article 2.  Purpose and Objectives

2.1 The purpose of these Conditions of Use is to regulate the exchange of SafeSeaNet data via the STIRES interface, free of charge, between EMSA and the participating state and to define the roles and responsibilities of the Participating State and EMSA.

2.2 This exchange of data includes:

· the provision of raw AIS data by the participating state to STIRES, hosted at EMSA, directly or through a Regional server,
· the access of the participating state to the AIS enriched data through a web interface. 

Article 3.  Contact points
3.1 For the purposes of these Conditions of Use, the Participating State mentioned above nominates the SafeSeaNet NCA contact point (as defined in the ICD) to be the permanent point of contact with the EMSA MSS or other participant countries contact points for any issue related to the use or implementation of these Conditions of Use.  

3.2 For the purposes of these Conditions of Use the point of contact in EMSA will be the MSS.
Article 4.  Chart property rights

4.1
Users of the charts provided by STIRES Web service shall NOT 
(a) copy, duplicate, reproduce or publish the Data or the Materials or any of their contents; 
(b) electronically transfer the Data or the contents of the Materials to multiple computers over a network; 
(c) distribute copies of the Data or the Materials to others by any means whatsoever; 
(d) in whole or in part change, modify, adapt, translate, reverse engineer, disassemble or decompile the Data or the Materials or create derivative works based on the Data or the Materials; 
(e) assign, rent, exchange, hire out, lend, lease or sublease the Data or the Materials or any copies thereof; 
(f) sell or transfer the Data or the Materials or any copies thereof; or 

(g) bundle, re-package, or include the Data or the Materials with any software in any way.  Any unauthorized reproduction, use, or transfer of the Data and the Materials may be a crime and may subject You to damages and attorneys’ fees. 
4.2 Having access to STIRES implies that the user benefits from C-Map Licence that EMSA has purchased for this purpose. Each user shall be identified through username and password for licence management needs.
Article 5.   AIS raw data provision

5.1 The AIS data provider is responsible for the quality of the AIS raw data provided to STIRES. The participating state shall make efforts to ensure that national and local systems set up to gather, process and preserve AIS raw data in accordance with the above provisions are effective, interconnected through the STIRES module and operational on a 24 hour-a-day basis.  
5.2 The participating state shall cooperate with EMSA either directly or through the regional networks (e.g. in the Baltic, North and Mediterranean Seas), in facilitating effective mutual exchange and delivery of AIS data, free of charge to all participating states having signed these Conditions of Use.

5.3  The AIS raw data provided by the participating state shall comply with the common technical standards established between EMSA and participating states for message content, format and update rate.
5.4 The participating state shall be connected to SSN/STIRES through:





Regional Server: 
HELCOM □








North Sea □







Mediterranean □




and/or

          Directly to SSN/STIRES: □  for the area of: ……………………………
5.5  For the purposes of raw AIS data provision, EMSA shall provide to the participating state:


· the STIRES Proxy software and its updates, allowing for the data provider interface; 
· the Proxy configuration software and any further upgrade or development required to the configuration of the proxy;

· the support for the installation if required, including the necessary digital certificates;

· the testing and validation of the proxy and the interface (whenever updates or upgrades take place);

· the service for monitoring the performance of the proxy.
The above will be delivered to the participating states providing AIS data directly to STIRES. Participating states linked to STIRES via regional servers will continue to use the existing data providing proxy software.
5.6  The participating state, will provide for the above mentioned Proxy:

· The hosting infrastructure (hardware/software/network connections) and hosting service for the STIRES Proxy, its maintenance and IT operation;
· Support for the execution of system tests and monitoring by EMSA;
· Report incidents requiring remote intervention by EMSA to the MSS;
· Support the back-up and recovery in case of failure. 
Participating states linked to STIRES via regional servers will perform the above tasks under the management of the authorities hosting the existing regional servers and the coordination of EMSA. 

Article 6.
Data use and distribution

6.1  Access to STIRES data will be provided through the web interface for up to two users for each participating state. The access shall be granted to the NCA and one other designated operational service e.g. for vessel traffic services, mandatory reporting systems, search and rescue or tackling pollution at sea. 

 6.2  The users identified by the participating state are as follows:

	SafeSeaNet Second, Operational Service User

	Name of contact or Entity /Administration

Job Title
	

	Contact Details
	Address

	Tel/email during working hours
	

	Tel outside working hours
	

	IP address
	


6.3 The SSN data through STIRES interface shall be used for the purposes and in accordance with the general concept for SSN as defined in Directive 2002/59/EC as amended. 

6.4  The participating state shall be responsible for the use of the distributed AIS enriched data and take appropriate measures to ensure that the data is only used for the purposes of the Directive 2002/59/EC as amended.
6.5  The participating state acting as data requesters of the STIRES module shall also be data provider (except for landlocked countries). 

6.6  The same access rights established for SSN shall be applied for the data accessible through STIRES from the SSN EIS following the enrichment process. 
Article 7.
Role and rights of EMSA
7.1 EMSA shall ensure that the STIRES central system is able to operate as a fault tolerant module, meaning that the system is able to recover from errors and restore to normal operation.

7.2 EMSA shall ensure prompt notification of the SSN NCA at any time there is a technical problem leading to non-availability of the module and ensure a prompt and accurate handling of such situations.
7.3 EMSA distributes SSN data through STIRES Web Interface to [the Participating State] based on the requirements of Directive 2002/59/EC as amended.

7.4 EMSA shall be responsible for performing an evaluation of service performance, data quality, etc. in order to continuously improve STIRES. 
Article 8. Role and rights of the NCA 
The NCA shall be granted access to SSN information through the STIRES module. The NCA may identify as a second user one additional national authority or coastal station that is responsible for either Vessel Traffic Services, Mandatory Reporting System, Search and Rescue and/or for tackling pollution at sea.  

Article 9.  Liability

9.1 The participating state providing or receiving information via STIRES shall make no express or implied warranty as to any matter, including the availability, accuracy, or reliability of any information developed or supplied under this agreement, or the ownership or fitness for a purpose of the data made, developed or supplied. The information referred to includes information on databases and lists connected to SSN and STIRES relating to ships, including single hull tankers
, ships banned from entering ports under the Paris MOU on Port State Control and any future lists or databases developed for a similar purpose.

9.2 Under no circumstances EMSA shall be liable for direct or indirect loss or damage whether special, consequential, or otherwise, and however arising, including, but not limited to, loss or damage arising from any defects in the STIRES module or interface. 

Article 10.  Security of data/system

10.1 Documentation related to the SSN/STIRES data shall be dealt with in accordance with Regulation (EC) No 1049/2001
 regarding public access to documents.

10.2 EMSA shall endeavour to ensure that the SSN/STIRES data shall be accessible in a secure way to authorised users and that the security requirements are compliant with all relevant EU and SSN requirements.

10.3 The participating state acknowledges that in order to ensure data security, and protection, the access to the SSN/STIRES web-based visualisation application will be made using a set of pre-defined IP addresses.

10.4 The IP addresses used by the proxy administrator of the data provider shall be communicated to EMSA to allow the proper configuration of the EMSA firewalls (the Agency implements IP filtering in its network firewalls).

Article 11.  Amendments and Duration

11.1 Any amendment to these Conditions of Use shall be subject to a written agreement concluded by the parties. An oral agreement shall not be binding on both parties. 

11.2 EMSA shall endeavour to ensure that through the national contact points, parties affected by this and similar Conditions of Use are kept fully informed of future amendments and agreed interpretations affecting the conditions of use. 

Article 12.  Entry into Force and Termination of the agreement

The Conditions of Use will take effect from the date of signature by EMSA and the participating state and shall last for a period of three (3) years. However, the participating state may terminate its participation in the co-operation stipulated in these Conditions of Use giving to EMSA six months written notice. 

SIGNATURES

	For the Participating State,

[Institution 
name/forename/surname/function]

signature: _______________________

	For EMSA,

Willem de Ruiter

Executive Director
signature: _______________________

	Done at [place], [date]
	Done at Lisbon [date]


� The Article will be further analysed with the EMSA legal service and the chart supplier.


� The reference list for single hull tankers is a list of “target” vessels that should be closely monitored and further appropriately examined for verification that they are complying with the provisions of the MARPOL Convention. Participating states are invited to report to EMSA any erroneous data detected.  


� Regulation (EC) No 1049/2001 of the European Parliament and of the Council of 30 May 2001 regarding public access to European Parliament, Council and Commission documents.
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