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	Executive summary 
	Summarises the changes to the access control module of the SSN application to enable the exchange of SSN data between Baltic MSs plus Norway and the Russian Federation (RF) in the framework of a pilot project 


	Action to be taken
	As per paragraph 5

	Related documents
	None


1. BACKGROUND
Following agreements at the meeting of EU and Russian Federation (RF) experts held in Malmo on 11th/12th March 2009, necessary actions will be undertaken to prepare SSN for the exchange of Port and Hazmat messages between RF (ports in the Baltic) and EU Baltic MSs and Norway.

To enable the exchange of SSN data owned by the Baltic MSs and Norway with the RF (without affecting normal SSN operations and without impacts to the NCA applications), EMSA is implementing changes to the access management module of the SSN EIS in the forthcoming SSN patch release V.1.9.1.2, scheduled for mid-October 2009. The paper provides a summary of the changes.
2. Changes TO the access management module of the SSN core application 
In order to enable the exchange of data without affecting the agreed access rights matrix in SSN, the access control has to evolve in order to allow a more flexible management as follows:

Permissions granted to users 

The permissions (the tasks a user is allowed to perform) are granted on the basis of  agreed access rights matrix. These permissions are essentially reflected to the Role that a user is assigned to (e.g. SSN, NCA, POR, CST, etc) within the group he  (she) belongs. Essentially the permissions (e.g. HAZMAT_REQUESTOR) are granted on the basis of the answer to the question 

· who is entitled to access / do what with SSN information (e.g. does the user has the permission to provide Port Notifications?)

LOCODE based geographical restrictions 

Geographical restrictions are applicable in certain tasks that a user can perform based on the agreed access matrix (e.g. the HAZMAT_REQUESTOR task is restricted for port Authorities only to the receipt of notifications concerning the destination port).

The restrictions imposed in SSN are related to:

· ownership on the data.  

· who is entitled to send what? (e.g. does the user has the permission to send Port Notifications for the Port of Lisbon?)
· data visualisation  

· who is entitled to see what? (e.g. does the user has the permission to request Port notifications concerning the Port of Lisbon?)
So far, geographical restrictions in SSN were either set at local level (e.g.the LOCODE (s) associated to a LCA) or country (all the LOCODEs of a M.S). 
The key innovation introduced in the forthcoming release of SSN (for supporting the exchange of data with RF is the introduction of an additional level of setting restrictions; the AREA level. These will allow to assign  geographical restrictions at regional level.

3. Impact to Member states
a) There will be no impact for MSs’ national applications. 

b) All the essential changes are internal to the SSN core application managed by EMSA. The annex of the document clarifies how the access rights are going to be configured (without affecting the existing agreements of M.S.). The new process will allow:  
· In a first stage, the RF (only the Baltic area) and EU Baltic MSs plus Norway to exchange data owned (and transmitted to SSN) from any of these countries. Other MS will not be able to view data originated from the RF (in the Baltic).

· At a further stage (following further elaboration by the EU MS and RF in a formal agreement), the system may be re-configured for a full or partial exchange of SSN data between all of the MS and the RF.
c)  During SSN 12 an introduction of the new access management module will be provided.

4. Timetable

The forthcoming patch release of SSN will be launched by mid-October 2009 in the training/test environment. It will allow the reconfiguration of access rights of users from the RF and Baltic MSs and Norway as stated in 2.1 / 2.2 above.
As soon as the commissioning tests with RF are concluded the new release shall enter into  production. The date will be communicated to the M.S. at least one week in advance.
5. Actions 

The M.S. are invited to note the above mentioned changes to the access management module of the SSN core application and inform the NCA administrators on the changes applicable in the forth-coming SSN patch release.

ANNEX – Access rights management in the SSN 1.9.1.2

Definitions - Groups
	
	Groups to be created in SSN
	Note

	HELCOM countries
	Sweden, Estonia, Finland, Germany, Latvia, Norway, Poland, Lithuania, Denmark
	each country will be created as a separate “group” in SSN new access management module

	Rest of the SSN M.S
	The MSs not included in the HELCOM countries 
	

	Third countries
	RF
	RF will be created as a separate “group” in SSN access management module


Definitions – Visualisation areas
	Visualisation area
	Includes 
	Access granted

	EMSA_MS
	All the M.S, Norway  and Iceland with access rights to SSN data according to the VTM directive 
	Users assigned this visualisation area will have access to data transmitted to SSN from the EU Member States, Norway and Iceland (they will not receive data transmitted from third countries – the RF)

	ALL
	All the M.S with access rights to SSN data according to the VTM directive and to RF data in the Baltic
	Users assigned this visualisation area will have access to data transmitted to SSN from the EU Member States, Norway, Iceland and third countries (currently the RF)

	HELCOM_RF
	M.S participating in Helcom agreement and the RF 
	Users assigned this visualisation area will have access to data transmitted to SSN from the HELCOM countries and the RF


Definitions - Roles
	
	Definition
	Note

	NCA_MS
	A NCA user of a M.S as currently defined to SSN relaying and exchanging data with users of SSN established in other  M.S
	Relaying and exchange of information in  accordance with the  SSN ICD 

	CST_MS
	A CST user of a M.S as currently defined to SSN relaying and exchanging data with users of SSN established in other  M.S.
	

	POR_MS
	A POR user of a M.S as currently defined to SSN relaying and exchanging data with users of SSN established in other  M.S.
	

	PSC_MS
	A PSC user of a M.S as currently defined to SSN relaying and exchanging data with users of SSN established in other  M.S.
	

	OTH_MS
	A OTH user of a M.S as currently defined to SSN relaying and exchanging data with users of SSN established in other  M.S.
	

	NCA_TC
	A NCA user from a third country 
	Exchanging and relaying data with some of the SSN M.S. on the basis of bilateral or multilateral agreement which specify the access rights for information relayed and exchanged between the third country and the SSN M.S.

	CST_TC
	A CST user from a third country 
	

	POR_TC
	A POR user from a third country 
	

	PSC_TC
	A PSC user from a third country 
	

	OTH_TC
	A OTH user from a third country 
	

	NCA
	A NCA user as currently defined to SSN but allowed to access third countries’ data 
	Exchanging data with all the participants in SSN including third countries connected to SSN. The third country should have established  a bilateral or multilateral agreement with the M.S relaying and exchanging data with the third country. The agreement should clearly define the access rights for each user role

	CST
	A CST user s currently defined to SSN but allowed to access third countries’ data
	

	POR
	A POR user as currently defined to SSN but allowed to access third countries’ data
	

	PSC
	A PSC user as currently defined to SSN but allowed to access third countries’ data
	

	OTH
	A OTH user as currently defined to SSN but allowed to access third countries’ data
	


Access rights matrix
	Group
	SSN role
	Port notif.
	Ship notif.
	HAZMAT

notif.
	Alert notifications

	
	
	
	AIS
	MRS
	
	SITREP
	POLREP
	LFC
	other
	WASTE

	RF
	NCA_TC
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)

	RF
	CST_TC
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction (HELCOM_RF area)

	RF
	POR_TC
	LOCODE restriction

(Destination port+its subsidiaries)
	LOCODE restriction (HELCOM_RF area)
	LOCODE restriction

(Destination port+its subsidiaries)
	LOCODE restriction

(Destination port+its subsidiaries)
	x
	x
	x
	x
	LOCODE restriction (HELCOM_RF area)

	RF
	PSC_TC
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)

	RF
	OTH_TC
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)
	TBD

(provisionally LOCODE restriction (HELCOM_RF area)

	A HELCOM country
	NCA
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all

	A HELCOM country
	CST
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all
	Open to all

	A HELCOM country
	POR
	LOCODE restriction

(Destination port+its subsidiaries)
	Open to all
	LOCODE restriction

(Destination port+its subsidiaries)
	LOCODE restriction

(Destination port+its subsidiaries)
	x
	x
	x
	x
	Open to all

	A HELCOM country
	PSC
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)

	A HELCOM country
	OTH
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)
	TBD

(provisionally open to all)

	A M.S. not a member of Helcom
	NCA_MS
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction (EMSA_MSarea)
	LOCODE restriction (EMSA_MSarea)
	LOCODE restriction (EMSA_MSarea)
	LOCODE restriction (EMSA_MSarea)
	LOCODE restriction (EMSA_MSarea)
	LOCODE restriction (EMSA_MSarea)
	LOCODE restriction (EMSA_MSarea)
	LOCODE restriction (EMSA_MSarea)

	A M.S. not a member of Helcom
	CST_MS
	NCA
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction (EMSA_MS area)

	A M.S. not a member of Helcom
	POR_MS
	LOCODE restriction

(Destination port+its subsidiaries)
	LOCODE restriction (EMSA_MS area)
	LOCODE restriction

(Destination port+its subsidiaries)
	LOCODE restriction

(Destination port+its subsidiaries)
	x
	x
	x
	x
	LOCODE restriction (EMSA_MS area)

	A M.S. not a member of Helcom
	PSC_MS
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)

	A M.S. not a member of Helcom
	OTH_MS
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
	TBD

(provisionally LOCODE restriction (EMSA_MS area)
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