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	Summary 
	The objectives of this document are to:

a) Report on the progress made by the IFCD Working Group
b) Present the IFCD draft (v0.14) for SSN group validation



	Action to be taken
	As per paragraph 4

	Related documents
	a. Directive 2002/59/EC as amended

b. HLSG 3, agenda point 10, IFCD

c. HLSG 4, agenda point 8, IFCD

d. SSN 14.3.3 - IFCD

e. HLSG 5, agenda point 6.1, IFCD

f. SSN 15.3.3 - IFCD

g. SSN 16.3.2 - IFCD

h. HLSG 6, agenda point 7, IFCD




1. Background information
In accordance with Annex III of Directive 2002/59/EC (as amended), the IFCD shall describe in detail the performance requirements and procedures applicable to the national and central elements of SafeSeaNet, which shall be designed to ensure compliance with the relevant Community legislation. The drafting of the IFCD requires close cooperation between the European Commission, EMSA and the Member States.

At the 3rd meeting of the High Level Steering Group (HLSG), the SSN Group and EMSA were tasked with drafting the IFCD. 

At SSN workshop 14, the SSN group agreed on the set-up of an ad-hoc working group to draft the IFCD document in accordance with the terms of reference (document SSN 14.3.3, October 2010). Eleven Member States agreed to participate in the work (France, Finland, Germany, Ireland, Latvia, the Netherlands, Norway, Poland, Portugal, Sweden and the United Kingdom). Subsequently, Bulgaria, Italy and Lithuania also joined the working group and Malta also attended the last meeting.
The time plan for the drafting of the IFCD (approved by the HLSG at its 5th meeting) anticipates that the final draft will be approved at HLSG meeting 8 (October 2012).

[image: image1]
Figure 1 – IFCD drafting – approved time plan

2. PROGRESS REPORT OF THE IFCD WG
2.1. Work at IFCD group, SSN group and HLSG

The IFCD drafting working group carried out its task in accordance with the agreed terms of reference, with the work being undertaken at four meetings (15 December 2010, 2 March 2011, 7 June 2011 and 1 March 2012) and by correspondence. The progress can be seen via the following link:

https://extranet.emsa.europa.eu/index.php?option=com_joomdoc&task=cat_view&gid=415&Itemid=120
At SSN workshop 16 (October 2011), the first consolidated version of the IFCD was presented by the working group. This IFCD version 0.09 included chapter 3 ‘Roles and Responsibilities’ (an additional task assigned to the IFCD working group by the HLSG) and a first draft of chapter 7 ‘System Security’ (in response to results of the SSN security study).

The SSN group validated the technical chapters (chapters 1, 2, 4, 5 and 6) of the document, taking into account the anticipated status of SSN at the date of approval (October 2012). The draft presented included additional remarks made by some members of the SSN group (indicated in footnotes of the draft IFCD).

Following the consultation of the SSN group, the IFCD draft (v0.10) was transmitted to the HLSG 6th meeting (December 2011) for information on the status of the work with the following clarifications: 
a) The references to LRIT information in the draft IFCD were still under discussion but, in any case, the exchange of LRIT information with the Member States should be reflected in the IFCD as part of the information to be exchanged under Directive 2002/59/EC as amended. It was proposed that EMSA consult the LRIT expert group at its next meeting in January in order to review the relevant elements of the text. The SSN group and the IFCD drafting working group would then continue their work in order that the comments received from the LRIT expert group and the HLSG could be integrated in the IFCD. The comments relating to LRIT impact chapters 1, 2 and 3 of the IFCD. 

b) The drafting of chapter 3 ‘Roles and Responsibilities’ was initiated by the SSN group after the HLSG 5 meeting, and the draft presented reflects the current access rights policy implemented in SSN. The policy for users outside the SSN legal framework, as agreed by the HLSG, was also included in this chapter.

c) The review of chapter 7 by the SSN Group (as proposed following the security study) was not completed. 

2.2. LRIT information in the draft IFCD

EMSA prepared a revised draft of the IFCD in order to incorporate LRIT references, and consulted the LRIT expert group (Lisbon 19 January 2012) on the relevant elements of the text. The proposed revised draft and comments by the LRIT expert group were then reviewed by IFCD WG.
The IFCD WG proposed to reflect the full distribution of LRIT information through SSN (flag, port, coastal and SAR) in the IFCD in:

· Chapter 1 - Legal Framework

· Chapter 2.2 - Objectives

· Chapter 2.3 - Mandatory System Functionalities 
The IFCD WG also agreed that at this stage the LRIT information distribution should not be reflected in the other chapters (system architecture, access rights and performance standards), as the technical implementation for the distribution of LRIT data is under development and this will be detailed in future IFCD revisions (as indicated per footnote in the IFCD draft).
2.3. Review of Chapter 7 System Security
Following presentation of the SSN Security study, the HLSG 6 provided the following guidance for the IFCD drafting concerning the security chapter:

· The Baseline security requirements in the IFCD should be mandatory for the central SSN system and its interface with the NCA, and voluntary for local systems; 
· The security of local systems is the responsibility of national competent authorities (NCAs) and of ports;
· Authentication and traceability: Member States do not see any benefits in changing the protocol (to identify the originators and providers in the message), as Member States should be trusted to control those who send messages with their permission. 

· The traceability shall be ensured within the national systems and in case of request this information should be communicated to the requestor.
The revised chapter 7 “System security” of the IFCD draft (v0.14) taking into account the guidance of the HLSG is presented to the SSN group.
2.4. Other specific issues
The IFCD WG reviewed other issues included in v0.10. The draft version 0.14 reflects those not having been addressed.
Regarding the request/response timeframes for data availability, EMSA presented the results of the latest tests on SSN responses. The average value was 3.17 seconds for the period 15 to 21 February 2012. SSN response values higher than 4 minutes represent only 0.35% of the cases. The IFCD WG agreed to review the drafting of the performance requirement to: “average of 30 seconds (with a maximum delay of 4 minutes)”.
A new proposal by EMSA is included in section 2.4 to address the issue of the Email warnings for the Incident Report distribution as part of the additional system functionalities.
3. Next Steps
The revised draft IFCD v0.14 is now being presented to the SSN group for validation and to finalise any pending issues.

The IFCD draft will be submitted to the HLSG 7 (June 2012). The HLSG will work on the document until the anticipated approval date at end 2012.
After SSN 17 workshop, the IFCD WG may continue its work by correspondence to integrate any comments which may be received from the SSN group or the HLSG. Its mandate will expire in October 2012.

4. ACTION REQUIRED

The Member States are invited to:

· provide their comments and suggestions on the draft IFCD (version 0.14) before SSN workshop 17 (by 14 May);
· validate the draft IFCD submitted by the IFCD WG.
Annex: Draft IFCD (version 0.14)
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