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	Executive summary 
	This paper notes there is an apparent inconsistency in the access rights given to Port Authorities and requests the SSN Group review the access to Hazmat and Incident information to ensure the management of SSN information is consistent and appropriate.

	Action to be taken
	As per paragraph 5

	Related documents
	a. SSN 5/4/6
b. SSN 9/3/4
c. IFCD draft v0.16




1.
INTRODUCTION
The UK as a result of its participation in the IFCD drafting group and its roll out of the SSN GI has become aware that there appears to be an inconsistency between the limited access to Hazmat information and the unrestricted access to Incident information granted to Port Authorities.
2.
CURRENT ACCESS AND NEED FOR REVIEW
SSN authorities at all levels have a duty to prevent the misuse of SSN information. However this duty must be balanced by the duty to ensure appropriate access is given to SSN information to advance the purpose of the Directive. The difficultly comes in establishing when the risk of misuse justifies a denial of access.
Port authorities, along with any other SSN user, are bound by the purpose of the Directive in their use of information within SSN. Therefore any Port Authority using SSN information for commercial advantage would be acting outside the legal scope of the Directive.
The IFCD (currently under drafting) classifies all Hazmat, incident, and port of call information as commercially sensitive.
The current access rights matrix suggests that the SSN group believes the risk of misuse of Hazmat information is significant enough to justifiy denying Port Authorities access to details concerning vessels not bound for their Ports even when the vessel’s voyage might take it close to Port’s area of responsibility, thus creating a highten risk to the Port during an incident.
The access rights matrix also shows that the SSN group believes that there is no significant risk of misuse of Incident information and therefore Port Authorities can access this information about any ship, no matter where its current location or future voyage intentions.
The access rights for SafeSeaNet were established some time ago and given the development of the system and greater opperational experience of the system that is now avalaible a review of these assessments is desirable.
In particular consideration could be given to the development of access rights based on providing users with Maritime Domain Awareness rather than request/response transactions about individual vessels.
The current SafeSeaNet opperating model tends to give a profile of a vessel which is conceptually isolated from its interactions with the environment or other vessels.
4.
CONCLUSIONS
Port Authorities are a key actor within the Maritime sector and have an important role in ensuring that Maritime traffic is a safe, efficient, and pollution free, therefore SafeSeaNet access rights should by default allow Port Authorities full access to information to maximize the potential operational benefits of the SafeSeaNet system. However such access rights would maintain the NCAs ability to provide reduced access rights on the basis of local circumstances or operational needs.
5.
ACTION REQUIRED

The Members State participants are invited to consider the information provided in the paper and take action as the group deems appropriate.
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