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1 Background
On 20 October 2010, the European Parliament and the Council adopted Directive 2010/65/EU on reporting formalities for ships arriving in and/or departing from ports of the Member States and repealing Directive 2002/6/EC. According to the Directive, Member States (MSs) shall accept the fulfilment of reporting formalities in electronic format, and their transmission via a single window, no later than 1 June 2015.

The annex to the Directive lists the reporting formalities to which it applies. This includes six reporting obligations resulting from the legal acts of the Union (part A), eight reporting formalities resulting from international conventions (part B) and reporting requirements in accordance with MS national legislation (part C). 
Preamble 10 of the Directive states that the SSN systems established at national and Union level should facilitate the reception, exchange and distribution of information between the information systems of Member States on maritime activity. The SSN system should be used for additional exchange of information for the facilitation of maritime transport. Reporting formalities regarding information for solely national purposes should not need to be introduced in the SafeSeaNet system.  

Article 6 of the Directive requires MSs: to ensure that information received in accordance with the reporting formalities provided in a legal act of the Union (Part A) is made available in their national SSN systems, and shall make the relevant parts of such information available to other MSs via the SSN system. In accordance with the provisions of the Directive the MSs decided that this shall not apply to information received pursuant to Regulation (EEC) No 2913/92, Regulation (EEC) No 2454/93, Regulation (EC) No 562/2006 and Regulation (EC) No 450/2008. Therefore, the reporting formalities which are to be made available in and exchanged through SSN, as identified in the annex to the Directive, are:

· Notification for ships arriving in and departing from MS ports (Article 4 of Directive 2002/59/EC),

· Notification of dangerous or polluting goods carried on board (Article 13 of Directive 2002/59/EC),

· Notification of waste and residues (Article 6 of Directive 2000/59/EC),

· Notification of security information (Article 6 of Regulation (EC) No 725/2004).

Article 6(3) of the Directive also states that the digital format of the message to be used within national SSN systems shall be established in accordance with Article 22a of Directive 2002/59/EC.

The eMS group agreed on the business rules relating to the reporting formalities to which Article 6 of the Directive applies, these comprise:

· general maritime business rules,
· waste business rules, and
· security (ISPS) business rules.

The eMS group has also established a “data mapping and functionalities” sub-group in order to harmonise the data set of information to be provided via the National Single Window (NSW) for the implementation of the Directive. This includes the identification and definition of the data elements covered by the reporting formalities to which Article 6 of the Directive applies.
The central and national SSN systems will need to be adapted in order to deal with the requirements of Article 6 of the Directive, and it is expected that this will have an impact on both the IFCD document and the SSN mandatory documentation. Consequently, the SSN Sub-Group is required to determine the changes to the technical specifications for the SSN interface, so that the necessary amendments to SSN can be proposed prior to consideration and approval by the SSN Group and the HLSG. The eMS group will be kept informed of these developments. This process should be concluded by the end of 2013 in order that EMSA and the MSs can proceed with the technical implementation during 2014.
A summary of the business rules as elaborated by the relevant eMS sub-groups which relate to the exchange of the information from waste and security notifications through SSN are included in this document. 
The document also highlights improvements to the Hazmat information exchanged through SSN and quotes the related business rules from the General Maritime Business Rules.

2 Business requirements
2.1 Waste and Security information
Type of ships required to notify
Security:

In terms of Regulation (EC) No 725/2004 the following ships are required to report:

a)
Vessels falling under the Chapter XI-2 SOLAS Convention. These are ships engaged in international voyages (passenger ship regardless of tonnage, cargo ships ≥ 500 GT and mobile offshore drilling units);

b)
Class A passenger ships (as defined by Art. 4 of Directive 98/18/EC), engaged in domestic voyages; and 

c)
Other categories of ships, (as defined by Art.3.3 of Regulation (EC) No 725/2004), engaged in domestic services (hereinafter “other categories”).
Business Rule 1: The security notifications of the ships falling under type (a) above shall be provided for all calls in EU ports and exchanged through SSN. There is no need to submit the security notifications for ships engaged in domestic voyages (b, c) through the National SW, unless otherwise provided. The security messages will be exchanged between the MSs on request.
Waste:

Business Rule 1: The waste notification has to be provided by all ships under the scope of Article 6 of Directive 2000/59/EC: all ships with the exception of any warship, naval auxiliary or other ship owned/operated by a State, fishing vessel or recreational craft authorised to carry no more than 12 passengers.

Identification of ships
Waste Business Rule 2 and Security Business Rule 2:
The ship shall be identified in the following order: 

· IMO number

· MMSI number, if the ship does not have an IMO number

· call sign, if the ship does not have a MMSI number

· name, if the call sign is not provided in the notification

The exchange of information through SSN of ships which do not have an IMO or MMSI number cannot take place.
Voyage related information
Waste Business Rule 3 and Security Business Rule 3:
As the present systems in SSN, UN/LOCODEs should be used to identify the ports. Additional LOCODEs not identified in UNECE can be included as currently occurs in SSN as specific “SSN specific LOCODE”.
In the security message the IMO Port Facility Number (GISIS database) codes shall be used to identify the port-facilities.
The same time format currently implemented in SSN (ISO 8601UTC) should be used for the date/time fields.
Classification of the messages
Waste Business Rule 5 and Security Business Rule 4:
The waste and security information is of similar nature to the existing SSN information. Therefore there is no requirement to take additional security measures. Nevertheless, this information shall be considered as sensitive and shall be protected from unauthorised access or disclosure. Some parts include personal data and information that can be considered commercially sensitive, which shall be protected in compliance with the rules on personal data and by setting up appropriate access rights. 
Message Information

Security: 

Business Rule 2: All the information already provided once shall be reused; therefore the dangerous cargo manifest, the ship’s crew list and the ship’s passenger list (all these items are part of the ship pre-arrival message should not be required to attach to the security message), if already provided to the National SW.
Business Rule 6: Ship's agent is only one of the profiles of users authorised to provide the security information. The relevant field in the Security form for the details of the ship's agent have to be included in the security message.
Waste:

Business Rule 6: SGW&CR (Ship-Generated Waste and Cargo Residues) information is based on the Annex II of Directive 2000/59. The fields “Others (specify)”, “Other” and “(specify)” (occurring twice, first in relation to cargo associated waste and then, to cargo residues) included in the Annex II of the PRF Directive shall include optional dropdown menus in order to better identify and harmonise the possible values (types), keeping also the IMO form in mind. The dropdown menus are defined in Annex I.

Business Rule 7: The waste related fields should always be filled in even if there is no quantity to be reported. In this case, the quantity should be reported with the value “0”. 

The ship master is allowed to group optional fields under “Others” by using the ‘free text field’ option.
Statement of Responsibility
Waste:

Business Rule 8: Concerning the transmission of the waste notification to the competent MS authorities, the information on the “statement of responsibility” should not be exchanged through the SSN central system. The “statement” shall be confirmed on the electronic form of the data provider. It is assumed that the information provided is correct once he/she decides to send it and therefore there is no need to exchange it between MSs.

User Profiles

Waste Business Rule 10 and Security Business Rule 8:
General:

· The SSN NCA is responsible for providing the security and waste information to the central SafeSeaNet system.

· The management of the waste and security user’s credentials shall be made by the SSN NCA in cooperation with the competent authorities for maritime security and waste.
Security: 

· The “Competent Authority for maritime security”, as defined in Art. 2.7 of Regulation (EC) No 725/2004, shall be entitled to get access to the security-related information stored in the SSN. 

· There should be two Security profiles: at national level and local level. The Security profile at local level will be restricted to vessels departing from or bounding to their port. There will be no restriction to access security information at national level (access to all security messages). If a security user has additional SSN profiles, it shall be possible to combine the profiles in a single access.

· PSO-PFSO will have access to the security information through the National Single Window.
Waste:

· The “appropriate authorities or bodies for performing functions” under Directive 2000/59/EC, as mentioned in Article 12.b, shall be entitled to get access to the waste related information stored in the SSN. 

· The following roles have access to waste information:
	
	NCA
	CST
	POR
	WASTE
	PSC
	OTH
	ADMIN

	Waste data requesting
	X
	X
	X

[Port of call & Previous Port]
	X
	X
	X
	X


· There should be only one restriction associated to waste information management. This restriction will be applied, at local level, for Ports. Ports will have access only to the waste notification of ships bound to their port and, to the waste information submitted to the previous port of call by the same ships. There will be no restriction to access waste information for the other existing SSN profiles (access to all waste notifications).

· If existing SSN users are granted access to waste information (e.g. Port which receives also rights to send and request Waste), it shall be possible to extend their access rights in accordance to allow flexibility to each Member State to reflect their implementation at national level.
If a waste user has only waste access rights (for sending and/or requesting), the waste role shall be used.
· The landlocked Member States should have access to the waste notifications of the ships flying their flag. (Waste Business Rule 13)
Data Providing and Distribution Process
Waste Business Rule 11 and Security Business Rule 9:
· The communication between the national SSN applications and the central SSN will be based in XML. 

· The waste and security notification shall be part of the pre-arrival notification already set in SSN - except in cases where the ship does not have an IMO or MMSI number – mainly waste message for small ships and recreational craft.
· Common data quality checking rules shall be applied in all systems that are linked. This is of particular importance to the SW system (national or port) that is the entry point for all the information. However, the information shall always be accepted at central level, even if some parts needs to be checked/corrected before being submitted to SSN. Technically correct waste and security notifications shall not be rejected by SSN central system because of business rules related to other messages (Hazmat etc…).

•
Updates on previously provided information may be accepted at SSN central level only to correct some parts of the information regarding the pre-arrival (e.g. estimated quantities of waste and cargo residues, ETA, ETD, etc.) until the arrival of the vessel (ATA). At national level, the updates can be limited, depending on each national implementation. The cancelation of the full ship call shall be foreseen. It is essential for the system to link the whole information flow to a single ship call.

· The notifications exchanged by central SSN system should always be accessible on       request to the national SSN system holding the detailed information. 
Information Exchange
Security: 

· Business Rule 3: The possibility of re-using information already existing in SSN (to automatically pre-fill the previous ports) shall be considered by the SSN technical experts.

· Business Rule 11: The data processing at central level should facilitate the exchange of information. The SSN group should consider to what extend functionalities may be developed to make use of the security information among MSs.

Waste:

Business Rule 12: The waste notification exchanged by central SSN system should always be accessible on request to the national SSN system holding the detailed information.
General Maritime:

Business Rule 14: The current SSN implementation model (data stored nationally) will be maintained with the exception of the static data and data that can be re-used when the appropriate database would be created at central level.
eMS 7 meeting:

The current SSN approach (detailed data is stored at national level) will be maintained with the exception of the static data if the appropriate central database is created, and of data that can be re-used. 
Exemptions
Security:

Business Rule 3: The management of exemptions must be established in compliance with Art. 7 of Regulation (EC) No 725/2004. Member States shall draw up a list of companies and ships granted exemption under this Article, and shall update that list. They shall communicate the list and updates thereof to the Commission and any Member State concerned. The lists of exempted companies and ships shall be kept in each national SSN and in the central SSN. The central SSN will provide upon request, the contact details of the authority granting the exemption and the lists of exempted companies and ships to the concerned State
The distribution of the information on granted exemptions for security notifications could be done either by submitting the exemption information according to an agreed template directly to central SSN system or by including in the national system the scheduled services and generating automatic notifications according to the schedule. Both solutions are accepted, provided that the information on exemptions is available in the National SW and through SafeSeaNet to other MS on request.
Waste:
The eMS has decided that in view of present text of Directive 2000/59/EC the introduction of exemptions from waste notifications must only take place once the directive and the resulting operational requirements have been revised.
Data Storage
Waste Business Rule 14 and Security Business Rule 12:
To maintain coherence with SSN, the same data storage requirements shall be applicable:
•
Online: 2 months minimum;

•
Offline: 5 years minimum.
 Data Availability
Waste Business Rule 15 and Security Business Rule 13:
The system shall maintain the same availability requirements as SSN: minimum of 99% over a period of one year, with the maximum permissible period of interruption being 12h.
Personal Data Protection
Waste Business Rule 16 and Security Business Rule 14:
The protection of personal data at national level shall be in line with national legislation for data protection and with Directive 95/46/EC.The protection of personal data at central level shall be in line with Regulation (EC) No 45/2001 on protection of data by the Community Institutions and bodies.

NCAs have to verify the compliance of the measures implemented for the protection of personal data in their national SafeSeaNet with the EU and their national legislations.
EMSA has to verify the compliance of the measures implemented for the protection of personal data in the central SafeSeaNet with the EU legislation.
2.2 Improvement of the Hazmat information exchanged through SSN
Identification of Dangerous and Polluting Goods

Article 4.2 and Article 13 of Directive 2002/59/EC require any “ship, irrespective of its size, carrying dangerous or polluting goods (…) to notify the information indicated in Annex I(3)”.

The dangerous or polluting goods (DPG) are defined in Article 2 of Directive 2002/59/EC:

· (g) Dangerous goods:

· goods classified in the IMDG Code,

· dangerous liquid substances listed in Chapter 17 of the IBC Code,

· liquefied gases listed in Chapter 19 of the IGC Code,

· solids referred to in Appendix B of the BC (new IMSBC) Code.

Also included are goods for the carriage of which appropriate preconditions have been laid down in accordance with paragraph 1.1.3 of the IBC Code or paragraph 1.1.6 of the IGC Code.

· (h) Polluting goods:

· oils as defined in Annex I to the MARPOL Convention,

· noxious liquid substances as defined in Annex II to the MARPOL Convention,

· harmful substances as defined in Annex III to the MARPOL Convention.
The SSN Group and ESPO (SSN 12/7/3) had already suggested that the current technical implementation of the HAZMAT XML message needs improvements because the XML message structure does not allow to properly identify Hazmat products carried in bulk in accordance with the relative code.
The General Maritime Sub-group, under the eMS, had considered this issue and developed Business Rule 9 which states as follows: 
The textual reference of the DPG is:

· “proper shipping name” for goods under IMDG Code, completed with the technical name where appropriate;

· “product name” for goods under IBC Code and IGC Code;

· “bulk cargo shipping name” for goods under IMSBC Code; and,

· “name of oil” for goods under Annex I to the MARPOL Convention.
Additional Data Elements
The General Maritime business rules include a comparison of the data elements in the Hazmat notification and IMO FAL Form 7 (Dangerous Goods Manifest). 
The GM sub-group considered the possibility to incorporate additional data elements from FAL form 7 in the NSW and to exchange these data elements through SSN. Since there is no EU legal obligation to report this information it is recommended that they are included as optional fields. The additional data elements are the following:
· Booking/Reference Number
· Number and kind of packages

· Packing group

· Subsidiary risk(s)

· Flashpoint (in °C)

· Marine Pollutant
· EmS number

3 Functional requirements

Unless otherwise indicated, the functional requirements apply to the overall SSN system, encompassing the National Systems and the Central Systems.

3.1 Mandatory system functionalities

The information that SSN (including the Central System and National Systems) will support the exchange of, as in IFCD chapter 2.3 – Mandatory system functionalities, is clarified as follows:
· Security information: security information regarding ships bounding EU ports as required by Article 6 of Regulation (EC) 725/2004, and taking into account the provisions on exemptions according to Article 7 of the Regulation.
· Waste and cargo residues information: information on ship-generated waste and cargo residues regarding ships bounding EU ports as required by Article 6 of Directive 2000/59/EC and taking into account the provisions on exemptions according to Article 9 of the Directive.

3.2 Additional system functionalities
The following additional functionality is added to IFCD article 2.4 – Additional system functionalities:
· Security exemptions: list of companies and ships granted exemption under Article 7 of Regulation (EC) No 725/2004.
3.3 Definition of roles

The following roles are added to the list of roles supported by the overall SSN encompassing the Central System and National Systems in the IFCD chapter 3.3 – Definition of roles:

· National Security Authority (SECURITY): the “Competent Authority for maritime security”, as defined in Art. 2.7 of Regulation (EC) No 725/2004, which responsibility is of national scope.

· Local Security Authority (SECURITY local): the “Competent Authority for maritime security”, as defined in Art. 2.7 of Regulation (EC) No 725/2004, which responsibility is of local scope, limited to one or several ports.

· National Waste Authority (WASTE): The “appropriate authorities or bodies for performing functions” under Directive 2000/59/EC, as mentioned in Article 12.b, which responsibility is of national scope.
· Local Waste authority (WASTE local): The “appropriate authorities or bodies for performing functions” under Directive 2000/59/EC, as mentioned in Article 12.b, which responsibility is of local scope, limited to one or several ports.
· Single Window Authority (SINGLE WINDOW): the competent authority or the competent body designated by a Member State to implement the provisions of the Directive 2010/65/EU, in particular, with the responsibility for overseeing the setting up and operation of the NSW as envisaged for the purposes of Directive.
3.4 Maximum access rights per role

As in SSN version 2, controls are applied to SSN users regarding access rights to the functionalities offered by the overall SSN encompassing the Central System and National Systems. Access rights to users at national level are applied by and under the responsibility of the NCA.

The access rights matrix of IFCD chapter 3.4 – Maximum access rights per role – will be modified to include the new functionalities and roles:
Data providing:

· Information from reporting formalities as well as on Port call information (arrival, departures and 72h pre-arrival) is provided to SSN (to the National SSN System and then to the Central SSN System) by the Single Window.

· Security exemptions are provided by the NCA or the security authorities (national or local).

Data requesting:

· The following roles have access to waste information: NCA, CST, POR, WASTE, PSC, OTH, ADMIN. There should be only one restriction associated to waste information management. This restriction will be applied, at local level, for Ports. Ports will have access only to the waste notification of ships bound to their port and, to the waste information submitted to the previous port of call by the same ships. There will be no restriction to access waste information for the other existing SSN profiles (access to all waste notifications).

· The landlocked Member States should have access to the waste notifications of the ships flying their flag.
· There will be no restriction to access security information at national level (access to all security messages). 
3.5 Functionalities provided by the Central SSN System

PortPlus message

Description:

The PortPlus message is used by a Member State (acting as Data Provider) to report to the Central SafeSeaNet system information related to a ship call in one of its ports, as received according the following notifications and reporting formalities:
· Notification for ships eligible to port State control expanded inspection arriving in MS ports (Article 9 of Directive 2009/16/EC),

· Notification for ships arriving in and departing from MS ports (Article 4 of Directive 2002/59/EC),

· Notification of dangerous or polluting goods carried on board (Article 13 of Directive 2002/59/EC),

· [New] Notification of waste and residues (Article 6 of Directive 2000/59/EC),

· [New] Notification of security information (Article 6 of Regulation (EC) No 725/2004),
· Information on the actual time of arrival and the actual time of departure of ships in MS ports (article 24 of Directive 2009/16/EC),
· [New] FAL form 7 (optional).
PortPlus messages are provided to the Central SSN System through the SSN System Interface. It is not possible to report PortPlus messages through the SSN Web Interface.
Business rules:
· Enforcement of access rights regarding provision of information is done by and under the responsibility of the NCA. 

· A user can only send PortPlus messages regarding calls of ships in the ports that he covers. 
· [New] A PortPlus message is sent each time information from the notifications and reporting formalities is received by the National SSN System.
· The information from the notifications and reporting formalities to be exchanged through SSN is identified in annex II in the form of data elements. 

· Information from the Notification of dangerous or polluting goods carried on board (Article 13 of Directive 2002/59/EC) provided before arrival and before departure are differentiated when provided to the Central SSN System.
· The PortPlus message contains limited information; the remaining information is made available on request by the National SSN System (i.e. details regarding hazmat, security and waste).
· A PortPlus message can be sent to cancel or update another PortPlus message.

·  [New] Data elements are reported per groups. The PortPlus message may contain one or several groups of data elements. Groups can be reported in distinct PortPlus messages for the same ship call. This applies also to updates (there is no need to repeat information already provided in previous messages, but this is permitted). 
· The source of the information should be indicated. Identification of the source is left to the responsibility of the NCA. It is recommended to use the SSN user ID as registered in Central SSN.
· SSN Central does not control the timeliness of information provided. SSN Central does not reject information which is provided late. But SSN Central may apply controls (and therefore rejections) regarding information provided too early. This is for instance ATA provided before the arrival time, ATD provided before the departure time, information provided more than one year before the ETA. 

· All PortPlus messages for a ship port call must be associated to an identifier of the ship call (ShipCallID of the SSN V2 PortPlus message). The identifier is defined by the NCA. The NCA guarantees that the identifier is unique for all calls in the ports of the MS.

· Cancellation of a ship call can be reported (through a PortPlus message) until an arrival notification is provided. When receiving a cancellation PortPlus message, Central SSN discards all PortPlus messages previously received for the same ship call (i.e. SSN will not process the information any further).
· The PortPlus message does not support the deletion of a ship call. In the situation where a ship call needs to be deleted (when wrong information has been provided by mistake and cannot be corrected by a PortPlus message), a request must be sent to the EMSA MSS.
· [New] A PortPlus message must at least provide: the identification of the ship, the identification of the port of call, and the unique identifier of the ship call (ShipCallID). 

· Ship is identified by either the IMO number or the MMSI number.

· The identification of the ship must be equal in all PortPlus messages related to the same ship call (i.e. the combination [Ship / ShipCallID] cannot change).
· The identification of the port of call in all PortPlus messages related to the same ship call can be changed as long as it remains within subsidiary locations of the same port. 
· At reception of a PortPlus message, the Central SSN system controls if it complies with the structure, format and values rules. If one control fails, the whole message is rejected. Acceptance and rejections are indicated in the receipt message, as well as details of rejected elements.

· [New] The Central SSN system consolidates the information received through the PortPlus messages related to the same ship call. Consolidation is based on the ship call identifier (ShipCallID). All PortPlus messages received with the same ship call identifier are merged. All information received from a message overwrites the information previously received. Data elements not provided in a message do not delete the corresponding data elements previously received (there is no need to repeat information already provided in previous messages).
Information supported by the message:
See annex II.

Request for information on port calls
Description:

Users may request the information from notifications and reporting formalities applied to ships arriving and departing from the port of the MS to the Central SSN system.
[Note: business rules applied in each query to be completed]
Queries regarding a ship

· Relevant information regarding a ship, with possibility to request details for each notification type (Hazmat, Waste, Security),

· Parameters: ship identification (IMO or MMSI number), types of details requested

[Note: replacement of existing ShipCall query “GetActiveHazmatForSelectedShip”]
[Note: information is obtained though correlation of different sources. Traceability and integrity may therefore be limited]

· Next expected call of a ship, with possibility to request details for each notification type, 
· Parameters: ship identification (IMO or MMSI number), types of details requested

[Note: based on existing ShipCall query “ExpectedCallOfSelectedShip”]
· Most recent arrival of a ship, with possibility to request details for each notification type,

· Parameters: ship identification (IMO or MMSI number), types of details requested

[Note: based on existing ShipCall query “MostRecentArrivalOfSelectedShip”]
· Most recent departure of a ship, with possibility to request details for each notification type,

· Parameters: ship identification (IMO or MMSI number), types of details requested

[Note: based on existing ShipCall query “MostRecentDepartureOfSelectedShip”]
· List of last port calls of a ship

· Parameters: ship identification (IMO or MMSI number)
· Optional parameters: number of calls, from date and time, to date and time

[Note: based on existing ShipCall query “RecentAndCurrentShipCallsOfSelectedShip”]
· List of expected port calls of a ship

· Parameters: ship identification (IMO or MMSI number)

· Optional parameters: number of calls, from date and time, to date and time

[Note: based on existing ShipCall query “ListExpectedCAllsOfSelectedShip”]
Queries regarding a port

· Specific port call, with possibility to request details for each notification type,

· Parameters: ship call identification (ShipCallID), types of details requested

[Note: new query]
· List of ships currently in a port

· Parameters: port identification (LOCODE)

[Note: new query]
· List of expected calls in a port

· Parameters: port identification (LOCODE)

· Optional parameters: number of calls, from date and time, to date and time

[Note: based on existing ShipCall query “ExpectedShipCallsAtEUPort”]
· List of last arrivals in a port

· Parameters: port identification (LOCODE)

· Optional parameters: number of calls, from date and time, to date and time

[Note: based on existing ShipCall query “CurrentShipCallsAtEUPort”]
· List of last departures from a port

· Parameters: port identification (LOCODE)

· Optional parameters: number of calls, from date and time, to date and time

[Note: based on existing ShipCall query “CompletedShipCallsAtEUPort”]
Advanced queries

To be defined, from existing queries “LatestRegisteredShipCallDataOfSelectedShip”, “LatestCallUpdates”, “LatestCallInfoAtSpecificPort”.

The following existing query is discontinued: “ShipCallRegisteredBySSNYesterday”.
Business rules
· A user can retrieve information depending on his access rights.

· When requests are sent through the SSN System Interface, enforcement of access rights to information is done by and under the responsibility of the NCA. The source of the request should be indicated. Identification of the source is left to the responsibility of the NCA. It is recommended use the SSN user ID as registered in Central SSN.
· When requests are sent through the SSN Web Interface, enforcement of access rights to information is done by Central SSN (based on user access rights defined in SSN Central by the NCA Admin and SSN Admin). The source of the request is identified by the SSN user ID. 
· Traceability: Central SSN indicates the source and the latest update date of the data in the results of the query. 
· Integrity: SSN Central ensures that the information is authentic: results provided are information from PortPlus messages which were not modified, unless by the NCA covering the port of call. 

· When details from notifications are requested and SSN Central holds information that the ship is exempted from providing such notification (taking into account the type of notification, the period of time of the exemption and the identification of the ship), SSN Central indicates in the result the information it holds regarding the exemption.

Notification of security exemptions

Description
A Member State reports to the Central SSN system the details regarding the exemption, given to a ship, from the provision of security information prior to entry into a port (hereunder “security exemption”). 

The information is provided either in the form of a notification message to the Central SSN system through the SSN system interface or through the SSN Web interface.
[Note: this is a new functionality]

Business rules

· The information on security exemptions is provided by the NCA, the NCA Administrator, the National Security Authority, or the Local Security Authority.
· The security exemption applies to a single ship.

· The ship is identified by the IMO number or the MMSI number.
· A ship may be subject to one or several security exemptions.

· A security exemption may be modified or cancelled.
· A security exemption is associated to an identifier. When the message is provided through the SSN System interface, the identifier is defined by the NCA and the NCA guarantees that the identifier is unique within the MS. When the message is provided through the Web Interface, the Central SSN defines the identifier.
· At reception of the notification message, the Central SSN system controls if it complies with the structure, format and values rules. If one control fails, the whole message is rejected. Acceptance and rejections are indicated in the receipt message.
· When receiving a notification message for an already existing security exemption (same identifier), SSN Central replaces the previous exemption information with the information received in the new notification message.

· The notification message can be used to cancel a security exemption.
Information supported by the message
:
· Ship identification: IMO number, MMSI number

· Operator/shipowner: free text
· Route: list of LoCodes
· Period of time: date from, date to
· Authority granting the exemption for the port concerned: Country, authority type, Name of authority
· Contact for ensuring a reply upon request 24/7: Name, LoCode, Phone, Fax, Email

[Note: alignment of the current implementation for the hazmat and pre-arrival notification exemptions may be considered]

Request for information on security exemption

[To be completed]
3.6 Discontinuation of MS2SSN_Security_Not message

The MS2SSN_Security_Not message, becomes redundant with the exchange of Security information through the PortPlus message. It is therefore removed from the SSN XML reference guide. 
The same applies to the following messages:

· MS2SSN_Security_Req

· SSN2MS_Security_Req

· MS2SSN_Security_Res

· SSN2MS_Security_Res

Annex I - Definition of the fields “Others (specify)”

Dropdown Menus

	9. Type and amount of waste and residues to be delivered and/or remaining on board, and percentage of maximum storage capacity: 

	 
	Drop-down menus

	1.WASTE OILS
	 

	1.1 Sludge
	 

	1.2 Bilge water
	 

	1.3 Others - specify: choose from below:
	1.3.1 Used engine oil

	(except: cargo residues)
	1.3.2 Other: specify in free text field: (…..)

	2. GARBAGE
	 

	2.1 Food waste 
	 

	2.2 Plastic
(except: cargo residues)
	 

	2.3 Other - choose from below:
	2.3.1 International catering waste

	(except: cargo residues)
	2.3.2 Paper products

	 
	2.3.3 Rags

	 
	2.3.4 Glass

	 
	2.3.5 Metal

	 
	2.3.6 Bottles

	 
	2.3.7 Crockery

	 
	2.3.8 Incinerator ashes and clinkers

	 
	2.3.9 Animal carcasses

	 
	2.3.10 Special items (e.g. medical waste, oily rags, paint, cans, dated pyrotechnics, batteries, print cartridges,  etc.): specify in free text field: (…..)

	 
	2.3.11 Cooking oil 

	 
	2.3.12 Deck and external surfaces wash water containing cleaning agents or additives harmful to the marine environment

	 
	2.3.13 Other, specify in free text field: (…..)

	3. SEWAGE
	 

	4. CARGO ASSOCIATED WASTE: specify in free text field: (…..)
(may be estimates) 
	 

	4.1 Marpol Annex V: choose from below
	4.1.1 Dunnage, lining or packing material

	 
	4.1.2 Other, specify in free text field: (…..)


	5. CARGO RESIDUES: specify in free text field: (….) (may be estimates)
	 

	5.1 Marpol Annex I: choose from below
	5.1.1 Oily tank washings

	 
	5.1.2 Oily (dirty) ballast water

	 
	5.1.3 Scale and sludge from tank cleaning

	 
	5.1.4 Other, specify in free text field: (…..)

	5.2 Marpol Annex II: choose from below
	5.2.1 Washing waters containing noxious cargo residues: specify in free text field using MARPOL Annex II category X, Y, Z, OS: (……)

	 
	5.2.2 Ballast water containing noxious cargo residues: specify in free text field using MARPOL Annex II category X, Y, Z, OS: (…..)

	 
	5.2.3 Other, specify in free text field by using MARPOL Annex II category X, Y, Z, OS: (…..)

	5.3 Marpol Annex V: choose from below
	5.3.1 Cargo hold washing water containing residues and or cleaning agents or additives harmful to the marine environment: specify in free text field: (…..)

	 
	5.3.2 Cargo hold washing water containing residues and or cleaning agents or additives NOT harmful to the marine environment: specify in free text field: (…..)

	 
	5.3.3 Dry cargo residues harmful to the marine environment: specify in free text field: (…..)

	 
	5.3.4 Dry cargo residues NOT harmful to the marine environment: specify in free text field: (…..)

	 
	5.3.5 Other, specify in free text field: (…..)


Annex II – Data elements
See XLS file “SSN subgroup SSN interface - functional specifications-v1.0-Annex II”
� See MARSEC document 4107 « Exemptions from the provision of security information prior to entry into a port” for reference





