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New IAM

Applies harmonised configuration of user accounts for all 

EMSA applications

• User credentials

• User information: names, contact details

• User’s country (from CCD)

• User’s organisation (from COD, replace SSN Authorities)

• One or several Profiles (May cover one of several applications)

• One or several Operations (not for SSN and LRIT)

A user is given all the access rights of his/her profiles

System user accounts will replace SSN authorities
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Access right policies

Option 1 profiles

SSN NCA

National SSN System

National SSN Admin

Maritime authority

Non VTMIS authority

Port

Port system
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Option 2 profiles

SSN NCA

National SSN System

National SSN Admin

Mar Auth - View SSN info (all notifications)

Mar Auth - Provide MRS

Mar Auth - Provide IR

Mar Auth - View Hazmat (details)

Mar Auth - View Security (details)

Mar Auth - View Waste (details)

Mar Auth - View Bunkers (details)

Mar Auth - View MRS (details)

Mar Auth - View IR (details)

Port

Port – Provide IR

Port – View Security (details)

Port – View Waste (details)

Port system



Schedule

New IAM release 22 October

• Replicates current users’ configurations

• No impact apart from users’ organisations

New access right policies 

• To be introduced beginning of 2019 - SSN v4.2

• Whole user configuration will be done in IAM and COD

• All features related to user accounts and authorities 

configuration will be removed from SSN

• User accounts will be migrated with NCAs support
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Simplification of User ID naming

convention

Current user ID naming convention

• Requires MSS checks

• Introduced duplication of accounts

Objective: Users to have unique accounts. Promote 

integrated services

• Give more flexibility to User IDs

• Discontinue MSS checks

• Naming convention used by IAM to suggest User ID

• Basic rules are kept (7 char min, 25 char max)
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Action required

• Choose one of the options for user profiles

• Approve the proposal regarding the simplification of the 

User ID naming convention 
Note: To be assessed with other EMSA user communities

7



twitter.com/emsa_lisbon

facebook.com/emsa.lisbon

emsa.europa.eu


