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I.
Legal Framework

EU and IMO Legislation
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Legal Framework
Regulation (EC) 725/2004

Recital …
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Legal Framework
Regulation (EC) 725/2004



6

ISPS A/1.2

“1.2 Objectives:

The objectives of this Code are: (…)

.1 to establish an international framework involving co-operation

between Contracting Governments, Government agencies, local

administrations and the shipping and port industries to detect

security threats and take preventive measures against security

incidents (…);

.2 to establish the respective roles and responsibilities of the

Contracting Governments, Government agencies, local

administrations and the shipping and port industries, at the national

and international level, for ensuring maritime security;

(… )”

Legal Framework
ISPS Code
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Legal Framework
Regulation (EC) 725/2004
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Legal Framework
SOLAS regulation XI-2/9

https://portal.emsa.europa.eu/srcweb/default.jsp
Regulation I/19
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“…every ship”?
Who has to comply with the

ISPS Code?

Legal Framework
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 Application:

 passenger ships, including high-speed passenger

craft;

 cargo ships, including high-speed craft, of 500 gross

tonnage and upwards; and

 mobile offshore drilling units

 the port facilities serving such ships

Legal Framework
SOLAS Chapter XI-2/2 and ISPS A/3
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II.
Contracting Governments

Roles & Responsibilities



12

Security checks in Member State ports
Article 8 (1) Regulation 725/2004

Certificate verification …
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PSCO

?????

What happen, when an officer has

clear grounds

for believing that a ship is not in compliance with

SOLAS and the ISPS Code?

Security checks in Member State ports
Article 8 (2) – Certificate verification

Article 2(5), Directive 95/21/EC
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Where the officer conducting

the certificate verification has

clear grounds, and does not

belong to an authority

responsible for carrying out

maritime security of the

SOLAS Convention, s/he

shall immediately refer the

matter to the said authority –

the specialist
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DAO

PSCO

?????

What happen, when an officer has

clear grounds

for believing that a ship is not in compliance with

SOLAS and the ISPS Code?

Security checks in Member State ports
Article 8 (2) – Certificate verification

Article 2(5), Directive 95/21/EC

Article 2(7), Reg 725/2004
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Security checks in Member State ports
Duly Authorised Officers

And who are these officers from the “…said authority”?

Duly Authorised Officers (DAO), means an official of the

Contracting Government duly authorised by that Government to

carry out control and compliance measures in accordance with

SOLAS regulation XI-2/9.
(MSC/Circ. 1191 (30.05.2006), MSC/Circ. 1133 (14.12.2004), MSC/Circ. 1111 (07.06.2004)
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During interactions with DAOs, ships’ masters and

their SSOs should be able to:

• communicate in English; and

• verify the identity of DAOs intending

to board their ship.

Security checks in Member State ports
Duly Authorised Officers
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Security checks in Member State ports
Duly Authorised Officers

Regulation (EC) No.725/2004, Article 3(5)
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CONTROL AND COMPLIANCE MEASURES SOLAS
regulation XI-2/9

• Control of ships in port [ 9.1]

• Control of ships intending to enter the port [9.2]

Security checks in Member State ports
Art.8 Reg. and SOLAS regulation 9
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Security checks in Member State ports
Art.8 Reg. and SOLAS regulation 9

Control and Compliance Measures
Main elements of control:

1. To require ships to provide security related information prior to

entering port

2. To inspect ships intending to enter into port…

in which circumstances ? …

…when there are clear grounds – within the territorial sea

3. To refuse to allow a ship to enter port or to expel a ship from port
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If clear grounds are identified …

… or no valid certificate is produced…

… Duly Authorised Officers

shall impose

any one or more control measures in relation to that ship.

Security checks in Member State ports
Art.8 Reg. and SOLAS regulation XI-2/9.1.2
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Ships intending to enter a port
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Ships intending to enter a port of
another Contracting Government

SOLAS XI-2 Regulation 9, parag 2.1

“… a Contracting Government may require

that ships intending to enter its ports

provide the following information to officers

duly authorized by that Government to

ensure compliance with this chapter prior to

entry into port with the aim of avoiding the

need to impose control measures or steps:”

“…The competent authority for maritime

security of that Member State shall require

that information referred to in paragraph 2.1

of regulation 9 (Ships intending to enter a port

of another Contracting Government) of the

special measures to enhance maritime

security of the SOLAS Convention be

provided. The said authority shall analyse,

as far as necessary, the information

provided for in paragraph 2 of that SOLAS

regulation”

Provision of security information prior to
entry into a port of a Member State

Reg. 725/2004 Article 6

Provision of security information
Art.6 Reg. and SOLAS regulation XI-2/9.2.1
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A ship declares its intention to enter a port, giving 24 hour notice (either through

SafeSeaNet and/or via ship’s agent)

Who the recipients of the notification?

PFSO …?

Port Authority …?

Call centre port...?

Harbour Master Office...?

Provision of security information
Art.6 Reg. and SOLAS regulation XI-2/9.2.1
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Ship’s pre arrival notification [Art. 6(2) Reg.]:
 Minimum 24 hours in advance

 At the latest at the time the ship leaves the previous port, if voyage is <24hours

 Port of call is not known

Information required [SOLAS XI-2/9.2.1]
 Valid ISSC

 Current SL

 Special or additional security measures in the last 10 ports of call

 Ship security procedures were maintained during any ship-to-ship activity

 SL at previous 10 ports of call where it conducted ship/port interface

 Other …?

Provision of security information
Art.6 Regulation
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Article 7 Exemption from the provision of security
information

Regulation (EC) No. 725/2004

Art. 7(1). Exemption :

(a) The company keeps and updates a list of the ships,

(b) for each voyage (…) is kept available for the competent authority for

maritime security upon request (…) 24 hours a day and without delay

Art. 7(2). Between two or more Member States, any of the MS’s may request
of the other Member States

Art. 7(3). Member States shall periodic check the conditions

Art. 7(4). Member States shall draw up a list of companies and ships (…)
communicate to Commission and Member State concerned

Provision of security information
Art.7 Regulation - Exemptions
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Provision of security information
SafeSeaNet

Directive 2010/65 Ship reporting Formalities in SSN
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Experience to date:
 Recipients:
 Harbour master offices

 PFSO offices

 MRCC centre

 …

 Administrations have established standing requirements on:
 The information provided;

 Forms

 Time period required for submission

 The information analysed

Provision of security information
Art.6 Reg. and SOLAS regulation 9.2.1
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What decision …?

 If no valid ISSC?

 If no records of information SOLAS paragraph 2.1 for the
last 10 calls at port facilities?

 If no records of the LOCODE of the port facilities the ship
called?

 Who to call?

 Who should be notified?

Provision of security information
Art.6 Reg. and SOLAS regulation 9.2.1
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Control and Compliance Measures
SOLAS regulation XI-2/9 – Ships intending to enter port

Analysis of the
security-related

information

Clear
Grounds ?

1. The ship has serious security
deficiencies

2. Receipt of a reliable report or
complaint

3. Evidence or reliable information that
the ship had:

a. ship/port interface – which did
not comply with MARSEC
measures

b. ship-to-ship activity – which did
not comply with MARSEC
measures

4. The ship holds a sequentially issued
Interim ISSC

5. Failure of the ship to provide all
security-related information

NO

No further
action needed.

YES…
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Control and Compliance Measures
SOLAS regulation XI-2/9 - Ships intending to enter port

Ship is not compliant with the Maritime Security Measures (e.g.
without a valid ISSC)…
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Control and Compliance Measures
SOLAS regulation XI-2/9.2.5 - Ships intending to enter port

The DAO could:

1. Request the ship to rectify the non-compliance;

2. Require the ship to proceed to a location specified;

3. Inspect the ship if in the territorial sea or intends to

enter;

4. Denial of entry into port.
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Ships in port
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Security checks in Member State ports
SOLAS regulation XI-2/9.1.3 - Control in port
(EXAMPLE)

Pre-boarding
preparation

Certificate verification/ check security level / evidence
of security drills / SSO / records of last 10 PFs /
Communication between crew members ….

YES… Clear Grounds
established …

More detailed
Inspection

Deficiencies
?

THETIS EU report
– No security
deficiencies

NO

YES…

Detainable
deficiencies?

YES…
Flag State informed
RSO informed (if applicable)

NO response….
Ship

Detained

FS/ship
response

acceptable

THETIS EU report
– security related

deficiencies
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…such control measures are:

 Inspection of the ship …

 Delaying the ship…

Security checks in Member State ports
SOLAS regulation XI-2/9.1.3 - Control in port
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 Detention …

 Restrict operations…

…including movement within
the port…

Security checks in Member State ports
SOLAS regulation XI-2/9.1.3 - Control in port
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 Expulsion of the ship from port …

 …additionally or alternatively … other lesser
administrative or corrective measures.

Security checks in Member State ports
SOLAS regulation XI-2/9.1.3 - Control in port
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1. Evidence - ISSC or the Interim ISSC that it is not valid or it has expired (ISPS Code

paragraph B/4.33.1);

2. Evidence or reliable information - serious deficiencies exist in the security equipment,

documentation or arrangements (ISPS Code paragraph B/4.33.2);

3. A report or complaint which containing reliable information clearly indicating that the ship

does not comply with the requirements (ISPS Code paragraph B/4.33.3);

4. Evidence or observation gained by a duly authorised officer using professional judgment

that the master or ship’s personnel are not familiar with essential shipboard security

procedures or cannot carry out drills related to the security of the ship or that such

procedures or drills have not been carried out (ISPS Code paragraph B/4.33.4);

5. Evidence or observation gained by the duly authorised officer using professional

judgment that key members of the ship’s personnel are not able to establish proper

communication with any other key members of ship’s personnel with security

responsibilities on board the ship (ISPS Code paragraph B/4.33.5);

EXAMPLES of Clear Grounds (ISPS B/4.33):

Security checks in Member State ports
Art.8 Reg. and SOLAS regulation 9
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6. Evidence or reliable information that the ship has embarked persons, or loaded stores

or goods at a port facility or from another ship where either the port facility or the other

ship is in violation of chapter XI-2 or part A of the ISPS Code, and the ship in question has

not completed a Declaration of Security, nor taken appropriate, special or additional

security measures or has not maintained appropriate ship security procedures (ISPS

Code paragraph B/4.33.6);

7. Evidence or reliable information that the ship has embarked persons, or loaded stores

or goods at a port facility or from another source (e.g., another ship or helicopter transfer)

where either the port facility or the other source is not required to comply with chapter XI-2

or part A of the ISPS Code, and the ship has not taken appropriate, special or additional

security measures or has not maintained appropriate security procedures (ISPS Code

paragraph B/4.33.7); and

8. If the ship holds a subsequent, consecutively issued Interim ISSC as described in

section A/19.4 of the ISPS Code (…)

Clear Grounds (cont.):

Security checks in Member State ports
Art.8 Reg. and SOLAS regulation 9
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Security checks in Member State ports
Art.8 Reg. and SOLAS regulation 9

If the DAO considers that the ship is not in conformity with the requirements of the

MARSEC measures, parts of the SSP may be inspected.

Areas of Plan which may be inspected with the consent of the CG of ship or Master of ship

…



41

Security checks in Member State ports
Art.8 Reg. and SOLAS regulation 9

Confidential information that cannot be subjected to inspection unless agreed by the CG …

Areas of Plan which may be inspected ONLY with consent of CG of ship…
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At the end of an inspection , the duly

authorized officer should ensure that

the ship’s master or SSO is

provided with a report giving the

results of the inspection … Example

[MSC/Circ.1111, 7 June 2004]
Appendix 2 - RESOLUTION MSC.159(78) (adopted on 21 May 2004)
Interim  Guidance on Control and Compliance measures to  Enhance Maritime Security

Control and Compliance Measures
SOLAS regulation XI-2/9 - Ships intending to enter port
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III. Training
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Training
Duly Authorised Officers

DAOs are recommended to …

a.Be knowledgeable with shipboard operations;

b.Be able to communicate in English – Master / SSO;

c. Receive training for the control functions;

d.Receive training on safety for boarding ships;

e.Be issued with ID card
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 Inspectors are adequately qualified and have appropriate level of knowledge
- approved training curriculum

 Example of possible topics:
 International maritime security framework

 National Legislative policy & framework

 Knowledge on major security incidents

 Knowledge of the maritime industry

 Responsibilities of the national Authority – MarSec

 Responsibilities of the inspectors

 Code of Conduct

 Authority’s oversight program

 Auditing techniques

 Guidelines/procedures/instructions on how to participate in drills and exercises

 Guidelines/procedures/instructions on how to enforce sanction system

 …

Contracting Governments
Government Officials – Training & Qualification
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Training
Duly Authorised Officers
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Coordination Mechanisms:
• Many possible Committee structures (Military forces, national Police, Intelligence, …);

• Maintain effective link between Administration and industry - consultation with all major
stakeholders in the port and shipping;

• Co-ordination at the national and ship-port levels;

• Identify security threats and vulnerabilities;

• Establish security priorities;

• Planning, coordinating and evaluating security initiatives;

• Developing or contributing to a National Maritime Security Framework or Strategy;

• Developing or contributing to government policy statements on maritime security;

• Developing coordinated positions on meeting international obligations; and

• Addressing jurisdictional issues involving member organisations.

Contracting Governments
National Maritime Security Committee



48

IV. SANCTIONS



49

“Member States shall ensure that effective, proportionate

and dissuasive sanctions for breaching the provisions of

this Regulation are introduced”.

Article 14 of Regulation (EC) No.725/2004

SANCTIONS
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It is an enforcement action carried out exclusively by

officials of the Administration, with the purpose of control

which may result to sanctions.

There are no sanctions before the ship is
certified!

SANCTIONS
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IMPORTANT
The imposition of excessive or inappropriate

security procedures and measures can reduce

their acceptability and effectiveness and impose

unnecessarily delays, or restrictions, on

passenger or cargo movements!!

IMPORTANT
The imposition of excessive or inappropriate

security procedures and measures can reduce

their acceptability and effectiveness and impose

unnecessarily delays, or restrictions, on

passenger or cargo movements!!

SANCTIONS
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