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	Executive summary 
	Presents the status on the implementation of 2-way SSL by the Member States

	Action to be taken
	As per paragraph 4

	Related documents
	a. SSN 6.3.3

b. ‘SSN 2-way SSL implementation’ e-mails




1. Introduction
Security is one of the most important issues in SafeSeaNet (SSN) and SSN Workshop 6 (22 and 23 Nov 06) decided to increase the current level of security from 1-way SSL to 2-way SSL. 

On 26 May 2010, EMSA announced that its own Public Key Infrastructure had been deployed creating thus the EMSA Certification Authority (EMSA CA). By that date EMSA was ready to implement the 2-way SSL and manage the digital certificates used for SafeSeaNet.
EMSA provided to the MSs a concise plan about all issues related to the digital certificates (both client and server). All specific actions needed to be taken by the MSs were explicitly laid out.

On the e-mail communication sent by EMSA between 16 June and 20 June 2010, MSs were invited to provide (within 5 days) their implementation schedule. The planning dates of the MSs are necessary for EMSA to make its plans for testing the digital certificate chain and the 2-way SSL implementation. 
Though most MSs provided EMSA with their plans, there are still today some MSs not have yet informed EMSA about their plans.
2. Progress report
The Maritime Support Services (MSS) has issued the digital certificates to all MSs which have filled-in correctly the required documentation. The status on the installation of the certificates per MS is indicated in the attached Annex. It shall be noted that a client certificate has been incorporated into the SSN-EIS communication due to the switch to 2-way SSL.
MSs’ evolution on 2-way SSL implementation is as follows:

· France, Germany and Ireland have put successfully 2-way SSL into service for both Production and Training environments.

· Poland 2-way SSL implementation was tested successfully but they have reverted to 1-way SSL in order to do commissioning tests for SSN V2.

· Greece 2-way SSL implementation is under testing.

· Malta and Iceland are configuring their servers. 

· Portugal and the UK are in the process of generating the Certificate Signing Requests (CSRs) and compiling the required documentation.

· Denmark and Latvia have sent certificate requests but some documents are missing.

· Lithuania and Spain have requested some clarifications on the implementation. 

· All MSs in red (see the attached Annex) have not provided feedback on their plans.
3. EMSA support
The EMSA support related to the 2-way SSL implementation and digital certificates includes:
· the provision of the necessary documentation needed for issuing the required certificate;
· the validation of the documentation provided by the MSs; 

· the generation of certificates; 
· general guide on how to produce CSRs;
· general guide on how to install certificates depending on the MSs’ server; 

· the general steps on how to establish 2-way SSL communications; 

· the validation of the current installation certificate at the MSs side. 

The detailed steps each MS has to follow dependent on how the MSs have developed the application at their national level (for instance, how to generate CSRs for client certificates or how they implement 2-way SSL). As agreed at SSN Workshop 13, the MSs have to switch to 2-way SSL by the end of 2010.
The MSS will provide any clarifications MSs might need during the process as well as with the implementation testing.
4. ACTIONS REQUIRED

The Members States still using 1-way SSL are invited to:

· Communicate as soon as possible the dates they plan to switch to 2-way SSL and inform EMSA in case of foreseen difficulties.
· Request their contractors and technical personnel to advance the implementation before the end of 2010.

· Request server certificates from EMSA CA as soon as possible. From January 2011, only the EMSA CA will be supported for SSN-EIS.

Annex

Digital certificates: issuing and installation status
	Last date updated:

23/09/2010
	Issued by EMSA
	Installed by MS
	Issued by EMSA
	Installed by MS

	Country
	Server
	Client
	Server
	Client
	Server
	Client
	Server
	Client

	
	Production
	Training

	BE
	Belgium
	 
	 
	 
	 
	OK
	 
	 
	 

	BG
	Bulgaria
	 
	 
	 
	 
	 
	 
	 
	 

	CY
	Cyprus
	OK
	 
	 
	 
	 
	 
	 
	 

	DE
	Germany
	OK
	OK
	OK
	OK
	OK
	OK
	OK
	OK 

	DK
	Denmark
	 
	 
	 
	 
	 
	 
	 
	 

	EE
	Estonia
	 
	 
	 
	 
	 
	 
	 
	 

	ES
	Spain
	 
	 
	 
	 
	 
	 
	 
	 

	FI
	Finland
	OK
	 
	 
	 
	OK
	OK
	 
	 

	FR
	France
	OK
	OK
	OK
	OK
	OK
	OK
	OK
	OK

	GB
	United Kingdom
	 
	 
	 
	 
	 
	 
	 
	 

	GR
	Greece
	OK
	OK
	OK
	testing
	OK
	OK
	OK
	testing

	IS
	Iceland
	OK
	OK
	 
	 
	OK
	OK
	testing
	 

	IE
	Ireland
	OK
	OK
	OK
	OK
	OK
	OK
	OK
	OK

	IT
	Italy
	OK
	OK
	 
	 
	OK
	OK
	 
	 

	LT
	Lithuania
	 
	 
	 
	 
	 
	 
	 
	 

	LV
	Latvia
	 
	 
	 
	 
	 
	 
	 
	 

	MT (AIS)
	Malta
	 
	 
	 
	 
	 
	 
	 
	 

	MT (MMA)
	Malta
	OK
	OK
	 
	 
	 
	 
	 
	 

	NL (Amst)
	Netherlands
	OK
	OK
	OK
	 
	OK
	OK
	OK
	 

	NL (CG)
	Netherlands
	OK
	 
	OK
	 
	 
	 
	 
	 

	NL (Zee)
	Netherlands
	 
	 
	 
	 
	     OK
	 
	 
	 

	NO
	Norway
	
	 
	 
	 
	     OK
	 
	 
	 

	PL
	Poland
	OK
	OK
	OK
	OK/reverted for V2
	OK
	 
	OK
	 

	PT
	Portugal
	 
	 
	 
	 
	 
	 
	 
	 

	RO
	Romania
	 
	 
	 
	 
	 
	 
	 
	 

	SE
	Sweden
	 
	 
	 
	 
	 
	 
	 
	 

	SL
	Slovenia
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