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1 Introduction

1.1 Purpose

This document defines the SSN system design document. Additional documents that complete the SSN
system design specification are:

» GIDD-TI: Graphical Design Document - Textual Interface
» GIDD-GI: Graphical Design Document - Graphical Interface
» SDDB: System Database Desigh document

1.2 Scope

This document is the System Design Document (hereinafter the SDD) for SSN system. It presents a
number of different architectural views to depict different aspects of the system. The purpose of this
document is to present the technical details of the system components and more specifically:

> The definition of domain entities and the methods that implement the requested functionality.
> The creation of UML Class Diagrams and UML Sequence Diagrams, which associate classes and
depict the overall flow of control within the system components respectively.

The primary intended audience of this document are system designers and system builders. The
document intents to provide the members of the SSN v2 project a unified view of the technical details of
the system design to be followed during the development of the respective application. The document
may need to be updated later to incorporate possible changes during development.
The current version of the document incorporates the design changes part of SC#09 and SC#10 under

FC 11/EMSA/OP/08/2011 concerning the SSN changes to accommodate the V3 Ship, PortPlus, ShipCall
and Exemptions notifications and request/response messages.

1.3 Reference documents

Id Reference Title Version

R1 [RUP Formal Resources|Rational Unified Process Formal Resources based on 1.2
Version 1.2 RUP Version: 2003.06.13

R2 |N/A Business Process Modelling Notation (BPMN) 1.2

R3 |SSN-EIS-SRS SSN EIS System Requirements Specifications 0.90

R4 |ssN- SSN XML Reference Guide 3.01
XMLMessagingRefGuide

RS> |SSN-SRS-SC10 SC#10 under FMC EMSA 11/EMSA/OP/08/2011 1.00

Table 1-1: Reference Documents

1.4 Abbreviations and acronyms

A list of the principal abbreviations and acronyms used in the document is provided here for a better
understanding of this document.

Abbreviation Definition
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AIS Automatic Identification Systems

EIS European Index Server

EMSA European Maritime Safety Agency

ER Entity Relationship

ERD Entity Relationship Diagram

HTML Hyper Text Markup Language

HTTP Hyper Text Transfer Protocol

HTTPS Hyper Text Transfer Protocol over SSL

ID Identification number

IMO International Maritime Organisation

ISO International Organization for Standardization

LCA LocaL Competent Authority

MMSI Maritime Mobile Service Identity

MRS Mandatory Ship Reporting System

IMDatE Integrated Maritime Data Environment

IMO International Maritime Organisation

ISO International Organization for Standardization

IoC Inversion of Control

IE Internet Explorer

II INTRASOFT International

ITU International Telecommunications Commission

ITU_1 AIS Message Type 1 AIS Vessel position report using SOTDMA (Self-
Organizing Time Division Multiple Access). This is the most common AIS
message type.

ITU_3 AIS Message Type 3 AIS Vessel position report using ITDMA (Incremental
Time Division Multiple Access).

ITU_S AIS Message Type 5 Ship static and voyage related data. This is the
third-most common AIS message type. Due to its length it is generally a
2-part message.

JMS Java Message Service

JNDI Java Naming and Directory Interface; used for reference to Java EE
components defined in WebLogic server.

JSON JavaScript Object Notation is a lightweight data-interchange format

JSp Java Server Pages
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JSTL JavaServer Pages Standard Tag Library
MMSI Maritime Mobile Service Identity
MRS Mandatory Ship Reporting System
MS Member States.
MSS Maritime Support Services
MSS Tool Messages Availability MSS tool
MVC Model-view-controller
N/A Not Applicable or Not Available
NCA National Competent Authority
OVR Operational Vessel Registry
Req Request
RUP Rational Unified Process
SAT Ship Activity Tracking
SQL Structured Query Language
SSL Secure Socket Layer
SSN SafeSeaNet
TR Table Reference
TRD Table Reference Diagram
UML Unified Modelling Language
URL Unified Resource Locator
uTC Coordinated Universal Time
V&V Vessel Verification and Validation
XML eXtensible Markup Language

Table 1-2: Abbreviations and Acronyms
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2 Architectural Goals and Constraints

This section describes the software requirements and objectives that have some significant impact on
the architecture.

The SSN architecture is based on the following architectural principles and technologies:

2.1 Service-Oriented Architecture (SOA)

A SOA is an architecture principle that is based on the key concept of services. A service, in its simplest
form, consists of an interface and an implementation. SOA defines software applications in terms of
discrete services, which are implemented using service components that can be used to perform
business activities for a given business process.

Service Component Architecture (SCA) is a set of specifications which describe a model for building
applications and systems using a Service Oriented Architecture. SCA models solutions as sets of service
components offering services and making references to services supplied by others, which are combined
together by composites which wire references to services and which declaratively apply bindings for
communication methods and also apply policies for aspects such as security and transactions. SCA
extends and complements prior approaches to implementing services, and SCA builds on open
standards such as Web services.

The Service Component Architecture (SCA) assembly model abstracts the implementation and allows
assembly of components, with little implementation details. SCA facilitatesthe business logic
representation as reusable service components that can be easily integrated into any SCA-compliant
application. The resulting application is known as a SOA composite application.

It is possible to use an existing Spring application context as a component implementation in SCA. An
SCA runtime (Weblogic SCA container) that supports Spring integration can use an application context
as-is in an SCA assembly. For such a component it is possible to wire Spring services and references
without the need to introduce SCA metadata into the Spring configuration. The Spring context needs to
know very little about the SCA environment. Two points where the SCA metadata interacts with the
Spring context are services and references. Any policy enforcement such as the provision of Security
features is done by the SCA runtime on calls into the Spring application context before the final
message is delivered to the target Spring bean. On outbound calls from the application context,
references supplied by the SCA can provide policy enforcement.

It is also possible to specify SCA-related metadata as beans inside a Spring configuration. The Spring
Component Implementation Specification makes it possible to specify:

» Spring beans that are made available to SCA as component services
» Spring beans that represent SCA properties

» Spring beans that represent SCA references

Three elements: sca:service, sca:reference and sca:property, can be used in a Spring application
context configuration to identify a SCA service, a SCA reference or a SCA property, respectively.

10 of 238



SSN
System Design Document
SafeSeaNet

Version: 1.46
January 2015

ST}

Ssn
Message
Processor
Service
Component

SsnMessageProcessorComposite
&
L]
Notification

- Service
Component

B

Figure 2-1: Example of EIS SCA prototype based on existing Spring application

2.2 Java EE Technologies

Java Platform, Enterprise Edition 5 (Java EE 5) is used for SSN system implementation.

Key technologies in Java EE 5 include the following:

Presentationlayer

. Java Servlet
. JavaServer Faces
. Web application internationalization and localization

Enterprise JavaBeans (EJB) 3.0.

. Session beans
. Message-driven beans
. Timer Services

Platform services

. Transactions

. Resource connections

. Security

. Java Message Service (JMS)

2.3 Industry Standards
Web Services including SOAP and XML
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2.4 Business Processes
The methodology used for gathering all business processes identified on the —Business Process
Modelling Notation, also called BPMN (reference [R2]).

The primary goal of the BPMN effort is to provide a notation that is readily understandable by all
business users, from the business analysts that create the initial drafts of the processes, to the technical
developers responsible for implementing the technology that will perform those processes, and finally,
to the business people who will manage and monitor those processes.

Thus, BPMN creates a standardized bridge for the gap between the business process design and process
implementation.

BPMN defines a Business Process Diagram (BPD), which is based on a flowcharting technique tailored for
creating graphical models of business process operations.

A Business Process Model, then, is a network of graphical objects, which are activities (i.e., work) and
the flow controls that define their order of performance.

2.5 Open Source Frameworks

2.5.1Spring framework

Spring Framework is a Java platform that provides comprehensive infrastructure support for developing
Java applications. Spring facilitates the applications building from “plain old Java objects” (POJOs) and
to apply enterprise services non-invasively to POJOs. This capability applies to the Java SE programming
model and to full and partial Java EE.

Some of the Spring platform advantages are:
» Make a Java method execute in a transaction without having to deal with transaction APIs.
» Make a local Java method a remote procedure without having to deal with remote APIs.
» Make a local Java method a message handler without having to deal with JMS APIs.

Spring Framework version 3.0 shall be used; based on Java 5, and Java 6 is fully supported.

2.5.1.1 Service layer: Spring Web Services

Spring Web Services is a product of the Spring framework focused on creating document-driven Web
services. Spring Web Services aims to facilitate contract-first SOAP service development, allowing for
the creation of flexible web services using one of the many ways to manipulate XML payloads.

Spring-WS supports multiple transport protocols. The most common is the HTTP transport, for which a
custom servlet is supplied, but it is also possible to send messages over JMS, and even email.

The Spring-WS also supports XML API and XML marshalling and un-marshalling.
The advantanges of using Spring-WS are :

. Spring based.

. Pluggability.

. Focus on SOAP.

. Use available implementations.
. Sensible defaults.

. Fully message based.

Spring-WS are being deployed as simple Web Modules. The Web Module defines a Dispatcher Servlet
which is an alternative to the standard Spring-MVC Dispatcher Servlet with separate Adapters for the
messages and the wsdl definitions. The Servlet detects automatically any wsdl definition defined in its
application context. The wsdl is exposed under its bean name. The servlet also detects Endpoint
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Adapters which are interfaces implemented for each endpoint type in order to handle separate SOAP
requests.

The Server side of Spring-WS is designed around a central class that dispatches incoming XML
messages to endpoints. The Spring-WS's MessageDispatcher is extremely flexible, allowing the use of
any sort of class to an endpoint, as long as it can be configured in the spring IoC container.

EndpointAdapter provides the interface that must be implemented for each endpoint type to handle a
message request. In Spring-WS, Endpoints are handling incoming XML messages. Message endpoints
give access to the entire XML message including SOAP headers. The payload is simply the contents of
the SOAP body. How incoming messages are routed to these endpoints is the responsibility of and
EndpointMapping. The routing can be done based on different criteria. Spring-WS offers many out of the
box implementations not only for the mapping criteria but also for the endpoint implementations.

Spring Web Services supports server-side JMS handling through the JMS functionality provided in the
Spring framework. Spring Web Services provides the WebServiceMessagelistener to plug in to a
MessageContainer. This message listener requires a WebServiceMessageFactory to and
MessageDispatcher to operate.

The Spring-WS includes also JMS transports. Besides the standard JMS configuration(connection factory
and destination name to listen to ), we only have to define a WebServiceMessageListener and give it a
reference to the message factory we are using and the message dispatcher.

1.1.1.1 Platform services: Spring JMS

The JMS API exposes two types of send methods, one that takes delivery mode, priority, and time-to-
live as Quality of Service (QOS) parameters and one that takes no QOS parameters which uses default
values. Since there are many send methods in JmsTemplate, the setting of the QOS parameters have
been exposed as bean properties to avoid duplication in the number of send methods. Similarly, the
timeout value for synchronous receive calls is set using the property setReceiveTimeout. Some IJMS
providers allow the setting of default QOS values administratively through the configuration of the
ConnectionFactory. This has the effect that a call to MessageProducer's send method send(Destination
destination, Message message) will use different QOS default values than those specified in the IMS
specification. In order to provide consistent management of QOS values, the JmsTemplate must
therefore be specifically enabled to use its own QOS values by setting the boolean property
isExplicitQosEnabled to true.

2.5.2 Hibernate framework

Hibernate is an object-relational mapping (ORM) library for the Java language, providing a framework
for mapping an object-oriented domain model to a traditional relational database. Hibernate solves
object-relational impedance mismatch problems by replacing direct persistence-related database
accesses with high-level object handling functions.

Hibernate's primary feature is mapping from Java classes to database tables (and from Java data types
to SQL data types). Hibernate providesthe developmentof persistent classes following common Java
idiom - including association, inheritance, polymorphism, composition and the Java collections
framework. Hibernate also provides data query and retrieval facilities. Hibernate generates the SQL calls
and relieves the developer from manual result set handling and object conversion, keeping the
application portable to all supported SQL databases.

Hibernate provides a variety of the characteristics that SDO provides. For example, Hibernate provides
the convenient static data APIs. Hibernate provides the optimistic concurrency, disconnected model.
Hibernate framework could be extended to become SDO-capable data access services, which allows this
framework to work within the SDO solution.

2.6 Application Server

The WebLogic Server 12c shall be used to host SSN system, which provides the following functionality
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clustering feature provides increased scalability, availability and reliability

Weblogic Server is compliant with Java Secure Socket Extension (JSSE). JSSE is a set of
packages that support and implement the SSL and TLS v1 protocol.

WebLogic Server provides Secure Sockets Layer (SSL) support for encrypting data transmitted
across Weblogic Server clients, as well as other servers.

WebLogic Server supports the RSA cipher suites listed in COTS related documentation.

2.7 Database

Oracle RDBMS Server 11g shall be used for SSN data storage; Real Application Clusters (RAC)
technology provides fault tolerance, security, load balancing, and scalability.

2.8 Non-functional requirements

The non-functional requirements are addressed separately in terms of the architectural solution offered:

>

Portability: The technical architecture solution is based on standard Java EE technologies. Any
application server specific extensions/frameworks should be avoided where possible. Non
portable parts of the SSN System, if applicable, should be isolated and documented.

Scalability: The design of the system and selection of technologies support a scalable solution.

In particular, some SSN services components may be deployed onto a separate host machine to
address this requirement. However, considering the Weblogic Server Clustering feature, a
homogenous SSN system deployment will provide increased performance due to the lack of
remote calls between the SSN components.

Additionally, the SSN System includes software frameworks/products that are known to be
scalable.

Reusability: A design based on components lends support for reusability. In addition, exposing
these components as web services should further support this requirement.

Modularity: The SSN System is delivered as software components.

Maintainability: The components are loosely coupled therefore they should require less
maintenance overhead.

Availability: The technical solution allows for the SSN System to be deployed onto more than
one application server to meet availability demands.

Performance: The design of the SSN System and selection of software products/frameworks has
been undertaken with performance in mind. As the SSN System may be deployed into different
environments, one possible solution to addressing this requirement may be offered through the
scalability capabilities of the application as it allows the workload to be distributed to more than
one SSN application and therefore increasing available resources allocated to service user
requests.
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3 Overall System Architecture

3.1 Functional Architecture

For the purposes of the use case definition the following actors and external systems are identified:

— Ship data provider (human via web or system via XML/SOAP) represents the external systems
that submit regulatory information to NSW.

- Authorities (human): requests for clearance are being routed to authorities based on the
distribution rules defined by the national administrator. Authorities may have one or several
functions (e.g. Port authority, Hazmat authority, Security authority, Waste authority, Border
control authority, Customs authority, Health authority, Port State Control authority).

— The national administrator (human) is in charge of the management of user accounts, use
profiles and configuration of the NSW.

— SSN Central (system) will provide the revamp PortPlus message exchange services and ShipCall
requests with NSW.

For identifying the functionality the typical UML use cases notation is used:

Use Case

Represents a discrete unit of interaction between a user (human or
machine) and the system.

Each Use Case has a description which describes the functionality that will
be built in the proposed system. A Use Case may 'include' another Use
Case's functionality or extend another Use Case with its own behaviour.

Use Cases are typically related to 'actors'.

Use case

Actor

Human or machine entity that interacts with the system to perform
meaningful work.

Actorl

Association

A relationship between two or more entities. Implies a connection of some
type, for example one entity uses the services of another or one entity is
connected to another over a network link.

. Extends Relationship
. <<extends

> A relationship between two use cases in which one use case extends the
behaviour of another.

Includes Relationship

A relationship between two use cases in which one use case includes the
behaviour.

“.<<includes>>

Table 3-1: Use Cases Notation

The following diagram provides an overview of the Use Cases.
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3.1.1 Handle Incoming Message

This system package includes the services required in order for the SSN Central to process messages
via the XML/SOAP. This system package consists of the following use-case:

1. UC-SSN-MSG-01: Handle Incoming Message
2. UC-SSN-MSG-02: Send Receipt
3. UC-SSN-MSG-03: Logging message transactions

Use Case Req ID
Use Case Name

Purpose

Subsystem

Primary Actor(s)
Precondition(s)
Postcondition(s)
Trigger(s)

Use Case Description

UC-SSN-MSG-01

Handle Incoming Message

Covers the functionality related to the system’s actions upon receiving a
message either from Web or National Application.

SSN Core

SSN User / NCA Application / STIRES

Actor is authorised for accessing to the system.

System has identified the message scope.

Message Reception from Actor.

Primary Scenario

Step 1 The system upon reception of the message checks its integrity and
validates the message according to the XML Reference Guide.

Step 2 After successful integrity check, the system identifies the scope and type
of the received message (Notification/Alert/Information
Request/Response).

Step 3 After the type of message is identified, the system checks whether the
Sender of the message is authorised to send such message types.

Step 4 SSN time stamps (in UTC) the incoming message with the time of
receipt.

Step 5 Sends a receipt to the SSN User that sent the message.

Alternative Use Case
Description

Step 1.1

Invalid Message Structure

The system identifies that the message is not correctly structured.

Step 1.2

Alternative Use Case
Description

Logs the invalid message and sends a receipt to the SSN User
synchronously.

Unidentified message type

Step 2.1 The system cannot identify the received message as one of the
predefined message types.
Step 2.2 Goto 1.2

Alternative Use Case

Description

Step 3.1

Not Authorised User

The system identifies that the sender is not authorised to send such
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message types.
Step 3.2 Go to 1.2

Alternative Use Case
Description

Not Unique MsRefld

Step 5.1 The system identifies that Message Reference Id of an XML message
received from an NCA Application is not unique.
Step 5.2 Goto 1.2

Alternative Use Case
Description

Input(s)
Output(s)
Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID
Use Case Name

Purpose

Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

Tracking Service Request

If there is a tracking service request associated to the specific message
type, the system shall send the requested email to the subscribers.

XML Message / Information submitted from Web.

Identified scope of Message

Included Case: UC-SSN-MSG-02 Send Receipt
Included Case: UC-SSN-MSG-03: Logging message transactions

When a message is sent through NCA Application, it shall be constructed
as an XML and processed as such by the SSN Core. XML messages shall
be uniquely identified by a unique message reference ID.

UC-SSN-MSG-02

Send Receipt

The current use case describes the system’s functionality related to the
receipt sending for a received message.

SSN Core

SSN User/NCA Application

A new message has been received from the system either through the
SSN Web or XML Interface.

A receipt message is sent to the sender of a message.

Validation results of a received message.

Primary Workflow

Step 1 The system identifies the message type, if the message is formatted
correctly as XML and if the sender is an NCA Application.

Step 2 The system generates a receipt which acknowledges that the XML
message is received and assigns the StatusCode ="0OK” if the message
was valid or StatuCode="InvalidFormat” if the message was invalid.

Step 3 The system sends the receipt to the NCA Application.
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Input(s) Validation Results.

Output(s) Receipt message.

Timer(s) -

Business Process(es) -
Reference

Associated Use Case(s) -

Special Requirements The form of the receipt message depends on the Interface used for the
submission of the initial message (XML or Web).

Use Case Req ID UC-SSN-MSG-03

Use Case Name Logging message transactions

Purpose The current use case describes the system functionality related to the
logging of message transactions of SafeSeaNet events.

Subsystem Log Mechanism

Primary Actor(s) SSN Administrator

Precondition(s) System is operational and may send and accept messages.

Postcondition(s) Information related to the exchanged message is inserted in the system’s
log file.

Trigger(s) Any information exchange performed through the SafeSeaNet (Message

Exchange, Receipts sent and received, Acknowledgments, Storage in
database).

Use Case Description Primary Workflow

Step 1 The system updates the log database with the exchanged data after each
message related transaction of the system with the SSN users/NCA
Applications. Data stored include:

e Message type (if XML complaint message)

e Sender (if XML complaint message)

e Timestamp

e MsRefld of the message (if XML complaint message)
e XML content

Step 2 The SSN Admin is provided with access to the systems’ logged
information through the Central Index database.

Input(s) Information related to message exchange.

Output(s) Updated log information.

Timer(s) -

Business Process(es) -
Reference

Associated Use Case(s) -

Special Requirements The system keeps the log information in the Central Index database.
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3.1.2 Data Provide

This system package includes the services required in order for the SSN Central to process notification
messages via the XML/SOAP and Web interfaces. More specifically, this system package consists of the
following use-cases:

1.

© ® N U R WN

,_.
©

UC-SSN-NOT-04: Process Notification
UC-SSN-PPN-05: Process V3 PortPlus Notification
UC-SSN-PPN-06: Voyage Consolidation
UC-SSN-PPN-07: Update Voyage Status
UC-SSN-MRS-08: Process MRS Notification (XML)
UC-SSN-MRS-09: Process MRS Notification (Web)
UC-SSN-EXC-10: Process Exemption Notification
UC-SSN-EXC-11: Create Exemption
UC-SSN-EXE-12:Edit/Delete Exemption
UC-SSN-EXR-13:Create Exemption from Existing

UC-SSN-NOT-04

Process Notification

Covers the functionality related to notification processing.

SSN Core

SSN User / NCA Application

Handle Incoming Message UC has identified the incoming message as a
valid Generic Notification.

System sends a receipt to the Data Provider about the acceptance of the
notification and the transaction is logged.

Notification Received

Primary Scenario

Step 1

The system identifies that the following information are contained in the
notification:

Data Provider;

Vessel Identification (IMO, MMSI, Call Sign, Ship Name). The system
identifies the vessel in the SSN database;

The system also identifies that the received notification has one of the
following types:

e PortPlus notification;

e Ship notification (AIS or MRS);
e Incident notification;

e Exemption notification.

Step 2

The system validates the notification applying the business rules for the
specific Notification type (as defined in the XML Reference Guide
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document) and also checks whether the Actor is Activated.

Step 3 The system persists the extracted information in the database and sends
the Acknowledgement receipt to the data provider in order to indicate
the successful reception and processing of the message details.
Unidentified Vessel

Step 1.1 In case of a notification of type Ship, PortPlus, Alert for identified vessel,
IR for identified vessel or Exemption the vessel information is missing
both IMO and MMSI numbers.

Step 1.2 The system sends an error receipt to the data provider.

Single Hull Tanker or Banned Vessel

Step 2.1 The system identifies that the received notification is about a Single Hull
Tanker or a Banned Vessel.

Step 2.2 The notification is processed and linked to the vessel. A warning is
produced to be appended in the SSN_Receipt message. The flow
continues from step 3 or the Primary Workflow
Validation Failure

Step 3.1 If the system fails to validate the received notification against the
business rules for the identified notification type.

Step 3.2 Go to Step 1.2
No Vessel in SSN DB

Step 4.1 If the system fails to identify the vessel in the SSN database, the system
shall create a new entry in the database for the new vessel with status
Temporary. The new vessel shall be associated to the received
notification.

The Vessel in SSN DB is updated

Step 5.1 If the system identifies the vessel’s particulars reported in the
notification are updated compared to the vessel in the SSN database, the
system shall update the identified vessel’s data by creating a new version
of the vessel with status temporary and associated to the received
notification
Unidentified Port

Step 6.1 In case of Ship, PortPlus and Exemption notification if the system fails to
identify thePorts ("Next Port of Call”, “Port of Call”, “Last Port”,
“Route.Port”) in the SSN database the system shall check whether the
LOCODE is correctly structured.

In case the LOCODE is valid the system shall store it in the database as

temporary and accept the notification.

In case the LOCODE is invalid the system shall reject the notification.
Step 6.2 Go to Step 3 of the primary workflow.
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Input(s)

Output(s)

Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID
Use Case Name
Purpose
Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

Step 1

Version: 1.46
January 2015

New Notification

Notification passed to appropriate UC (PortPlus, Incident,

Exemption)

Ship,

Included Case: UC-SSN-MSG-01: Handle Incoming Message

Extended Case: UC-SSN-PPN-05: Process V3 PortPlus Notification, UC-
SSN-MRS-08a: Process V3 MRS Notification, UC-SSN-MRS-08b: Process
V2 MRS Notification.

Submission of notification can be achieved either through XML or Web
interface. MRS Notifications are only submitted through the web interface
while AIS Notifications through the XML interface.

UC-SSN-PPN-05

Process V3 PortPlus Notification

Covers the functionality related to V3 PortPlus Notification processing.

SSN Core

NCA Application

Process Notification UChas identified the incoming message as a valid
PortPlus Notification.

System persists Data in the SSN Database

Notification Received

Valid New PortPlus Notification

The system identifies that the Port Plus notification is a v3 PortPlus
notification.

Step 2

The PortPlus UpdateStatus = N.

The system checks that the ShipCallld is unique.

Step 3

The system also performs some additional authorization checks for the
Actor submitting the request:

1. The Actor is known to SSN application.

The Actor has been activated.

The Actor validity period has not elapsed yet.

The Actor has been granted the required permissions.

LA G

The Actor is authorized to submit requests from XML interface.

Step 4

The system validates the notification contents against the XMLRG
business rules.

Step 5

The system sets the status of the PortPlus validation to Valid.
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Step 6

The system persists the notification data in the DB as a new record. The
notification data are stored as reported and then they are sent to the
voyage consolidation process. The business rules defined in Annex A:
Business Rules are applicable.

Step 7

The system Logs the message and processing details.

Valid Update PortPlus Notification

Step 1.1

The PortPlus UpdateStatus = U.

Step 1.2

The system checksif the ShipCallld exists in the database and if yes it is
unique for the MS of the userld reporting the notification.

The voyage is identified and the status is not Canceled (perform step

Step 1.3

The system validates the notification contents against the XMLRG
business rules.

The system checks if the ArrivalNotficationDetails and
DepartureNotificationDetails are recorded in the corresponding voyage
and if yes they are reported in the Update PortPlus Notification.

Step 1.4

The system sets the status of the PortPlus validation to Valid.

Step 1.5

The system persists the notification data in the DB as a new recordand
sends to the voyage consolidation process. The business rules defined in
Annex A: Business Rules are applicable.

Step 1.6

The system Logs the message and processing details.

Not Unique New PortPlus Notification

Step 2.1

The system identifies that for UpdateStatus = N the ShipCallld is not
unique in the DB. This is done by querying the
PORTPLUS_NOTIFICATIONS table by the reported ShipCallld and
UpdateStatus='N". If found then the ShipCallld is not unique.

Step 2.2

The system sets the status of the PortPlus validation to Invalid.

ShipCallld not in DB for Update Notification

Step 3.1

The system identifies that for UpdateStatus = U the ShipCallld does not
exist in the DataBase.

Step 3.2

The system checks that the ShipCallld does not exist in the database.

Step 3.3

The system validates the notification contents against the XMLRG
business rules.

Step 3.4

The system sets the status of the PortPlus validation to Valid.

Step 3.5

The system produces a warningto be appended in the SSN_Receipt
message that the corresponding PortPlus with UpdateStatus=N shall be
sent.

The system produced an e-mail warning to the 24/7 NCA to request the
NCA to send the original message as soon as possible.
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Step 3.6

The system persists the notification data in the DB and sends to the
voyage consolidation process. The business rules defined in Annex A:
Business Rules are applicable.

Alternative Use Case

Cancel a PortPlus notification

Description

Step 4.1 The system identifies that for UpdateStatus = U the ShipCallld exist in
the DataBase. PortOfCall = ZZCAN.

Step 4.2 The system checks that the ShipCallld exist in the database.
The system validates the notification contents against the XMLRG
business rules.
No ATA to PortOfcall is reported for the voyage.

Step 4.3 The system sets the status of the PortPlus validation to Valid.

Step 4.4 The system persists the notification data in the DB and sends to the

voyage consolidation process. The business rules defined in Annex A:
Business Rules are applicable.

Alternative Use Case

New PortPlus Notification - Invalid

Description
Step 5.3 Validation of the submitted data fails against the XMLRG business rules.
Step 5.4 The system sets the status of the PortPlus validation to Valid. The error
message will be communicated in the SSN_Receipt.
Go to Step 5.6.
Step 5.5 Not executed.

Input(s)

New PortPlus Notification

Output(s)

Notification Information stored in the SSN database.

Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Extented UC: UC-SSN-NOT-04 - Process Notification

Special Requirements

The new V3 PortPlus notification messages are only supported by the
SSN System Interface (XML/SOAP).

The V2 PortPlus notification messages continue to be supported by both
the SSN System Interface (XML/SOAP) and the SSN Textual Interface.

Use Case Req ID

UC-SSN-PPN-06

Use Case Name

Voyage Consolidation

Purpose

Covers the functionality related to the voyage consolidation processing.

The primary scope of the voyage calculation is to identify all the
notifications transmitted to SSN-EIS that refer to the same ship call
(defined in SafeSeaNet as voyage). PortPlus notifications sent for the
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Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

Step 1
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same ShipCallID are parts of the same voyage. However, a voyage may
include notifications sent by more than one data providers and therefore
different ShipCallID. A voyage of the same vessel may be reported by
the departure port (as NextPort) and by the arrival port (as PortOfCall).
These two cases which a associated to the same voyage shall be
correlated based on the vessel, port and ETA/ATA.

The Voyageld is defined as [ShipCallld||'#'||Country alpha-2 ISO code].

The PortPlus notification may be reported by a NCA application or by
STIRES. In the later case the PortPlus notification reports calculated
data, and the voyage to be created is identified as “detected”. The
process will consolidate PortPlus notification reported from NCA
applications only with “non-detected” voyage, while the PortPlus
notifications from STIRES will be consolidated only with “detected”
voyages. A detected voyage may be co-related with a non-detected
voyage if reported for the same ship and portof call and according to the
rules defined in Annex A (Business Rules for calculated ATA, ATD and
ETD).

SSN Core

NCA Application/STIRES

Process PortPlus Notification UC has identified the incoming message as
a valid PortPlus Notification.

System persists Data in the SSN Database

PortPlus Notification Received

Valid PortPlus Notification —reported from NCA Application

The process checks in the data store if exists a voyage with Voyageld
equal to the Voyageld of the notification.

Step 2a

A voyage exists with the same Voyageld. Check if the new PortPlus
notification has HazmatNonEUDeparture and/or
CrewAndPaxNotificationOnArrival:

e If yes, then update the voyage with the data from the new PortPlus.

e If no, then update the voyage with the data from the new PortPlus.
Then check for active Hazmat and/or CrewAndPaxfor the same
ship, reported by a different data provider, with ETA in the future
compared to the ETA reported in the notification, with ATA and ATD
null. If found then assign the Hazmat and/or CrewAndPax to the
new voyage created and delete Hazmat and/or CrewAndPax from
the previous voyage.

If the notification reports Security and/or Waste then if the existing
voyage already has these data update with the corresponding new data;
if the voyage has no such data them insert the new data.

If the new PortPlus reports NextPort go to step 3 else go to step 5.

Step 2b

No voyage exists with the same Voyageld. Check for existing voyage
that match the ship and PortOfCall and has neither Hazmat nor
CrewAndPax.

e If no existing voyage found and the new PortPlus has Hazmat
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and/or CrewAndPaxthen create a new voyage with the data
reported in the new PortPlus notification. Insert also the Security
and/or Waste reported in the new notification.

e If no existing voyage found and the new PortPlus has no Hazmat
and/or CrewAndPaxthen create a new voyage with the data
reported in the new PortPlus notification. Insert also the Security
and/or Waste reported in the new notification. Then check for active
Hazmat and/or CrewAndPaxfor the same ship, reported by a
different data provider, with ETA in the future compared to the ETA
reported in the notification, with ATA and ATD null. If found then
assign the Hazmat and/or CrewAndPaxto the new voyage created
and delete Hazmat and/or CrewAndPaxfrom the previous voyage.

e If an existing voyage is found then check the data in the PortPlus
with the data in the existing voyage based on the business rules
defined in Annex A: Business Rules. If a match is found then update
the existing voyage found with the data from the new PortPlus.If no
match then create a new voyage with the data from the new
PortPlus. Insert also the Security and/or Waste a reported in the
new notification.

If the new PortPlus has UpdateStatus = “U”, then set the status of the
new voyage to “On-hold”.

If the new PortPlus reports NextPort go to step 3 else go to step 5.

Step 3 The valid PortPlus notification reports NextPort and ETA to NextPort.
Step 4a The notification reports HazmatEUDeparture and/or

CrewAndPaxNotificationOnDeparture. Check for existing voyage that

match the ship and NextPort in the notification with the PortOfCall in the

voyage, was reported by a different data provider and has no Hazmat
and/or CrewAndPax:

e If no match then create a new voyage with the data from the new
PortPlus for the NextPort including the DepartureNotificationDetails.
Insert also the Hazmat and/or CrewAndPaxreported in the new
notification.

e If an existing voyage is found then check the data in the PortPlus
with the data in the existing voyage based on the business rules
defined in Annex A: Business Rules. If a match is found then update
the existing voyage found with the data from the new PortPlus for
the NextPort including the DepartureNotificationDetails. If no
match then create a new voyage with the data from the new
PortPlus for the NextPort including the DepartureNotificationDetails.
Insert also the Hazmat and/or CrewAndPaxif reported in the new
notification.

Step 4b The notification reports neitherHazmatEUDeparture nor

CrewAndPaxNotificationOnDeparture. Check for existing voyage that
match the ship, the ShipCallld reported the Hazmat and/or
CrewAndPaxand their providers.

If a voyage is found then update the existing voyage with data from the
new PortPlus for the NextPort. If the voyage has Hazmat and/or
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CrewAndPaxthen delete the specific data. Do not update LastPort,
ETDFromLastPort, ETAToPortOfCall and ETDFromPortOfCall.

Step 5

The system persists the notification data in the VOYAGES specific tables
that store the consolidated ship call information reported in the related
notifications. The voyage is identified as Non-Detected (reported from
an NCA application).

Valid detected PortPlus Notification —-reported from STIRES

Step 1.1

The process check in the data store if exists a voyage based on the
ShipCallld. The voyage must be a detected one meaning it has been
reported from STIRES.

Step 1.2a

A detected voyage exists with the same ShipCallld. Check if the new
PortPlus notification matches a voyage reported by an NCA application
based on the ship and PortOfCall.

e If found then check the data in the new PortPlus with the data in the
NCA application voyage based on the business rules defined in
Annex A: Business Rules for calculated ATA, ATD and ETD. If found
set the existing detected voyage Voyageld value to the Database_Id
of the matching voyage reported from an NCA application.

e If not match is found set the detected voyage Voyageld = Null.

Update the existing detected voyage with the data from the new
PortPlus notification.

Step 1.2b

No detected voyage exists with the same ShipCallld. Check if the new
PortPlus notification matches a voyage reported by an NCA application
based on the ship and PortOfCall.

e If found then check the data in the new PortPlus with the data in the
NCA application voyage based on the business rules defined in
Annex A: Business Rules for calculated ATA, ATD and ETD. If found
set the new detected voyage Voyageld value to the Database_Id of
the matching voyage reported from an NCA application.

e If not found set the new detected voyage Voyageld = Null.

Insert a new detected voyage with the data from the new PortPlus
notification.

Step 1.3

The system persists the notification data in the VOYAGES specific tables
that store the consolidated ship call information reported in the related
notifications. The voyage is identified as Detected (reported from
STIRES).

Delete HazmatNonEuPort / HazmatEUPort / Security / Waste /
Crew&Passengers

Step 2.1

The valid PortPlus notification has at least one of the following
parameters setto Y

— DeleteHazmatNotificationInfoNonEUDepartures
— DeleteHazmatNotificationInfoEUDepartures

— DeleteWasteNotification

— DeleteSecurityNotification
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— DeleteCrewAndPaxOnDeparture

Step 2.2a A voyage exists with the same Voyageld.
Update the existing voyage with the data from the new PortPlus
notification.
Delete the data related to the HazmatNonEuPort / HazmatEUPort /
Security / Waste / Crew&Passengers if the corresponding parameter is
Y.
Go to step 2.3

Step 2.2b No voyage exists with the same Voyageld.
Do nothing. Cannot delete data from a non-existing voyage.
Use case ends.

Step 2.3 The system persists the notification data in the VOYAGES specific tables
that store the consolidated ship call information reported in the related
notifications.

Cancel a PortPlus notification

Step 3.1 The valid PortPlus notification has UpdateStatus = “U” and PortOfCall =
“ZZCAN". The process check in the data store if exists a voyage based
on the Voyageld.

Step 3.2a A voyage exists with the same Voyageld.
Update the existing voyage with the data from the new PortPlus
notification. Set the voyage status to Cancelled. The voyage will not
loger be considered for a ShipCall request or consolidation of a new
notification.
Go to step 3.3.

Step 3.2b No voyage exists with the same Voyageld.
Do nothing. Cannot cancel a non-existing voyage.
Use case ends.

Step 3.3 The system persists the notification data in the VOYAGES specific tables

that store the consolidated ship call information reported in the related
notifications.

Valid PortPlus Notification

Notification Information are consolidated in the database with previously
sent PortPlus notification data related with the same ship voyage. The
concolidated ship call data are stored in the VOYAGES tables. Details
specific to Hazmat, Security, Waste and Crew&Passengers are stored in
the VOYAGES child tables specific to the data.

Extended UC: UC-SSN-PPN-05: Process PortPlus Notification

e The business rules defined in Annex A: Business Rules are
applicable.
e Voyages with status “"Dummy” or “"Closed” are not considered in the
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Trigger(s)

Use Case Description
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voyage consolidation.

UC-SSN-PPN-07

Update Voyage Status

The current use case describes the system functionality related to the
update of the voyage status based on the reported data.

The update voyage status will run at predefined intervals to:

- set the voyage Status = “Closed” based on the reported ATD and
ETA.

- set the voyage Status = “Dummy” based on the reported ETA and
ATA to a PortOfCall.

SSN database

Oracle Job

System is operational

The status of voyages that satisfy the conditions defined in the Purpose
are updated.

Oracle job scheduled to run at predefined intervals.

Primary Workflow

Step 1 The system updates the voyages with
- ETAToPortOfCall in the past and with no ATAPortOfCall AND
- If there is at least one voyage to another port with a later
ATAPortOfCall compared to the voyage's ETAToPortOfCall
(reported by a MS or detected in STIRES).
By setting the Status="Dummy”.
Step 2 The system updates the voyages with:

Input(s)
Output(s)
Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

- ATDPortOfCall before the configurable archival period or
- ETAToPortOfCall before the configurable archival period, if no
ATAPortOfCall nor ATDPortOfCall
By setting the Status="Closed".

Current timestamp

Voyage status update.

Daily. Note: this can be rescheduled to run on a hourly basis.

The systems considers two distinct configurable archival periods: one
applied to ATDPortOfCall, and one applied to ETAToPortOfCall
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UC-SSN-MRS-08a

Process V3 MRS Notification (XML)

Covers the functionality related to V3 MRS Notification processing via
the system to system XML interface.

SSN Core

NCA Application

Process Notification UChas identified the incoming message as a valid
MRS Notification.

System persists Data in the SSN Database

Notification Received

Valid New MRS Notification

Step 1

The system identifies that the MRS Notification message is a V3
MRSNotification.

Step 2

The system checks that the MSRefId is unique.

Step 3

The system also performs some additional authorization checks for the
Actor submitting the request:

6. The Actor is known to SSN application.

7. The Actor has been activated.

8. The Actor validity period has not elapsed yet.

9. The Actor has been granted the required permissions.

10. The Actor is authorized to submit requests from XML interface.

Step 4

The system validates the notification contents against XMLRG business
rules.

Furthermore, the system will verify that the actor is submitting the
Notification for a MRS that is managed by its country (e.g. Poland can
submit GDANREP notifications but not WETREP notifications). Reference
information regarding member states entitled to provide MRS
information will be maintained by central SSN authority. [SSNV3_2].

Step5

The system checks the contents of the identification of the Coastal
Station (attribute “CSTIdentification”). If the content does not matuch
any authority responsible for a MRS in the EMSA Central Organisation
Database (COD), a warning message will be returned in the
StatusMessage in the SSN_Receipt.xml (no rejection). The message will
state the following: “WARNING: the Coastal Station (attribute
CSTIdentification) is unknown to the system”. [SSNV3_4].

Step 6

The system persists the notification data in the DB as a new record.

Step 7

The system logs the message and processing details.

Alternative Use case
Description

Dublicate message; the actor has already sent a message with the same
MSRefld

Ste 2.1

The system returns an SSN Receipt with StatusCode="InvalidFormat”

Authorization fails

30 of 238




SSN
System Design Document
SafeSeaNet

Description

Alternative Use Case
Description

Input(s)

Output(s)
Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID
Use Case Name

Purpose

Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

Step 1
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The system returns an SSN_Receipt with StatusCode="AccessDenied”

Validation against XMLRG business rulesfails

The system returns an SSN_Receipt with StatusCode="InvalidFormat”

New MRS Notification

Notification Information stored in the SSN database.

Extended UC: UC-SSN-NOT-04 - Process Notification

UC-SSN-MRS-08b

Process V2 MRS Notification (XML)

Covers the functionality related to V2 MRS Notification processing via
the system to system XML interface.

SSN Core

NCA Application

Process Notification UChas identified the incoming message as a valid
MRS Notification.

System persists Data in the SSN Database

Notification Received

Valid New MRS Notification

The system identifies that the MRS Notification message is a V2
MRSNotification.

Step 2

The system checks that the MSRefld is unique.

Step 3

The system also performs some additional Authorization checks for the
Actor submitting the request:

1. The Actor is known to SSN application.

The Actor has been activated.

The Actor validity period has not elapsed yet.

The Actor has been granted the required persmissions.

mikWwN

The Actor is authorized to submit requests from XML interface.

Step 4

The system validates the notification contents against V2 MRS
Notification XMLRG business rules.

Step 5

The system persists the notification data in the V3 DB recording value
“undefined” to MRSIdentification, “X" to anyDG and the “sentAt” date to
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reportingDateTime.
Step 6 The system logs the message and processing details.
Alternative Use Dublicate message; the actor has already sent a message with the same
Description MSRefld
Ste 2.1

Alternative Use Case
Description

Step 3.1

Alternative Use Case
Description

Step 4.1
Input(s)

Output(s)
Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID
Use Case Name

Purpose

Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

The system returns an SSN Receipt with StatusCode="InvalidFormat”

Authorization fails

The system returns an SSN_Receipt with StatusCode="AccessDenied”

Validation against XMLRG business rulesfails

The system returns an SSN_Receipt with StatusCode="InvalidFormat”

New MRS Notification

Notification Information stored in the SSN V3 database.

Extended UC: UC-SSN-NOT-04 - Process Notification

UC-SSN-MRS-09

Process V3 MRS Notification (Web)

Covers the functionality related to V3 MRS Notification processing via
the Web interface.

This communication channel is an alternative to the XML based interface
with central SSN application.

In that sense the information they should provide from the alternative
browser-based web channel should conceptually include the union of
information defined in ship notification (MS2SSN_Ship_Not) message
and ship response (SSN2MS_Ship_Res) message. Hereafter, SSN
central application will be able to respond to ship nofication requests
without further consultation of the data provider.

SSN Core, SSN Send Notifications console

SSN User

The Actor has been authenticated in the system and is authorised to
create MRS Notifications.

System persists Data in the SSN Database

The Actor has selected to provide MRS Notification for a vessel.

Create a new, valid MRS Notification
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Step 1

The Actor navigates to MRS notification screen (Generic Notifications >
MRS Notification) and searches for the vessel to send the MRS
Notification for.

Step 2

The system returns a list of vessels corresponding to the search criteria
specified by the actor. The Actor selects the desired vessel and the
system redirects to the screen where it prompts for MRS Notification
details.

Step 3

The Actor fills in the information required to form a full MRS Notification
and submits it. As explained above, this information merely includes
non-duplicated information contained in both MS2SSN_Ship_Not and
SSN2MS_Ship_Res messages.

Since a Notification for an MRS can be submitted only from authorized
users, the relevant list of MRS displayed in the input forms constains
only the authorized MRS [SSNV3_2].

Step 4

The system successfully validates the notification contents against
XMLRG business rules.

Step 5

The system checks the contents of the identification of the Coastal
Station (attribute “CSTIdentification”). If the content does not much any
authority responsible for a MRS in the EMSA Central Organisation
Database (COD), a warning message will be displayed in the success
page returned to the actor. The message will state the following:
“WARNING: the Coastal Station (attribute CSTIdentification) is unknown
to the system”. [SSNV3_4].

Step 6

The system persists the notification data in the DB as a new record. The
system will reuse the existing MrsNotification entity along with a new,
optional, dependant entity MrsNotificationDetails for that purpose.

Step 7

The system logs the message and processing details.

The information provided for MRS Notification is not valid.

Step 2.1

The system returns to the input screen where all rule violations are
presented and prompts the actor to correct them and re-submit the
MrsNotification information.

Step 1.2

The flow continues from Step 2.

New MRS Notification

Notification Information stored in the SSN database.

Extended UC: UC-SSN-NOT-04 - Process Notification

33 of 238




SSN
System Design Document
SafeSeaNet

Version: 1.46
January 2015

UC-SSN-EXC-10

Process Exemption Notification

Covers the functionality related to Exemption Notification processing.

SSN Core

NCA Application

Process Notification UC has identified the incoming message as a valid
Exemption Notification.

System persists Data in the SSN Database

A notification XML message is received.

Valid New Exemption Notification

Step 1

SSN is invoked to receive the incoming exemption notification or from an
external application.UpdateStatus = N.

Step 2

The system performs some authorization checks for the Actor submitting
the request:

1. The Actor is known to SSN application.

The Actor has been activated.

The Actor validity period has not elapsed yet.

The Actor has been granted the required permissions.

v s LN

The Actor is authorized to submit requests from XML interface.

Step 3

The system validates the reported data based on the XMLRG business
rules.

Step 4

The system persists the notification data in the DB as a new record. The
notification data are stored as reported.

Step 5

The system Logs the message and processing details.

InvalidNew Exemption Notification

Step 1.6

Validationof the submitted data fails against the XMLRG business rules.
The error message will be communicated in the SSN_Receipt.

UpdateExemption Notification

Step 2.1

SSN is invoked to receive the incoming exemption notification or from an
external application. UpdateStatus = U

Step 2.2

The system performs some authorization checks for the Actor submitting
the request:

1. The Actor is known to SSN application.

2. The Actor has been activated.

3. The Actor validity period has not elapsed yet.

4. The Actor has been granted the required permissions.
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5. The Actor is authorized to submit requests from XML interface

Step 2.3 The system validates the reported data based on the XMLRG business
rules.

Step 2.4 The systems identifies the exemption in the DB by ExemptionID.

Step 2.5 The system persists the notification data in the DB by updating the

existing exemption with the updated data: all data of the existing
exemption is replaced with the data from the notification (new data from
the notification is added, existing data is replaced with the data from the
notification, existing data which is not provided in the notification is
deleted).

Step 2.6 The system Logs the message and processing details.

DeleteExemption Notification

Step 3.1 SSN is invoked to receive the incoming exemption notification or from an
external application. UpdateStatus = D

Step 3.2 The system performs some authorization checks for the Actor submitting
the request:

The Actor is known to SSN application.

2. The Actor has been activated.

3. The Actor validity period has not elapsed yet.

4. The Actor has been granted the required permissions.

5. The Actor is authorized to submit requests from XML interface
Step 3.3 The system validates the reported data based on the XMLRG business

rules.

Step 3.4 The systems identifies the exemption in the DB by ExemptionID.
Step 3.5 The system deletes the existing exemption identified by ExemptionID.
Step 3.6 The system Logs the message and processing details.

Exemption information received as XML message for a vessel.

New exemption is submitted to the system and associated to a vessel.

Extented UC: UC-SSN-NOT-04 - Process Notification

UC-SSN-EXC-11

Create Exemption

The current Use Case describes the SSN Users’ interaction with the
system upon creating a new exemption related to ship through the web.
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SSN Web Application

SSN User

The Actor has been authenticated in the system and is authorised to
create exemptions.

A new exemption is submitted in the system.

The Actor has selected to create an exemption for a vessel.

Create an Exemption - Valid

Step 1 The Actor searches for a valid vessel to which the new exemption shall
be associated. Search by IMO, MMSI, Call Sign and/or Ship Name is
allowed.

Step 2 The system displays a list with the vessels that match the given criteria.

Step 3 The Actor selects a vessel from the list.

Step 4 The system displays a form with fields for the new exemption.

The provided fields are:
Vessel Identification
IMO Number
MMSI Number
Call Sign
Ship Name
Flag

The fields that constitute the vessel information are filled with
the data of the vessel that has been selected. Values can be
updated.

Exemption Details

Exemption Type (Provided types are: “Pre-arrival”, “Hazmat”,
“Waste” and “Security”)

Company Name

Date From

Date To

Route, with list of:
- Port

Authority

- Country (based on the geographical restrictions
appliedto the user permission)

- Authority Type

- Authority Name
Contact 24/7

- First Name

- Last Name

- Email

- Phone
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- Fax

In addition the system generates a new Exemption ID (not visible on the
form).

Step 5 The Actor keys-in exemption information to the provided fields and
submits.

Step 6 The system validates the submitted information.

Step 7 The system persists the notification data in the DB. The notification data
are stored as reported.

Step 8 The system Logs the message and processing details and informs the
user about the result.

Create an Exemption - Invalid

Step 1.6 Validation of the submitted information fails. The system displays the
failure reason(s) to the Actor.

Step 1.7 Return to Primary Workflow - Step 2.

Create an Exemption for a non-existing vessel

Step 2.2 No existing vessel matches the criteria.

Step 2.3 The Actor selects to create a new vessel (with status temporary)

Step 2.4 The system displays a form with fields for the new exemption (Vessel
Identification and Exemption Details)

Step 2.5 The Actor keys-in exemption information to the provided fields and
submits.

Step 2.6 The system checks if the data provided for the vessel and as long as they
are technically correct, a new temporary vessel will be created and
associated with the new exemption.

Create an Exemption with invalid vessel input
Step 2.5 The Actor specifies invalid vessel.
Step 2.6 The system checks if the data provided for the vessel and prompts the

user to enter valid vessel data.

Exemption information for a vessel.

New exemption is submitted to the system and associated to a vessel.

The actor can create an exemption associated to his/her own country
(field “Authority - Country” in the exemption). This is based on the
geographical restrictions applied to the permission
EXEMPTIONS_NOTIFIER.
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Use Case Req ID
Use Case Name

Purpose

Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

Version: 1.46
January 2015

Validation rules are based on the Exemption Notification definition in
[R4]

A new Exemption ID is generated based on a dedicated database
sequence that generates unique numbers. The Exemption_ID is the
concatenation of the NSW Country ISO alpha-2 code and the sequence
number.

UC-SSN-EXE-12

Edit/Delete Exemption

The current Use Case describes the SSN Users’ interaction with the
system upon editing-deleting an exemption related to ship through the
web.

SSN Web Application

SSN User

The Actor has been authenticated in the system and is authorised to
modify exemptions.

The exemption is defined for a given vessel.

An exemption is deleted or its data are modified.

The Actor has selected to modify an exemption related to a vessel.

Primary Workflow

Step 1 The Actor searches for an exception by entering Vessel and type of
Exemption as criteria.

Step 2 The system displays a list with exemptions that match the criteria and
the user is allowed to edit.

Step 3 The Actor selects an exemption from the list.

Step 4 The system displays a form with fields filled in with the exemption data.

Step 5 The user modifies the exemption data (listed below) and submits.

Exemption Details

Exemption Type (Provided types are: “Pre-arrival”, “Hazmat”,
“"Waste” and “Security”)

Company Name
Date From
Date To
Route, with list of:
- Port
Authority
- Authority Type
- Authority Name
Contact 24/7
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- First Name
- Last Name
- Email

- Phone

- Fax

Step 6

The system validates the submitted data and displays the pertinent
message to the user.

Alternative Use Case
Description

Edit an Exemption - Invalid

Step 1.6 Validation of the submitted information fails. The system displays the
failure reason(s) to the Actor.
Step 1.7 Return to Primary Workflow - Step 2.

Alternative Use Case

Delete an Exemption

Description
Step 2.5 The actor selects to delete the selected exemption.
Step 2.6 The system deletes the exemption data.

Input(s)

Exemption information for a vessel.

Output(s)

An exemption’s data are modified or deleted.

Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

The actor can edit/delete an exemption associated to his/her own
country (field “Authority - Country” in the exemption). This is based on
the geographical restrictions applied to the permission
EXEMPTIONS_NOTIFIER.

Use Case Req ID

UC-SSN-EXR-13

Use Case Name

Create Exemption from Existing

Purpose

The current Use Case describes the SSN Users’ interaction with the
system upon creating a new exemption related to ship through the web
by using the data of an exemption that already exists.

Subsystem

SSN Web Application

Primary Actor(s)

SSN User

Precondition(s)

The Actor has been authenticated in the system and is authorised to
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create exemptions. Some exemptions already exists in the system.

A new exemption is submitted in the system.

The Actor has selected to create an exemption for a vessel using the data
of an existing exemption.

Primary Workflow

Step 1 The Actor navigates to the page where he can create a new exemption
from an existing one.
Step 2 The Actor searches for an exception by entering Vessel and type of
Exemption as criteria.
Step 3 The system displays a form with fields for the new exemption populated
with the values of the exemption that has been selected from the Actor.
Step 4 The Actor modifies the following details:
Exemption Details
Exemption Type (Provided types are: “Pre-arrival”, “Hazmat”,
“"Waste” and “Security”)
Company Name
Date From
Date To
Route, with list of:
- Port
Authority
- Authority Type
- Authority Name
Contact 24/7
- First Name
- Last Name
- Email
- Phone
- Fax
Step 5 The system validates the submitted information.
Step 6 The system persists the notification data in the DB. The notification data
are stored as reported.
Step 7 The system Logs the message and processing details and informs the
user about the result.
Create a new Exemption from an existing one - Invalid
Step 1.9 Validation of the submitted information fails. The system displays the

failure reason(s) to the Actor.

New exemption is submitted to the system and associated to a vessel.
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Associated Use Case(s) -

Special Requirements

The actor can create an exemption associated to his/her own country
(field “Authority - Country” in the exemption). This is based on the
geographical restrictions applied to the permission
EXEMPTIONS_NOTIFIER.

3.1.3 Data Request

This system package includes the services required in order for the SSN Central to process requests for
details and response via the XML/SOAP and Web interfaces. More specifically, this system package

consists of the following use-cases:
1. UC-SSN-SCREQ-20: Process ShipCall Request

O ® N OGO R WN

Use Case Req ID
Use Case Name

Purpose

Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

UC-SSN-SCREQ-21: Request ShipCall from the Web
UC-SSN-SCRES-22: Process ShipCall Response
UC-SSN-EXF-23: Find Exemption
UC-SSN-MRSREQ-24: Process MRS Request (XML)
UC-SSN-MRSREQ-25: Request MRS Request(Web)
UC-SSN-MRSRES-26: Process MRS Response
UC-SSN-MRSLREQ-27: Process MRS List Request (XML)
UC-SSN-MRSLREQ-28: Process MRS List Request (Web)

UC-SSN-SCREQ-20

Process ShipCall Request

Covers the functionality related to the systems’ actions upon receiving a
request for information from either the SSN GI Interface in v3 or a
National Application in v2 or v3.

SSN Core

SSN User / NCA Application / SSN GI

A v2 or v3 request for information has been received by the system.

The system has processed the request.

Request message received

Primary Workflow

Step 1 The SSN GI or an NCA application has sent a valid request for
information to the System.
Step 2 The system performs some authorization checks for the Actor submitting

the request:
1. The Actor is known to SSN application.
2. The Actor has been activated.
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3. The Actor validity period has not elapsed yet.
4. The Actor has been granted the required permissions.
5. The Actor is authorized to submit requests from XML interface

Step 3 The system identifies access rights restrictions on ShipCall requests,
based on the following:
e On the SHIPCALL_REQUESTOR task and geographical restrictions
based on the PortOfCall.
e On the HAZMAT_REQUESTOR task if HazmatDetails are requested.
e On the SECURITY_REQUESTOR task if SecurityDetails are requested.
e On the WASTE_REQUESTOR task if WasteDetails are requested
e On the EXEMPTION_REQUESTOR task if Exemption information exists
e On the CREWPAX_REQUESTOR task if Crew and Passengers Details
are requested.
Step 4 The System identifies one of the following requests (queries):

ExpectedCallOfSelectedShip:
SSN protocol version: 2 and 3
Mandatory parameters: IMONumber or MMSINumber;

Optional parmeters: StartDateTime, GetHazmat, GetWaste, GetSecurity,
GetCrewPax.

Business rules applicable [R4] Table 4- Description of queries supported
by the MS2SSN_ShipCall_Req message.

Result: Details of a Voyage
- Without ATAPortOfCall, and

—  With ETAToPortOfCall after and closest to StartDateTime.

— Hazmat/Security/Waste/Crew&Pax information in results is as
reported before departure from the port.

MostRecentArrivalOfSelectedShip:
SSN protocol version: 2 and 3

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime, GetHazmat, GetWaste, GetSecurity,
GetCrewPax. Business rules applicable [R4] Table 4- Description of
queries supported by the MS2SSN_ShipCall_Req message.

Result: a Voyage
—  With ATAPortOfCall before and closest to StartDateTime, and
—  With ATDPortOfCall, if available, after StartDateTime.

— Hazmat/Security/Waste/Crew&Pax information in results is as
reported before departure from the port.

MostRecentDepartureOfSelectedShip:
SSN protocol version: 2 and 3

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime, GetHazmat, GetWaste, GetSecurity,
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GetCrewPax. Business rules applicable [R4] Table 4- Description of
queries supported by the MS2SSN_ShipCall_Req message.

Result: a Voyage

— Central SSN will provide the ship call with ATDPortOfCall before
and closest to StartDateTime.

— Hazmat/Security/Waste/Crew&Pax information in results is as
reported before departure from the port.

RecentAndCurrentShipCallsOfSelectedShip:
SSN protocol version: 2 and 3

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime, EndDateTime, NumberOfCalls. Business rules
applicable [R4] Table 4- Description of queries supported by the
MS2SSN_ShipCall_Req message.

Result: List of Voyages

- With ATAPortOfCall within the time period defined by
StartDateTime and EndDateTime.

— If no time period is defined, Central SSN will provide the list of
latest [NumberOfCalls] consolidated PortPlus messages with
ATAPortOfCall before SentAt.

— Only summary data are provided. No request for additional
details from the data provider.

ExpectedShipCallsAtEUPort:
SSN protocol version: 2 and 3

Mandatory parameters: PortOfCall; Optional parmeters: StartDateTime,
EndDateTime, NumberOfCalls. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Reqg message.

Result: List of Voyages

— With ETAToPortOfCall within the time period defined by
StartDateTime and EndDateTime, and

- Without ATAPortOfCall.

— If no time period is defined, Central SSN will provide the list of
[NumberOfCalls] correlated voyages:

—  With ETAToPortOfCall after SentAt, and
- Without ATAPortOfCall.

— Only summary data are provided. No request for additional
details from the data provider.

CurrentShipCallsAtEUPort:

Mandatory parameters: PortOfCall; Optional parmeters: StartDateTime.
Business rules applicable [R4] Table 4- Description of queries supported
by the MS2SSN_ShipCall_Req message.

Result: List of Voyages
—  With PortOfCall = defined PortOfCall, and
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- With ATAPortOfCall after StartDateTime, and
—  Without ATDPortOfCall.

— Only summary data are provided. No request for additional
details from the data provider.

CompletedShipCallsAtEUPort:
SSN protocol version: 2 and 3

Mandatory parameters: PortOfCall; Optional parmeters: StartDateTime.
Business rules applicable [R4] Table 4- Description of queries supported
by the MS2SSN_ShipCall_Req message.

Result: List of Voyages
—  With PortOfCall = defined PortOfCall, and
—  With ATDPortOfCall after StartDateTime.

— Only summary data are provided. No request for additional
details from the data provider.

LatestRegisteredShipCallDataOfSelectedShip
SSN protocol version: 2

Mandatory parameters: IMONumber or MMSINumber; StartDateTime
and EndDateTime. Business rules applicable [R4] Table 4- Description of
queries supported by the MS2SSN_ShipCall_Req message.

Result: Details of a Voyage.

—  With the maximum sent at time less than StartDateTime.
— Hazmat information in results is as reported before departure
from the port.

ShipCallsRegisteredBySSNYesterday
SSN protocol version: 2

Mandatory parameters: StartDateTime. Business rules applicable [R4]
Table 4- Description of queries supported by the MS2SSN_ShipCall_Req
message.

Result: List of Voyages which were registered or updated within the
specified time period.

— Only summary data are provided. No request for additional
details from the data provider.

LatestCallUpdates:
SSN protocol version: 2 and 3

Mandatory parameters: StartDateTime, EndDateTime. Business rules
applicable [R4] Table 4- Description of queries supported by the
MS2SSN_ShipCall_Req message.

Result: List of Voyages which were registered or updated within the
specified time period.
— Only summary data are provided. No request for additional
details from the data provider.
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LatestCallInfoAtSpecificPort
SSN protocol version: 2

Mandatory parameters: StartDateTime, EndDateTime, PortOfCall.
Business rules applicable [R4] Table 4- Description of queries supported
by the MS2SSN_ShipCall_Req message.

Result: List of Voyages which were registered or updated within the
specified time period.

—  With PortOfCall = defined PortOfCall.

— Only summary data are provided. No request for additional
details from the data provider.

ListExpectedCallsOfSelectedShip:
SSN protocol version: 2 and 3

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Reg message.

Result: List of Voyages
—  Without ArrivalDetails element,and
-  With ETAToPortOfCall after StartDateTime, and
-  Without ATAPortOfCall.

— Only summary data are provided. No request for additional
details from the data provider.

SelectedShipCall:
SSN protocol version: 3

Mandatory parameters: ShipCallID; Optional parmeters: GetHazmat,
GetWaste, GetSecurity, GetCrewPax. Business rules applicable [R4]
Table 4- Description of queries supported by the MS2SSN_ShipCall_Req
message.

Result: a Voyage

—  With the specified ShipCallID.

— If the voyage does not have an ATD, the system will provide the
Hazmat/Crew&Pax information in results is as reported before
departure from the port.

- If the voyage has an ATD, the system will provide the
Hazmat/Crew&Pax information of the voyage towards next port.

— Security/Waste information in results is as reported before
departure from the port.

GetActiveHazmatForSelectedShip:
SSN protocol version: 2 and 3

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.
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Result: a Voyage

— that is the most relevant and associated hazmat details which are
active at StartDateTime.

— Information may come from different PortPlus messages
(different values of ShipCallID).

— Hazmat information in results.

GetActiveSecurityForSelectedShip:
SSN protocol version: 3

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.

Result: the most relevant Voyage and associated security details.

—  Without ATDPortOfCall and with closest ETAToPortOfCall or
ATAPortOfCall to StartDateTime

— Security information in results.

GetActiveWasteForSelectedShip:
SSN protocol version : 3

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.

Result: the most relevant Voyage and associated waste details.
—  Without ATDPortOfCall and
—  With closest ETAToPortOfCall or ATAPortOfCall to StartDateTime

— Waste information in results. Details in case requested and are
provided by the data provider. Summary in case requested or
details are not provided by the data provider.

GetActiveCrewPaxForSelectedShip:
SSN protocol version: 2 and 3

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Reqg message.

Result: the most relevant Voyage and associated waste details.
-  Without ATDPortOfCall and
—  With closest ETAToPortOfCall or ATAPortOfCall to StartDateTime
- Crew&Pax information in results.

Step 5a

In case of a v3 request, the system verifies that the search criteria are
correct based on the XMLRG business rules for v3 request.

The system searches the SSN database for a relevant voyage(s) based
on the provided request criteria. The business rules for voyage retrieval
defined in Annex A: Business Rules are also applicable.

In case of a request for Hazmat/Waste/Security/Crew&Passengers
summary/details go to step 6a.
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Otherwise go to step 6c.

Step 5b

In case of a v2 request, the system verifies that the search criteria are
correct based on the XMLRG business rules for v2 request.

The system searches the SSN database for a relevant voyage(s) based
on the provided request criteria. The business rules for voyage retrieval
defined in Annex A: Business Rules are also applicable.

In case of a request for Hazmat summary/details go to step 6b.
Otherwise go to step 6c.

Step 6a

In case of a v3 request, the system has identified a voyage which
complies with the search criteria for
Hazmat/Waste/Security/Crew&Passengers summary/details and the
requestor’s access rights and geographical restrictions (applied to the
“PortOfCall” of the voyage: if is within the geo restriction, then the
voyage is provided).

The system fetches the voyage data from the data store. Go to step 7a.

Step 6b

In case of a v2 request, the system has identified a voyage which
complies with the search criteria for Hazmat summary/details and the
requestor’s access rights and geographical restrictions (applied to the
“PortOfCall” of the voyage: if is within the geo restriction, then the
voyage is provided).

The system fetches the voyage data from the data store. Go to step 7b.

Step 6¢c

The system has identified a list of voyage(s) which complies with the
search criteria and the requestor’'s access rights and geographical
restrictions (applied to the “PortOfCall” of each voyage: if is within the
geo restriction, then the voyage is provided). The system fetches the
voyage data from the data store. Go to step 10.

Step 7a

In case of a v3 request for Hazmat/Waste/Security/Crew&Passengers
details, the system identifies that the requested detailed information in
XML must be acquired from an NCA Application (data provider). The
system issues a ShipCall Request to the NCA application for the details.

In case the details where reported in v3 PortPlus notification the system
will issue a v3 SSN2MS_ShipCall_Req.

In case the details are hazmat and where reported in v2 PortPlus
notification the system will issue a v2 SSN2MS_ShipCall_Req.

Go to step 8a.

Step 7b

In case of a v2 request for hazmat details, the system identifies that the
details were reported in v2 PortPlus notification:

— the requested detailed information are in UrlDetails. The system
fetches the UrlDetails from the data store

— the requested detailed information are in ContactDetails. The
system fetches the ContactDetails from the data store.

— the requested detailed information in XML must be acquired from
an NCA Application (data provider). The system issues a v2
ShipCall Request to the NCA application for the details.

In case the hazmat details were reported in v3 PortPlus notification the
system will not issue a SSN2MS_ShipCall_Req for additional details.
Instead the system will use the voyage data reported in the v3 PortPlus
notification data (see step 6b) to use in the v2 respose.

Go to step 8b.

Step 8a

The system receives within the timeout interval the response form the
NCA application. It parses the QueryResults part of the response
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message.

In case of a v2 MS2SSN_ShipCall_Res, the contents are mapped to the
contents of the v3 SSN2MS_ShipCall_Res message.

As a general rule regarding the SSN2MS_ShipCall_Res message:

e The following elements are excluded (independent of the
GetDetails request) from the message: “PurposeOfCall”,
“VesselDetails”, “WasteConfirmation”, “SecurityConfirmation”,
“CrewAndPaxConfirmation”, “"Exemptions”.

e Under element HazmatSummary:

o If DGClassification = “BC"” will be renamed to
DGClassification = “IMSBC”

o If DGClassification = “INF”, then the element “"DG"” will be
ignored

e Element “Source” in "HazmatDetails” indicates the “From” and
“SentAt” of the MS2SSN_ShipCall_Res.

e Only one V3 “Consignement” element is created. It has no
attributes “TransportDocumentID”, “PortOfLoading”,
“PortOfDischarge”.

e Each element "DPG” in “PlacementOfGoodsInContainer” of
MS2SSN_ShipCall_Res is translated to element “"DPGItem” with
“TransportEquipmentUnit” element.

e Attribute “LocationOnBoardGoods” in element
“PlacementOfGoodsInContainer” of MS2SSN_ShipCall_Res is
copied to attribute “LocationOnBoard” in element
“TransportEquipmentUnit” of each "DPGItem” element.

e Each element "DPG” in “PlacementOfGoods” of of
MS2SSN_ShipCall_Res is translated to element “"DPGItem” with
“NonTransportEquipmentUnit” element.

e Attribute “LocationOnBoardGoods” in element
“PlacementOfGoods” of of MS2SSN_ShipCall_Res is copied to
V3 attribute “LocationOnBoard” in element
“NonTransportEquipmentUnit” of each "DPGItem” element.

e As regards "DPGItem” elements:

o A dummy value = “X” will be given to HazmatDetails>
Cargolnformation> Consignment> DPGItem>
DGClassification

o Have no attributes “PackingGroup”, “FlashPoint”,
“MarpolCode”, “PackageType”, “TotalNrOfPackages”,
“AdditionalInformation”, *“NoOfPackages”.

o Attribute “TechnicalName” of of MS2SSN_ShipCall_Res
is translated “TextualReference”.

o Have no element “EmS”, * SubsidiaryRisks”.

Go to step 9a.

Step 8b

The system receives within the timeout interval the response form the
NCA application. It parses the QueryResults part of the response
message.
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Go to step 9b.

Step 9a

In case of v3 request, if the requestor has the access rights to requesting
exemption data, the system searches for exemptions in the SSN
database which are relevant.

An exemption is considered as relevant for a ship call if:
e It applies to the same ship, and
e Its route includes the Port Of Call, and

e If the details are regarding Non-EU-Departure hazmat, or waste,
or security, its validity period covers the ATAPortOfCall, or the
ETAToPortOfCall (if there is no ATAPortOfCall), and

e If the details are regarding EU-Departure Hazmat, its validity
period covers the ATDPortOfCall, or the ETDFromPortOfCall (if
there is no ATDPortOfCall).

If one or more exemption are found, and, the details are fetched to be
included in the response message.

Step 9b

In case of v2 request, any relevant pre-arrival exemption for the
requested ship and PortOfCall is ignored. The response is based on the
relevant ship call data.

Step 10

In case of a v2 request the system constructs a v2 response message.
In case of a v3 request the system constructs a v3 response message.

Step 11

The system sends the response to the data requestor.

Invalid Request

Step 1.1

The ShipCall request criteria are invalid

Step 1.3

The system generates a receipt indicating the error and StatusCode =
"InvalidFormat” and a StatusMessage indicating that the search criteria
are incorrect.

No relevant data found.

Step 2.1

The system identifies that no voyage satisfies the request criteria. The
system generates and sends a negative response to the data requestor.

Step 2.3

The system generates a SSN2MS_ShipCall_Res with StatusCode =
"NotFound”.

Exceeded Response Time/ Negative receipt

Step 3.1

If the response time (as defined in the request - see Special
requirements) has been exceeded, or if a negative receipt has been
received from the data provider's NCA Application, the system sends a
Response message to the data requester with the summary that it holds
in the database (notification details).

Access Control Check fails

Step 4.1

If the Access Control fails to apply the restrictions of Step 2 and 3,
The system identifies that the user is not granted the permission to
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submit the request (is not granted the relative TASK; see step 3) or the
geographical access rights restrictions on ShipCall requests does not
permit submitting a request for the PortOfCall indicated in the request
criteria.

Step 4.2

Input(s)
Output(s)

Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID
Use Case Name

Purpose

Subsystem

Primary Actor(s)

Precondition(s)

The system generates a receipt indicating the error and StatusCode =
"AccessDenied”.

Request specific data.

Notification Details are sent to the Data Requester (SSN User or NCA
Application). The system shall respond to a requesting NCA Application in
XML format.

For Cargo Manifest the response message defines the URL where the
document can be downloaded from or the contact details of the
authority/person to acquire the details from.

Response Timer

Included UC: UC-SSN-MSG-01: Handle Incoming Message

1. Once a request has been received, the system initiates a response
timer. If the time interval to be applied is not defined in the request
message the system sets the timer with a predefined value.

2. Hazmat information in results is as reported for the PortOfCall/Non-
EU departure while Hazmat information in results is as reported for
the NextPort/EU-departure. The same holds for Crew&Passengers.

3. Voyages with status “On-hold” or "Dummy” are not provided in the
results

UC-SSN-SCREQ-21

Request ShipCall from the Web

The current Use Case describes the functionality related to the search for
Voyages from the Web interface.

SSN Web application

SSN User

The Actor has been authenticated in the system. At least one vessel with
voyage(s) exist in the system. The actor is granted the
permissionShipCall requests, based on the following:

On the SHIPCALL_REQUESTOR task and geographical restrictions based
on the Port Of Call.

On the HAZMAT_REQUESTOR task if HazmatDetails are requested.
On the SECURITY_REQUESTOR task if SecurityDetails are requested.
On the WASTE_REQUESTOR task if WasteDetails are requested

On the EXEMPTION_REQUESTOR task if Exemption information exists
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On theCREWPAX_REQUESTOR task if Crew and Passengers Details are
requested.

Voyage(s).

The Actor wants to find information for a voyage(s)of a vessel.

Primary Workflow

Step 1

The user navigates to the web page for searching voyages.

Step 2

The user selects a predefined menu item that corresponds to a ship call
request of the types indicated hereunder. The user shall enter the criteria
applicable per case:

RelevantVoyages:
Mandatory parameters: IMONumber or MMSINumber.

Result: List of up to 13most relevant Voyages in relation to the query
Timestamp.
—  With ETA/ATAPortOfCall after and closest to the query timestamp
or
— ATDPortOfCall and ATAPortOfCall before and closest to the query
timestamp or

— ETDLastPort before and closest to the query timestamp,
ATAPortOfCall not null and ATDPortOfCall after and closest to the
query timestamp or

— ETDLastPort before and closest to the query timestamp and
PortOfCall uknown.

— Only summary data are provided. No request for additional
details from the data provider.

ExpectedCallOfSelectedShip:
Mandatory parameters: IMONumber or MMSINumber;

Optional parmeters: StartDateTime, GetHazmat, GetWaste, GetSecurity,
GetCrewPax.

Business rules applicable [R4]Table 4- Description of queries supported
by the MS2SSN_ShipCall_Req message.

Result: Details of a Voyage
- Without ATAPortOfCall, and
—  With ETAToPortOfCall after and closest to StartDateTime.

— Hazmat/Security/Waste/Crew&Pax information in results is as
reported before departure from the port.

MostRecentArrivalOfSelectedShip:

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime, GetHazmat, GetWaste, GetSecurity,
GetCrewPax. Business rules applicable [R4] Table 4- Description of
queries supported by the MS2SSN_ShipCall_Req message.

Result: Details of a Voyage
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—  With ATAPortOfCall before and closest to StartDateTime, and
—  With ATDPortOfCall, if available, after StartDateTime.

— Hazmat/Security/Waste/Crew&Pax information in results is as
reported before departure from the port.

MostRecentDepartureOfSelectedShip:

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime, GetHazmat, GetWaste, GetSecurity,
GetCrewPax. Business rules applicable [R4] Table 4- Description of
queries supported by the MS2SSN_ShipCall_Req message.
Result: Details of a Voyage
— Central SSN will provide the ship call with ATDPortOfCall before
and closest to StartDateTime.

— Hazmat/Security/Waste/Crew&Pax information in results is as
reported before departure from the port.

RecentAndCurrentShipCallsOfSelectedShip:

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime, EndDateTime, NumberOfCalls. Business rules
applicable [R4] Table 4- Description of queries supported by the
MS2SSN_ShipCall_Req message.
Result: List of Voyages
- With ATAPortOfCall within the time period defined by
StartDateTime and EndDateTime.

— If no time period is defined, Central SSN will provide the list of
latest [NumberOfCalls] consolidated PortPlus messages with
ATAPortOfCall before SentAt.

— Only summary data are provided. No request for additional
details from the data provider.

ExpectedShipCallsAtEUPort:

Mandatory parameters: PortOfCall; Optional parmeters: StartDateTime,
EndDateTime, NumberOfCalls. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.

Result: List of Voyages

— With ETAToPortOfCall within the time period defined by
StartDateTime and EndDateTime, and

- Without ATAPortOfCall.

— If no time period is defined, Central SSN will provide the list of
[NumberOfCalls] correlated voyages:

—  With ETAToPortOfCall after SentAt, and
- Without ATAPortOfCall.

— Only summary data are provided. No request for additional
details from the data provider.
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CurrentShipCallsAtEUPort:

Mandatory parameters: PortOfCall; Optional parmeters: StartDateTime.
Business rules applicable [R4] Table 4- Description of queries supported
by the MS2SSN_ShipCall_Req message.

Result: List of Voyages
—  With PortOfCall = defined PortOfCall, and
—  With ATAPortOfCall after StartDateTime, and
- Without ATDPortOfCall.

— Only summary data are provided. No request for additional
details from the data provider.

CompletedShipCallsAtEUPort:

Mandatory parameters: PortOfCall; Optional parmeters: StartDateTime.
Business rules applicable [R4] Table 4- Description of queries supported
by the MS2SSN_ShipCall_Req message.

Result: List of Voyages
—  With PortOfCall = defined PortOfCall, and
—  With ATDPortOfCall after StartDateTime.

— Only summary data are provided. No request for additional
details from the data provider.

LatestCallUpdates:

Mandatory parameters: StartDateTime, EndDateTime. Business rules
applicable [R4]Table 4- Description of queries supported by the
MS2SSN_ShipCall_Req message.

Result: List ofVoyages which were registered or updated within the
specified time period.

— Only summary data are provided. No request for additional
details from the data provider.

ListExpectedCallsOfSelectedShip:

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.

Result: List of Voyages
—  Without ArrivalDetails element,and
—  With ETAToPortOfCall after StartDateTime, and
-  Without ATAPortOfCall.

— Only summary data are provided. No request for additional
details from the data provider.

SelectedShipCall:

Mandatory parameters: ShipCallID; Optional parmeters: GetHazmat,
GetWaste, GetSecurity, GetCrewPax. Business rules applicable [R4]
Table 4- Description of queries supported by the MS2SSN_ShipCall_Req
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message.
Results:
a) a Voyage
- With the specified ShipCalllD;

— Regsistered vessel IMO Number, MMSI Number, CallSign,
ShipName, Flag;

— Hazmat/Security/Waste/Crew&Pax information in results is as
reported before departure from the port.

b) list of notifications transmitted to SSN-EIS that refer to the same ship
call.

GetActiveHazmatForSelectedShip:

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.

Result: the Voyagethat is the most relevant and associated hazmat
details which are active at StartDateTime.

- Information may come from different PortPlus messages
(different values of ShipCallID).

— Hazmat information in results.

GetActiveSecurityForSelectedShip:

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.

Result: the most relevant Voyageand associated security details.

—  Without ATDPortOfCall andWith closest ETAToPortOfCall or
ATAPortOfCall to StartDateTime

— Security information in results.

GetActiveWasteForSelectedShip:

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.

Result: the most relevant Voyageand associated waste details.
—  Without ATDPortOfCall and
—  With closest ETAToPortOfCall or ATAPortOfCall to StartDateTime

— Waste information in results. Details in case requested and are
provided by the data provider. Summary in case requested or
details are not provided by the data provider.

GetActiveCrewPaxForSelectedShip:

Mandatory parameters: IMONumber or MMSINumber; Optional
parmeters: StartDateTime. Business rules applicable [R4] Table 4-
Description of queries supported by the MS2SSN_ShipCall_Req message.
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Result: the most relevant Voyageand associated waste details.
- Without ATDPortOfCall and
—  With closest ETAToPortOfCall or ATAPortOfCall to StartDateTime
- Crew&Pax information in results.

Step 3

The system searches the SSN database for a relevant voyage(s) based
on the provided request criteria.The business rules for voyage retrieval
defined in Annex A: Business Rules are also applicable.

Step 4a

In case of a request for a single voyage, the system displays a voyage
which complies with the search criteria and the requestor’s access rights
and geographical restrictions.

A magnifier glass - per case - indicates if the voyage has Hazmat and/or
Security and/or Waste and/or Crew&Passengers.

The user clicks on a magnifier grass for the details.

Step 4b

In case of a request for a list of voyages the system displays the voyages
that match the criteria and the requestor’'s access rights and
geographical restrictions.

Per record and per case a magnifier glass indicates if the voyage has
Hazmat and/or Security and/or Waste and/or Crew&Passengers.

The user clicks on a magnifier grass for the details.

Step 5

The system identifies the relative information being Hazmat and/or
Security and/or Waste and/or Crew&Passengers.

In case of the details where provided in V3 PortPlus the system identifies
that the requested detailed information in XML must be acquired from an
NCA Application (data provider). The system issues a ShipCall Request to
the NCA application for the details.

In case the details are Hazmat and where reported in v2 PortPlus
notification the system will issue a v2 SSN2MS_ShipCall_Req. If URL the
system will download the electronic file. In case of contact details it will
extract from the database (skip step 6).

Step 6

The system receives within the timeout interval the response form the
NCA application. It parses the QueryResults part of the response
message.

In case of a v2 MS2SSN_ShipCall_Res, the contents are mapped to the
contents of the v3 SSN2MS_ShipCall_Res message.

As a general rule regarding the SSN2MS_ShipCall_Res message:

e The following elements are excluded (independent of the
GetDetails request) from the message: “PurposeOfCall”,
“VesselDetails”, “WasteConfirmation”, “"SecurityConfirmation”,
“CrewAndPaxConfirmation”, “Exemptions”.

e Under element HazmatSummary:

o If DGClassification = “"BC” will be renamed to
DGClassification = “IMSBC”

o If DGClassification = “INF”, then the element "DG"” will be
ignored

e Element “Source” in "HazmatDetails” indicates the “From” and
“SentAt” of the MS2SSN_ShipCall_Res.

e Only one V3 “Consignement” element is created. It has no
attributes “TransportDocumentID”, “PortOfLoading”,
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“PortOfDischarge”.

e Each element "DPG” in “PlacementOfGoodsInContainer” of
MS2SSN_ShipCall_Res is translated to element “"DPGItem” with
“TransportEquipmentUnit” element.

e Attribute “LocationOnBoardGoods” in element
“PlacementOfGoodsInContainer” of MS2SSN_ShipCall_Res is
copied to attribute “LocationOnBoard” in element
“TransportEquipmentUnit” of each "DPGItem” element.

e Each element "DPG” in “PlacementOfGoods” of of
MS2SSN_ShipCall_Res is translated to element “"DPGItem” with
“NonTransportEquipmentUnit” element.

e Attribute “LocationOnBoardGoods” in element
“PlacementOfGoods” of of MS2SSN_ShipCall_Res is copied to
V3 attribute “LocationOnBoard” in element
“NonTransportEquipmentUnit” of each "DPGItem” element.

e As regards "DPGItem” elements:

o A dummy value = “X” will be given to HazmatDetails>
Cargolnformation> Consignment> DPGItem>
DGClassification

o Have no attributes “PackingGroup”, “FlashPoint”,
“MarpolCode”, “PackageType”, “TotalNrOfPackages”,
“AdditionalInformation”, *“NoOfPackages”.

o Attribute “TechnicalName” of of MS2SSN_ShipCall_Res
is translated “TextualReference”.

o Have no element "EmS”, * SubsidiaryRisks”.

Step 7

If the requestor has the access rights to requesting exemption data, the
system searches for exemptions in the SSN database which are relevant
based on the same rule as introduced in UC-SSN-SCREQ-20.

If one or more exemption are found the details are fetched to be included
in the details of the response to the user.

Step 8

The system constructs the response to the user.

Step 9

The system displayes the response.

No relevant data found.

Step 1.1

The system identifies that no voyage satisfies the request criteria. The
system prompts the user that no voyages were found.

Exceeded Response Time/ Negative receipt

Step 2.1

If the response time (as defined in the request - see Special
requirements) has been exceeded, or if a negative receipt has been
received from the data provider’'s NCA Application, the system displays to
the data requester with the summary that it holds in the database
(notification details).

Request specific data.

Notification Details are displayed to the user.
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Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Voyages with status “On-hold” or “Dummy” are not provided in the
results

Use Case Req ID

UC-SSN-SCRES-22

Use Case Name

Process ShipCall Response

Purpose

Covers the functionality related to the systems’ actions upon receiving a
response for details from a Member State.

Subsystem

SSN Core

Primary Actor(s)

NCA Application, SSN GI

Precondition(s)

The NCA Application (data provider) has received a request from SSN for
providing detailed information which is declared available through a
previously sent notification.

Postcondition(s)

The system sends the response message with the requested information
to the NCA (data requester) that initiated the request.

Trigger(s)

Response message received from the NCA Application (data provider).

Use Case Description

Primary Workflow

Step 1 The system upon reception of a response message checks the associated
response timer and the associated request message.
Step 2 If the response period has not been exceeded, the system generates and

sends the response to the Member State that initiated the request
through XML message.

Alternative Use Case
Description

Response Time Exceeded

Step 1.1

If the response time has been exceeded, the system shall only log the
received response.

Alternative Use Case
Description

No matching Vessel Data

Step 2.1

If the Vessels criteria defined in the response message do not match the
vessel definition in the SSN data store thenthe system shall return a
status code OK to the NCA application along with a warning that
indicates the vessel particulars as defined in the SSN data store.

Input(s)

Response message.

Output(s)

Requested information.

Timer(s)

Response Timer

Business Process(es)
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Use Case Req ID
Use Case Name

Purpose

Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description
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January 2015

Included UC: UC-SSN-MSG-01: Handle Incoming Message

UC-SSN-EXF-23

Find Exemption

The current Use Case describes the functionality related to the search for
an exemption associated to a vessel in the Web interface.

SSN Web Application

SSN User

The Actor has been authenticated in the system. At least one vessel with
associated exemption has been inserted in the system. The actor is
granted the permission EXEMPTIONS_REQUESTOR.

A list of exemptions.

The Actor wants to find information for an exemption associated to a
vessel.

Primary Workflow

Step 1 The user navigates to the web page for searching exemptions.

Step 2 The Actor searches for an exception by entering Vessel and type of
Exemption as criteria.

Step 3 The system displays a list of exemptions that match the criteria and the
user is allowed to edit based on the geographical restrictions applied to
the permission EXEMPTIONS_NOTIFIER applied to the field “Authority -
Country” of the exemption.

Step 4 The Actor selects an exemption from the list.

Step 5 The system fetches from the data store and displays the Exemption

Alternative Use Case
Description

Step 1.5

Input(s)
Output(s)

Timer(s)

Business Process(es)
Reference

details for the given ship.

Search an Exemption — No Results

No Exemption matches the search criteria. The system returns a related
message and the flow continues from step 2 of the Primary Workflow.

Search Criteria related to the vessel and exemption.

Exemptions that satisfy the criteria are displayed.
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UC-SSN-MRSREQ-24

Process MRS Request (XML)

Covers the functionality related to the system’s actions upon receiving a
request for Ship notification information through the System Interface

SSN Core

NCA Application

A request for information has been received by the system.

The system has processed the request and the response message is
provided to the NCA Application.

A request for information has been sent to SSN in XML format

Primary Workflow

Step 1 The system performs the following authorization checks for the Actor
submitting the request:

1. The Actor is known to SSN application.

2. The Actor has been activated.

3. The Actor validity period has notelapsed yet.

4. The Actor has been granted the required persmissions.

5. The Actor is authorized to submit requests from XML interface.
Step 2 Depending on the Ship Notification Type (ShipNotType field) the system

performs as follows:
When ShipNotType=AIS,

the system retrieves the latest AIS information available in SSN (on the
basis of "Timestamp") for the specified vessel (identified by the
"IMONumber", or the "MMSINumber" if “IMONumber” is not provided).

If the attribute “SenderCountryld” (optional) is also provided, it will be
used - in addition to previous criteria - to retrieve AIS information
originating from that country; that is the sender’s (domain attribute
AisNotification->message->sender) country matching the given one.

For the AIS Notification selected, the system will form a request
(SSN2MS_Ship_Req) of type AIS, asking for additional information from
the data provider (sender of AisNotification).

When ShipNotType=MRS,

the system retrieves the latest MRS information available in SSN (on the
basis of "ReportingDateTime") for the specified vessel (identified by the
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"IMONumber",or the "MMSINumber" if “IMONumber” is not provided).

If the attribute “"MRSIdentification” (optional) is provided, it will be used
to track down the latest MRS Notification corresponding to this identifier
only.

If the attribute “SenderCountryld” (optional) is also provided, it will be
used - in addition to previous criteria - to retrieve MRS Information
originating from that country; that is the sender’s (domain attribute
MrsNotification->message->sender) country matching the given one.

The matching MRS Notification can be of three kinds:

e V2 MRS Nofication. No detailed information can be obtained
from the data provider (since V3 message exchange protocol is
not supported), hence the system forms a reply to data
requestor with the information locally stored, which in that case
is only Notification data (no notification details).

¢ V3 MRS Nofication received from Web interface. Again no
detailed information need to be obtained from the data provider;
all information including MRS Nofication Details
(MrsNotificationDetails entity) are available in SSN, hence the
system forms a full reply to data requestor.

e V3 MRS Notification reveived from XML interface. The
system needs to retrieve MRS Notification details from the data
provider; thus, the system:

o Creates an Additional Information Request
(SSN2MS_Ship_Req) message and dispatches it to the
corresponding Member State.

o Persists the request to an intermediate waiting queue.
The messages will remain in the queue for a configurable
time period or until a corresponding response is received
from the data provider.

The system will process the response returned from the
Member State as described in “UC-SSN-MRSRES-26 -
Process MRS Response”.

Step 3

Given that the system has processed the response returned from data
provider, it has already created a reply (consolidated information
including the initial request, the relevant notification and the detailed
information from the data provider) stored in the waiting queue.

It should be noted that SSN is not examining the response content. Even
a negative response will be forwarded to data requestor.

Step

The system logs and sends the reply (SSN2MS_Ship_Res) to the data
requestor.

No matching Notifications found for the given request criteria

Step 2.1

The system creates a reply (SSN2MS_Ship_Res) which indicates thatno
notification were found.

60 of 238




SSN
System Design Document
SafeSeaNet

Version: 1.46
January 2015

Step 2.2

Alternative Use Case
Description

Step 3.1

Step 3.2

Alternative Use Case
Description

The system logs the response message and sends it to the data
requestor.

No response has been received from the data

(MS2SSN_Ship_Res) in the configured time period.

provider

The system retrieves from the intermediate waiting queue the request
awaiting response from the data provider and forms a reply with the data
available in the SSN central system; that is the MRS Notification data
alone, no additional information from the data provider.

The system logs and sends the reply (SSN2MS_Ship_res) to the data
requestor.

The Actor sending the request does not comply to authorization
requirements

Step 1.1 The system creates a reply (SSN2MS_Ship_Res) which indicates that the
Actor is not authorized to send the request.
Step 1.2 The system logs the response message and sends it to the data

Input(s)
Output(s)
Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID

Use Case Name

Purpose

Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

Step 1

requestor.

Ship Request (MS2SSN_Ship_Req)

Ship Response (SSN2MS_Ship_Res)

Response Timer

Included UC: UC-SSN-MSG-01: Handle Incoming Message
Included UC: UC-SSN-MRSRES-26: Process MRS response

UC-SSN-MRSREQ-25

Request Ship Notification
details from the Web

The current Use Case describes the functionality related to the search for
Ship notifications from the Web interface.

SSN Web application

SSN User

The Actor has been authenticated in the system.The actor is granted the
pertinent permission.

The request has been treated and the answer provided to the SSN user

The Actor wants Ship Notification details.

The Actor navigates to the web page for requesting Ship Notification
details (AIS/MRS Information -> Latest AIS/MRS for selected ship).
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Step 2 The system prompts the Actor to fillin the criteria to be used for
requesting Ship Notification details (ShipNotificationDetailsRequest
page).

Step 3 The system validates criteria according to the XML RG.

Step 4 The system displays a list of Notifications matching the criteria.
Depending on the Ship Notification Type (ShipNotType field) the results
are collected as follows:

When ShipNotType=AIS,

the system retrieves the latest AIS information available in SSN (on the
basis of "Timestamp") for the specified vessel (identified by the
"IMONumber", or the "MMSINumber" if “"IMONumber” is not provided).

If the attribute “SenderCountryld” (optional) is also provided, it will be
used - in addition to previous criteria - to retrieve AIS information
originating from that country; that is the sender’s (domain attribute
AisNotification->message->sender) country matching the given one.
When ShipNotType=MRS,

the system retrieves the latest MRS information available in SSN (on the
basis of "ReportingDateTime") for the specified vessel (identified by the
"IMONumber",or the "MMSINumber" if "IMONumber” is not provided).

If the attribute “"MRSIdentification” (optional) is provided, it will be used
to track down the latest MRS Notification corresponding to this identifier
only.

If the attribute “SenderCountryld” (optional) is also provided, it will be
used - in addition to previous criteria - to retrieve MRS Information
originating from that country; that is the sender’'s (domain attribute
MrsNotification->message->sender) country matching the given one.

Step 5 The Actor selects a Notification from the list.

Step 6 The system displays Notification information; includes only data
maintained in SSN local store.

Step 7 The Actor requests details for the currently diplayed Notification by
clicking on the magnifier button unde details.

Step 8 Depending on the Ship Notification Type (ShipNotType field) the system

performs as follows:
When ShipNotType=AIS, the system:

o forms a request (SSN2MS_Ship_Req) of type AIS, asking for
additional information from the data provider (sender of
AisNotification).

e Persists the request to an intermediate waiting queue. The
messages will remain in the queue for a configurable time period
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or until a corresponding response is received from the data
provider

The system will process the response returned from the Member State as
described in "UC-SSN-MRSRES-26 - Process MRS Response”. All data,
including Notification details returned from data provider are temporarily
stored in an intermediate storage (waiting queue).

When ShipNotType=MRS, the currently displayed MRS Notification can
be of three kinds:

e V2 MRS Nofication. No detailed information can be obtained
from the data provider (since V2 message exchange protocol is
not supported), hence the relevant option (magnifier button
under details) is unavailable.

e V3 MRS Nofication received from Web interface. No detailed
information need to be obtained from the data provider; all
information including MRS Nofication Details
(MrsNotificationDetails entity) are available in SSN, hence the
system stores the information (Notification details) temporarily
stored in an intermediate storage (waiting queue).

e V3 MRS Notification reveived from XML interface. The
system needs to retrieve MRS Notification details from the data
provider; thus, the system:

o Creates an Additional Information Request
(SSN2MS_Ship_Req) message and dispatches it to the
corresponding Member State.

o Persists the request to an intermediate waiting queue.
The messages will remain in the queue for a configurable
time period or until a corresponding response is received
from the data provider.

The system will process the response returned from the

Member State as described in “UC-SSN-MRSRES-26 -

Process MRS Response”.

In every case, the requested data are placed in an intermediate queue,
awaiting the web application to get them (poll for data).

It should be noted that SSN is not examining the response content. A
negative response, is a perfectly valid response and will be returned to
the Actor’s screen.

Step 9 The system redirects to a Ship Nofication Details Response page, where
it constantly (with a configurable interval) polls for the corresponding
response.

Step 10 The system displays Notification details.

Validation failed

Step 2.9 The system redirects to the Ship Notification Details Request page,
where it clearly indicates the errors preventing the successful submission
of the request.
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Step.2.10

Alternative Use Case

Description
Step 3.9

Input(s)
Output(s)
Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID
Use Case Name

Purpose

Subsystem

Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

The flow continues from Step 2 of the main flow.

Time-out occurred while awaiting for response.

The system informs the Actor that the system wasn’t able to collect the
requested information in a timely fashion.

Request specific data.

Ship Notification Details are displayed to the Actor.

Included UC-SSN-MRSRES-26: Process MRS response

UC-SSN-MRSRES-26

Process MRS Response

Describes the system actions performed upon reception of a MRS
response. The message is sent from the data provider as a response to
previously sent request, for detailed MRS information, from SSN central
application.

SSN Core

NCA Application

A request for Ship Notification details has been accepted and SSN has
sent a request for detailed MRS information to the data provider NCA
Application (SSN2MS_Ship_Req)

The system has consolidated all the information for the MRS in an
intermediate waiting queue ready to be dispatched to data requestor.
This information includes, the request sent from requestor NCA
application, the relevant notification in the SSN central application and
the response returned from data provider’s NCA application.

The NCA  Application has sent the response message
(MS2SSN_Ship_Res)

Step 1 The system validates the response against the XMLRG business rules.

Step 2 The system associates the response with the corresponding request
awaiting reply.

Step 3 The system verifies that the response is compliant to the corresponding
request (verifies the search criteria/vessel identification).

Step 5 The system complements the corresponding MRS information stored in

the waiting queue, with the detailed information provided in the
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Alternative Use Case
Description

Step 2.1

Alternative Use Case
Description

Step 3.1

Input(s)
Output(s)
Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID

Use Case Name

Purpose

Subsystem
Primary Actor(s)
Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

Step 1

response.

In fact, the information dispatched to data requestor is the one returned
from the data provider; locally stored information is not taken into
account.

No request found for the received response. This case may arise when a
delayed response from the data provider is arrived, but the
corresponding request has been removed due to timeout.

The delayed response is silently discarded. No  further
SSN2MS_Ship_Res is sent to the initial; data requestor.

Response is not compliant to corresponding request

The response is silently discarded. No further SSN2MS_Ship_Res is sent
to the initial; data requestor.

Response message.

Requested information.

]

Included UC: UC-SSN-MSG-01: Handle Incoming Message

UC-SSN-MRSLREQ-27

Process Ship List Request
(XML)

Covers the functionality related to the system’s actions upon receiving a
request for a list of MRS notification information for a specified
geographical area in given time period through the system interface.

SSN Core

NCA Application

A request for a list of information has been received by the system.

The system has processed the request and returned a response to data
requestor.

A request for a list of MRS notifications has been sent to SSN in XML
format.

Primary Workflow

The system performs the following authorization checks for the Actor
(Party) submitting the request:

1. The Party is known to SSN application.
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2. The Party has been activated.

3. The Party validity period has not elapsed yet.

4. The Party has been granted the required permissions.

5. The Party is authorized to submit requests from XML interface.

Step 2 The system validates the ship list request against the XMLRG business
rules.

Step 3 The system retieves all ShipNotifications corresponding to the criteria
defined in the request;
all MRS notifications where ReportingDateTime is between
“StartDateTime” and “EndDateTime”

If attribute “SenderCountryld” (optional) is used, the results are
narrowed to notifications sent by a specific MS.

Step 5 The system forms a reply (SSN2MS_Ship_List_Res) for the given
request. No request to the data providers is required. The system logs
and sendsthe reply to the data requestor.

No matching Notifications found for the given request criteria

Step 3.1 The system creates a reply which indicates that no MRS notification
werefound.

Step 3.2 The system logs the response message and sends it to the data
requestor.

The Actor sending the request does not comply to authorization
requirements

Step 2.1 The system creates a reply which indicates that the Party sending the
request is not authorized to do so.

Step 2.2 The system logs the response message and sends it to the data

requestor.

Ship List Request (MS2SSN_Ship_List_Req)

Ship List Response (MS2SSN_Ship_List_Res)

Included UC: UC-SSN-MSG-01: Handle Incoming Message

UC-SSN-MRSLREQ-28

Process Ship List Request
submitted from the Web

Covers the functionality related to the system’s actions upon receiving a
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Use Case Description

Version: 1.46
January 2015

request for a list of MRS notification information for a specified
geographical area in given time period submitted from the Web interface.

SSN Core / SSN Web Application

SSN User

The Actor has been authenticated in the system.The actor is granted the
pertinent permission.

The system has processed the request and returned a response to the
Actor.

A request for a list of MRS notifications has been sent to SSN through
information submitted from the SSN Web Application.

Primary Workflow

Step 1 The user navigates to the web page for requesting a list of Ship
Notifications (AIS/MRS Information > List of MRS notifications for a
selected system).

Step 2 The system prompts the Actor to fillin the criteria to be used for
requesting the List of Ship Notifications.

Step 3 The system validates the ship list request criteria against the XMLRG
business rules.

Step 4 The system retieves all ShipNotifications corresponding to the criteria
defined in the request and renders the results in the same page, just
below the given criteria.

All MRS notifications where ReportingDateTime is between
“StartDateTime” and “EndDateTime”

If attribute “SenderCountryld” (optional) is used, the results are
narrowed to notifications sent by a specific MS.

Step 5 The Actor selects any of the returned results and navigate to a page

Alternative Use Case
Description

Step 3.1

Alternative Use Case

Description

Alternative Use Case
Description

5.1

where Ship Notification information is displayed. It should be noted that
only the notification information stored in the SSN central system is
displayed; notification details originating from the data provider are not
available.

The Actor may move back to results and select another Ship Notification
to view available data.

Validation fails for the criteria given by the user

The Actor remains in the search criteria page, where the system clearly
indicates errors preventing successful submission of the request. The
Actor is prompted to correct them and re-submit the request.

No matching Notifications found for the given request criteria.

A corresponding message is displayed in Actor’s screen and is prompted
to attempt another search.

Cancel Ship List Request.

Cancellation in any of the screens of the web flow, will clear search
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results and will let the Actor start the search over over.

The flow continues from step 2.

Ship List Request

Ship List Response

3.1.4 Monitoring Incident Report

This system package includes the services required to provide the end users with a textual interface to
consult the IR notifications distribution status . This system package consists of the following use-case:

1. UC-SSN-IRM-31: Monitor IR notification status

Use Case Req ID
Use Case Name

Purpose

Subsystem
Primary Actor(s)

Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

UC-SSN-IRM-31

Monitor IR notification status

Covers the functionality related to the consultation of the distribution
status of IR notifications and IR feedback notifications
(MS2SSN_IncidentDetail_Tx) in the Web interface.

SSN Core, SSN Send Notifications console

SSN User

Actor is authorised for accessing to the system.

System provides the requested information.

Actor requests the IR notification status.

Primary Scenario

Step 1 The Actor navigates to SSN TI > Send notification > Incident Reports >
Check distribution web console.
Step 2 The Actor enters the search criteria:

— Incident ID (text search).

— Incident type (single choice, default value: any). It applies to IR
notifications only. If a incident type is selected, then only IR
notifications are provided.

— Recipient country (single choice, default value: any).

— Date/Time From & To of SentAt (default values: from [now-3
months] to [now]).

Step 3 The system returns a list of IR notifications distributed by the user’s

country. Information that will be displayed:
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- Type of message (IR notification / IR Feedback)

- Incident Id

- Incident Type

— Sent At (default sort criterion, most recent on top)

— Recipient countries (2-letter codes separated by commas)
— Link to “Distribution status”

Step 4

The Actor click on the "“Distribution status” link and the application
displays the “Distribution Acknowledgment status of Incident Report” and
in addition general information regarding the Incident report (Incident
ID, Incident Type, Sent At).

Step 4

The Actor select to export the results in a predefined file format: XLS,
XML, CSV.

Alternative Use Case
Description

No data found

Step 2.2

No IR notifications satisfy the serahc criteria.

Step 2.3

The system prompts the Actor with a message that no data were found.

Input(s)

Search criteria.

Output(s)

List of IR notification with distribution status.

Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

3.1.5 MRS Management

This system package includes the services required to provide the end users with a textual interface to
create, search and update MRS. This system package consists of the following use-cases:

1. UC-SSN-MRSMNG-41: Create MRS
2. UC-SSN-MRSMNG-42: Search/Update MRS

Use Case Req ID

UC-SSN-MRSMNG-41

Use Case Name

Create MRS

Purpose

Covers the functionality related to the create an MRS in the Web
interface.

Subsystem

SSN Application Management Console

Primary Actor(s)

SSN User

Precondition(s)

Actor is authorised for accessing to the system and for managing MRS

Postcondition(s)

System provides the requested information.
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Actor creates a new MRS.

Primary Scenario

Step 1 The Actor navigates to SSN Application Management > MRS
Management > Create MRS console.

Step 2 The Actor enters the MRS identification and selects the countries
assigned to the MRS. Once selected, the countries are listed below the
MRS Identification field.

Step 3 The user clicks on the “Next” button.

Step 4 If there is a validation error, the user is prompted with the validation
errors on the top of the page; he/she can alter the values and click again
on “Next”.

If no errors the system displays the confirmation page.
Step 4 The Actor clicks on the “Submit” button to save the new MRS.

Input(s)
Output(s)
Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements

Use Case Req ID
Use Case Name

Purpose

Subsystem

Primary Actor(s)
Precondition(s)

Postcondition(s)

Trigger(s)

Use Case Description

Step 1

MRS identification and countries.

MRS defined in the database.

UC-SSN-MRSMNG-42

Search/Update MRS

Covers the functionality related to the search/update an MRS in the Web
interface.

SSN Application Management Console

SSN User

Actor is authorised for accessing to the system and for managing MRS

System provides the requested information.

Actor searches/updates an MRS.

Primary Scenario

The Actor navigates to SSN Application Management > MRS
Management > Search/Update MRS console.

Step 2

The Actor enters the search criteria:
MRS Identification;

Countries that assigned to the MRS.
Click on “Search” button.

Step 3

From the list of MRS that satisfy the criteria, click on the MRS
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Identification to edit.

Step 4 The user may modify the MRS Identification (e.g. correct typos) or
modify the set of countries tha may provide MRS information for the
selected MRS Identification.

Step 5 The user clicks on the “Next” button.

Step 6 If there is a validation error, the user is prompted with the validation
errors on the top of the page; he/she can alter the values and click again
on “Next”.

If no errors the system displays the confirmation page.
Step 7 The Actor clciks on the “Submit” button to save the new MRS.

Alternative Use Case
Description

Delete MRS

Step 2.5 The user clicks on the “Delete” button.

Step 2.6a If the MRS is referenced in an MRS_NOTIFICATION, the system prompts
the user that the MRS cannot be deleted.

Step 2.6b If the MRS is not referenced an MRS_NOTIFICATION, the system

prompts the user to confirm the deletion.

Search criteria; MRS Identification.

Output(s)

MRS definition is updated or deleted from the database.

Timer(s)

Business Process(es)
Reference

Associated Use Case(s)

Special Requirements
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4 Design of System Components

4.1 SSN-EIS

This section provides an overview of the SSN-EIS System. In this phase the current SSN system shall
be re-factored to be SOA compliant and enhanced to expose more functionality (vessel, location and
user) to external system via Web services.

A sovereign element in the design of the European Index Server (hereinafter EIS), as depicted in the
logical view diagram presented in Figure 4-1, is the division of system in three distinguishable
applications:

1. ssn-core-app (ref:section 4.2)
2. ssn-console-app (ref:section 4.3)

3. ssn-xmlprotocol-app (ref:section 4.4)

ES

Providers (WEB)

SSNWEB CONSOLE SSN-CORE Application EIS DATA STORES
é Provider e : L Aook ’ Reciplents
SN COR S GUEUES
o Eg Find NOMICabons Console } Co () JNS CUEUES
Provider 1 . XNLUSOAP Reciplent
e b % Send Notifcason Console l ¥ ) F}E S_ADNIN OB _

—— V

INUSOAP Reciplert

S1a53CS Console 4
Provdess (HTTP) 2 SENOMLPyotocol

f

ssnoamd peotocolapp

Peovger d K
(- i (i (iRt t t et G Emal Reciplent
‘ Provder — Emal Reciplent
LJ

Figure 4-1 SSN EIS components connections diagram

The first application materialises the main functionality of EIS, which is the management of Messages,
Vessels, Locations, Users in a way that is independent from the channel of communication through
which messages are exchanged (HTTP/Html via the web console applications) or the natural
representation of these messages (e.g. XML/SOAP via the SSN web XML application and web services
respectively).

The second application provides the graphical user interface (GUI) and handling user-to-business
requests. It is the presentation layer providing the functionality of the EIS system.

The third application, in its essence, is acting as a protocol adapter, providing the functionality of the
main application, over the communication protocol specified in the XML Reference Guide; the supported
protocols are

» HTTP; served by ssn-xmlprotocol-web application and
» SOAP; served by ssn-xmlprotocol-ws module exposes the web services.
The decomposition of EIS in three applications allows for:

» The disengagement of the business logic of EIS from the protocol for which it is offered. This
disengagement, allows also for the independent implementation of the business logic of EIS.

» The development of the communication protocol (e.g. changes in the XML Schema that specify the
structure of messages) has local repercussions in the corresponding application and not in the entire
system (EIS).
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The SSN system is identified by the following primary entities:
» "Message" as the primary artifact owned by the "Message Management" Business System.

> "Vessel" as the primary artifact owned by the "Vessel Management" Business System.
» "Location" as the primary artifact owned by the "Geogrphy Management" Business System.
» "User" as the primary artifact owned by the "Organization Management" Business System.

Thus, SSN system provides a service that enables the access to, and update of, these entities as shown
in the Figure 4-2.

«Servicelnterfaces shervicelnterfaces =Servicelnterfaces «Servicelnterfaces
MessageService @ VesselService LocationService @ UserService

sExposes aExposes sExposes ¢Euposes

«Capability= «Capability= <Capability= «Capability=
Ei SsnM essage E;' SsnVessel Ei SsnLocation Ei UserLocation

g

4 sendMessage [ ) §2 sendVessel [ ) 2 sendLocation [ ) 42 sendUser [}

42 requestMessage (] 2 requestVessel (] 42, requestLocation [} 4§ requestlser )
42, responseMessage [ )

Figure 4-2SSN Servicesprovided operations

In addition, the IR service is implemented that extends the existing MessageService as shown in Figure
4-6.
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«Servicelnterfaces «Senvicelnterface= «Servicelnterfaces
E MessageService IRRecipientService E IRProviderServicelnterface
«Exposes gtxpose» «Exposes
A¥i 1 |
«Capabilitys A" A¥i
% SsnMessage «=Capability= «Capability»
E* IRRecipient E% IRProvider
%sendh‘lessage [}
i, requestMessage () g2, notifylR () £, acknowledge ()
% responseMessage | ) A [
a0 |
wUSEn i
L W LISE e
wUSER i
«Capabilitys
£ IRService

% process|RMessage ()

Figure 4-3 SSN Services provided operations.

Further to the core functionality of the system, independent business processes that carry out specific
tasks are also deployed. Such a process is the LOCODE management from UNECE. This process is
considered in section 4.13 of this document.
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4.2 SSN Core Application - ssn-core-app

55N-COre
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Figure 4-4 SSN Core Application - ssn-core-app

The application is constituted from the modules:

1.

ssn-domain:SSN Business Domain Objects Modules. It includes the SSN Domain objects
designed using Plain Java Classes and Interfaces.The SSN Domain objects encapsulate the state
and behaviour of business entities. Examples of business entities in a SSN application are
Vessels, Locations, Organizations, Notifications, etc.Thismoduleis used by all the other modules
of SSN-EIS.

ssn-support: This module contains classes that provide support for e-mail creation, http
sending, logging, management of SSN JMS queues and validation of SSN objects.
Thismoduleisalso used by all the other modules of SSN-EIS.

ssn-dao:This module implements the EIS data access. It decouples application code from data
access code.

ssn-core: It is the heart of application. This module implements the SSN functionality.

ssn-core-ejb: It is a bundle of lightweight EJB's that lend Remote Access semantics to the
main services of ssn-core, as well as asynchronous queue listeners (Message Driven Beans) and
time services.

ssn-message-web: It implements a REST-based, HTTP interface to the application domain of
EIS, by processing SSN message information requests and returning JSON formatted responses.

4.2.1SSN Core Main Components

4.2.1.1 SSN Domain module - ssn-domain

This module contains the domain model; the data object.This module is used by all the other modules of
SafeSealNet.
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4.2.1.2 SSN Support module - ssn-support

This module contains classes that are used by all the other modules of SafeSeaNet. It provides support
for e-mail creation, http sending, logging, management of SSN JMS queues and validation of SSN
objects. These classes are used by all the other modules of SSN-EIS

The basic components are listed inTable 4-1.

‘ Component Description

1. AbstractEnvelopProcessorMd | An abstract processor implements the JMS Message Listener
b interface (onMessage() method).It provides the asynchronous
processing of SSN Queues'messages.

2. EmailManager It provides the SSN Email functionality.

3. HttpUtilityApacheImpl It provides the SSN Http functionality; it is used to send and
receive XML messages via HTTP to/from data
providers/requestors.

4. | WebServiceClient It provides the SSN “web service client” functionality; it is
used to send SOAP messages via HTTP to data requestors.

5. SsnPropertyPlaceholderConfi | It loads the application parameters (stored on EIS database)

gurer specified in the bean's definition.

6. DelegatingValidator An abstract implementation of the validator interfaces that
resolves the SSN validator according to the object to be
validated.

Table 4-1 ssn-support

4.2.1.3 SSN Data Services module - ssn-dao

The basic components are listed in Table 4-3.

‘ Component Description

1. | NotificationDao Database data access object for the Notifications.

2. | AlertDistributionDao Database data access object for the Distributed Alert
Notifications.

3. VoyageDao Database data access object for the Voyages.

4. ExemptionDao A data access object for managing the database operations on
Exemptions Information.

5. PartyDao Database data access object for the SSN users/authorities.

6. | VesselDao Database data access object for the Vessels.

7. GeographyDao Database data access object for the Location codes.

8. MessageAvailabilityDao A data access object for managing the database operations for
message Availability Configuration Items.

9. | statisticsDao A data access object for executing the statistical queries on
EIS database.

Table 4-2 ssn-dao

4.2.1.4 SSN Core module - ssn-core

The basic components are listed in Table 4-3.
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SsnMessageProcessor It is a Facade for the synchronous management of incoming
messages (see also Sequence Diagram: Process Message-
Notification & Request/Reply in section4.2.2.3.4).
The implementation simply delegates the actual message
processing to one of the following processors:
- NotificationManager for the synchronous processing of
notifications
- IncomingRequestReplyQueueSender for the processing of
request/ reply messages.

The SSN Message Processor synchronously replies with a
ProcessResult on each incoming message processed.

8. | ssnVesselProcessor It is a Facade for the synchronous management of incoming
messages (see also Sequence Diagram: Process Vessel
Notification in section4.2.2.3.17).
The implementation simply delegates the actual message
processing to the VesselManager for the processing of vessel
notifications and request messages.
The SSN Vessel Processor synchronously replies with a
ProcessResult on each incoming message processed.

9. | SsnUserProcessor It is a Facade for the synchronous management of incoming
messages (see also Sequence Diagram: Process User
Notification/Request in section 4.2.2.3.14).
The implementation simply delegates the actual message
processing to the PartyManager for the processing of user
notifications and request messages.
The SSN User Processor synchronously replies with a
ProcessResult on each incoming message processed.

10. | ssnLocationProcessor It is a Facade for the synchronous management of incoming
messages (see also Sequence Diagram: Process Location
Notification in section4.2.2.3.12).
The implementation simply delegates the actual message
processing to the GeographyManager for the processing of
location notifications and request messages.
The SSN Location Processor synchronously replies with a
ProcessResult on each incoming message processed.

11.| processResult It models the result of the aforementioned SSN processing -
the SSN_Receipt message.

12.

NotificationManager

It provides the synchronous management of Notifications
received as well as the possibility to retrieve Notification that
satisfies the criteria of an Information Request.

The following rules apply to the way SafeSeaNet handle the
Notifications received:
- Notifications received will be recorded if technically

correct. A technically correct notification must be a valid
XML message, is compliant to the corresponding XSD,
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the reported vessel, in case a vessel is reported, and

satisfies the existing rules for the validation of the vessel
IMO number, MMSI number, Ship Name and Call Sign
and finally the reported location code is technically
correct meaning that it consists of a 2 letter country code
(according to ISO 3166) followed by a 3 character code
element for the location name that will normally
comprise three letters or the numerals 2-9.

The vessel data are used as input to the vessel
repository. Inserts and updates of the vessel data in the
vessel repository must adhere to the existing rules for
managing the reference repositories and on the XML
reference guide.

The location codes reported in the Notifications received
can be used as input to the locations repository. A new
location that is technically correct and has not previously
been defined will be inserted in the locations repository
and will be labelled. The system considers the technically
correct locations reported in the Notifications received
when performing an Area search or when filtering
locations by Country in the Web application.

All the Notifications with technically correct vessel data
that are recorded in the system can be queried by the
SSN users when requesting for Notification details.

It processes the incoming notifications using the following
logic (see also Sequence Diagram : Notification Processing -
Valid Notification in section4.2.2.3.5):

- The provided authorization manager is used to check
the notification sender and his/her permissions.

- The provided notification validator is used to validate
the incoming notification.

- The provided vessel manager is used to resolve the
notification reported vessel data against to the vessel
registry.

- The provided geography manager is used to update
the location registry with the technically correct
locations reported in the Notifications received.

- In case of PortPlus notification the provided
notification dao used to update the notification
registry if the notification refers to the same Ship
Call (identified by a unique ShipCallld) (see also
Sequence Diagram: Notification Processing — PortPlus
Notification in section 4.2.2.3.5).

- In case of Port, PortPlus, Ship and Hazmat
notification the provided notification dao used to
process the voyage calculation (see also Sequence
Diagram: Notification Processing - Voyage
Calculation in section 4.2.2.3.5).

- The provided notification dao used to update the
notification registry.

- The provided alert distribution manager is used to
manage the recipients and store the uploaded
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document - if it is defined- of alert distribution

- The provided notification propagation sender is used
to notify the SSN users according to

o ship activity tracking services;

o alert functionality upon receipt of an xml Alert
notification.

It actually sends a message to the “notification
propagation” JMS queue using the
SsnMessageQueueSender interface.

13. IncomingRequestReplyQueue | It provides the management of the incoming xml Request or
Sender Additional Information Reply.
Actually, it sends the incoming xml request/reply messages
to the Incoming Queue via/using the SSN message Queue
Sender.
14. SsnMessageQueueSender An interface responsible to provide access to the IMS
queues.
15. IncomingRequestReplyEnvelo | It provides the asynchronous processing of incoming xml
pProcessor requests/replies. It delegates the request/reply message
from the Incoming Queue to RequestProcessor/
ReplyProcessor accordingly.
16.

RequestProcessor

It provides the management of incoming Information
Request.

It processes the incoming request using the following logic
(see also Sequence Diagram: Process Request Reply from
EIS in section):

- The provided authorization manager is used to check
the request sender and his/her permissions.

- The provided notification manager is used to find
whether there is a notification that satisfies the
criterion of the given request.

o If there is not such notification, an
information not found reply is created and
sent to the requestor via the provided
outcomingQueueSender.

o If there is a notification, the corresponding
reply builder is being asked to decided
whether the SSN can form a reply on its own
or whether SSN has to send a request for
additional information to the member state
that had sent the notification

o If the SSN can form on its own the reply,
then the reply builder is called to perform
this task, and the reply is sent to the
requestor via the outcomingQueueSender.

Otherwise, a relevant
AdditionalInformationRequest is created and
sent to the data provider via the
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outcomingQueueSender and to the
additionalInfomrationRequestManager.

The following rules apply to the way SSN must handle the
Requests for Notification details received with regards to the
vessel criteria:
- Requests for notification details with search criteria
the vessel IMO and or MMSI numbers; if IMO and
MMSI are provided the search is performed based on
both the criteria for a matching pair: IMO and MMSI
should match. The system will execute the query in
the vessels’ registry.
- The Exemptions Information is taken into account -
via the provided exemption manager- in case of
Reqguests for Hazmat notification details.

17. outcomingQueueSender It sends a message to the outgoing JMS queue using the
SsnMessageQueueSender interface.
18. AdditionallnfomrationRequest | An interface responsible to provide access to the wait JMS.
Manager
19. ReplyProcessor It provides the management of incoming replies from the
data providers.
It processes the incoming reply using the following logic (see
also Sequence Diagram: Process Message- Reply in
section4.2.2.3.4):
- The additionallnfomrationRequestManager is used to
find the waiting request made by SSN.
- The appropriate reply builder - according to the
initial data request - is used to create the reply.
- The reply is sent to the requestor via the
outcomingQueueSender
- Finally, the additionalInfomrationRequest Manager is
used to remove the processed the waiting request
(additionallnformationRequest) from the wait queue.
20.

VesselManager

It provides the management of vessels (ships) and the logic
of updating the vessel details based on the data from the
Vessel and Message Notifications.

The “resolve processing” of the incoming notifications’
reported vessel data is the following (see also Sequence
Diagram: Update Vessel Registry Using Reported vessel (IMO
and MMSI Number, CallSign, Ship name and Flag in the case
of PortPlus messages) in section 4.2.2.3.5):

a. for vessel that can be resolved - based on the rules
defined for the vessel identification/validation procedure
(refer also to CS-0202 Vessel V&V) - a reference
(Foreign Key) will be made to the “Valid” or “InValid”
vessel;

b. for a vessel that is not resolved- based on the rules
defined for the vessel identification/validation procedure
- a new “Temporary” vessel will be created and a

80 of 238




SSN

System Design Document
SafeSeaNet

‘ Component Description

Version: 1.46
January 2015

reference (Foreign Key) will be made to that vessel.

The “Search Vessel” functionality, provided by the web
console as the initial step of the "“Send Notifications”
interactive process, proposes ONLY the resolved - these are
the vessels classified as “Valid”. If the user wishes to send a
notification for a new vessel, not registered in the EIS OVR
yet, the user is able to enter the Vessel Identification
attributes (IMO and MMSI plus CallSign, ShipName and Flag
in the case of PortPlus messages). On notification submit,
the aforementioned “resolve processing” is executed to
create a new Temporary vessel record.

Similarly the user is able - using the management console -
to create a new vessel and /or update the vessel attributes

(including the MMSI, CallSign, ShipName and Flag) identified
by the IMONumber for a particular vessel version.

21.

ExemptionManager

It provides the management of the Exemptions Information.

22.

ExpiredRequestScanner

It offers the possibility of discovery and management of
expired InformationRequest

The “scan processing” is the following (see also Sequence
Diagram: Process Expired Request from EIS in
section4.2.2.3.9):

- The additionalInfomrationRequestManager is used to
search the wait queue for expired messages; the time
living in the queue of an expired message is greater than
its timeout value.

- The expiredRequestProcessor is used to process the list of
expired messages.

23.

ExpiredRequestProcessor

Processes an expired request that SSN has sent to a data
provider.

It processes the expired messages using the following logic:

- An ExpiredRequestReply message is created to inform the
requestor for the TimeOut occurred on the request
processing.

The reply is sent to the requestor via the
outcomingQueueSender

- Finally, the additionalInfomrationRequest Manager is
used to remove the waiting request from the wait queue.

24,

AuthorizationManager

It is a Facade for the authorisation of incoming xml
messages. It uses the party manager

25.

PartyManager

It provides the wuser management, authentication,
authorization.

26.

GeographyManager

It provides the management of locations and the logic of
updating the location code repository with the location codes
included in the Location and Message Notifications.

27.

AlertDistributionManager

It provides the management of Distributed Alert Notifications
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and their details.

28. StatisticsManager It provides the management of EIS reporting.

Table 4-3 ssn-core

4.2.1.5 SSN Core EJB module - ssn-core-ejb
The basic components are listed in Table 4-4.

‘ Component Description

1. SsnMessageProcessorEIB Stateless Session Bean acting as proxy for the
SsnMessageProcessor from ssn-core.

2. | ssnVesselProcessorEJB Stateless Session Bean acting as proxy for the
SsnVesselProcessor from ssn-core.

3. | ssnUserProcessorEJB Stateless Session Bean acting as proxy for the
SsnUserProcessor from ssn-core.

4. | ssnlLocationProcessorEJB Stateless Session Bean acting as proxy for the
SsnlLocationProcessor from ssn-core.

5. | SsnStatisticsEIB Stateless Session Bean acting as proxy for the
StatisticsManager from ssn-core.

6. ExpiredRequestScannerRunnerB | Time programmed Stateless Session Bean that periodically
ean calls (on ejbTimeout method) the ExpiredRequestScanner in
ssn-core. The interval duration of the timer is a system
parameter; the SSN_INTERVAL_DURATIONapplication
parameter defined in EIS database.

7. IncomingRequestProcessorMDB Message Driven Bean that calls the
IncomingRequestReplyEnvelopProcessor in ssn-core in
correspondence to the asynchronous reception of message
from the Incoming Queue.

Table 4-4 ssn-core-ejb

4.2.2 UML Class and Sequence Diagrams

This section covers the architectural significant elements of the design model. It presents the definition
of the most significant classes that will implement the requested functionality, organised into packages.
The UML Sequence Diagrams also presented in this section, associate classes and depict the overall flow
of control within the system components.

The classes are organised in packages according to the functionality they provide. A package is a
general-purpose model element that organizes model elements into groups. Each package contains a
set of classes and interfaces, representing what will become components in the implementation.
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Class ApplicationParameter
Represents an application parameter such as the Environment
(Training, Production, etc).
Class Banner
Represents the Ticket Banner text displayed on the Web console
header.
Class BusinessException
The super class of all SSN business exceptions.
Class AbstractAdditionalInformationSource
Abstract implementation of the AdditionallnformationSource
interface.
Class ContactSource
Represents a contact person’s contact details (phone, fax etc).
Class PhoneNumber
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This class represents a phone or fax number.

Class UriAdditionalInformation

Represents the encoded document holding the notification details.

Class UriSource

Represents the URL of a Web site where additional details can be
accessed and the type of document the details can be downloaded
in.

Class FileSource

Represents Additional information source file.

Class ExternalXmilSource

Represents Additional information that the data provided makes
available upon request.

Class DepartmentInformation

This class represents the information about the department of an
organization.

Interface AdditionalInformation

Defines an interface that has to be implemented by class that will
process the contact details or the encoded document.

Interface AdditionalInformationSource

Defines an interface that has to be implemented by class that will
decide the way details can be requested.

Interface CreatedTimeAware

An interface that should be implemented by persistent domain
objects that want to know the time they have been created in the
database.

Interface LastUpdatedTimeAware
An interface that should be implemented by persistent domain
objects that want to know the last time they have been updated in
the database.

84 of 238



SSN Version: 1.46
System Desigh Document January 2015
SafeSeaNet

4.2.2.1.2 Package: message& notification
Class Diagram : message & notification

Interface Message
This interface represents all the messages that Safe Sea Net
exchanges between the member states. It provides the
methods/getters of common message attributes such as the
message reference identifier, the sender, the time it was sent. The
template parameter <T> represents the message content, such as
notification, request, response.

Class AbstractMessage
An abstract implementation of the message interface

Class AbstractNotification

The notification information sent to SafeSeaNet by a Member State
specifies the reported vessel, the registered (resolved on OVR)
vessel.

Class AbstractNotificationMessage
This class extends the aforementioned AbstractMessage class to
provide the methods/getters of common message attributes such as
the reported and registered vessel. The template parameter <T>
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represents the notification information.

Class Vesselldentifier
This class represents the ship particulars reported in a notification. A
provider can send a notification identifying a vessel either using an
IMO number and/or a MMSI number. Additional attributes include:
ShipName, CallSign and the vessel Flag.

Class FishingVesselldentifier
This class extends the aforementioned Vesselldentifier class to
represent the fishing vessel. Additional attributes include: IRNumber.

Class Voyagelnfo
It holds the voyage information of a specific vessel such as the last
port, the port of call, the number of passengers on-board.

Class AisNotification

AisNotification is a type of the ShipNotification.

The notification is sent by a Member State to SafeSeaNet in order to
notify SafeSeaNet about a vessel's voyage and cargo information.
The ship notification in this case was originally captured via an AIS
signal.
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Class MrsNotification
MrsNotification is a type of the ShipNotification.

The notification is sent by a Member State to SafeSeaNet in order to
notify SafeSeaNet about a vessel's voyage and cargo information.
The ship notification in this case was originally captured via an MRS
signal.
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TG ratmacuny

Class PortPlusNotification

The notification is sent by a MemberState to SafeSeaNet in order to
notify SafeSeaNet in case of

- 72h pre-arrival Notification

- 24h pre-arrival Notification

- Arrival Notification

- Departure Notification

- Hazmat information.

- Security information.

- Waste information.

- Crew and Passengers’ informaytion
The very 1% PortPlus notification received by SSN-EIS for a new ship
call will create a new instance of a PortPlus notification in the SSN-
EIS database. Every other PortPlus notification for the same ship call
will not create a new instance of the PortPlus notification. Instead it
will update the previously defined instance. This way the system
consolidates automatically at notification process all the PortPlus
notification data that refer to the same ship call. As such the system
can directly service any request for details concerning a given ship
call.

The PortPlus notification update process depends on the
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NotificationStatus element UpdateStatus attribute. Permitted values
are:

e UpdateStatus="N"
e UpdateStatus="U"

The initial PortPlus notification for one ship call is expected with
UpdateStatus="N".

Every consecutive PortPlus notification for the same ship call shall
have UpdateStatus="U".

UpdateStatus rules include:

1. A ship call is uniquely identified by the ShipCallld attribute value.
The ShipCallld is assigned by the data provider and in SSN-EIS
must be unique per ship call per data provider. Shall the SSN-
EIS system receive a PortPlus from the same data provider with
an existing ShipCallld but for another vessel (identified by
another IMONumber or another MMSINumber and IMONumber
NULL) the message will be rejected with
StatusCode="InvalidFormat” and StatusMessage="A ShipCallld
has already been sent from user_id_xyz”.

2. Shall the SSN-EIS system receive 2 or more PortPlus for the
same ship call with UpdateStatus="N" then the 1% PortPlus will
be accepted while all the others will be rejected.

3. Shall SSN-EIS receive a PortPlus with UpdateStatus="N" or
UpdateStatus="U" with PreArrival3Days and/or
PreArrivalNotification24Hours and/or Arrival and/or Departure
notification details the message is valid and the update rules
specified hereunder will be considered.

4. Shall the SSN-EIS system receive a PortPlus with
UpdateStatus="U" then it should update the values of attributes
- defined previously - by the values in the new PortPlus.

To cancel a value previously sent the data provider can send a
PortPlus with the attribute value being NULL (e.q.
PossibleAnchorage=""). In this case the previous value of
PossibleAnchorage will be deleted in the database.

5. Shall the SSN-EIS system receive a PortPlus with
UpdateStatus="U" for a new ship call (prior to the PortPlus with
UpdateStatus="N") then the system must process the PortPlus.
If at a later stage the system receives a PortPlus for the same
ship call with UpdateStatus="N" the values of common attributes
with previous PortPlus for the same ship will be those of the
previous PortPlus and not of the latest one with
UpdateStatus="N".

The system, upon receipt of the PortPlus with UpdateStatus="U"
prior to the PortPlus with UpdateStatus="N" shall alert the data
provider - instead of using an email - by the SSN_Receipt with
StatusCode="0OK” and StatusMessage="The original PortPlus
notification must be send”.

Please also refer to the following diagram for the specific PortPlus
class diagram.
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Class IncidentNotificationMessage

This class extends the aforementioned AbstractNotificationMessage
generic to represent the new Incident Report notification message.

Class AlertNotification

The notification information is sent by a Member State to SafeSeaNet
in order to notify SafeSeaNet that the Member State holds some
information about a specific incident type. It also holds the
recipients.

The notification can refer or not to a vessel.

Class IncidentReportNotification
It extends the Alert Notification to represent the information of new
Incident Report notification such as the incident ID, the report
sequence, the status, the incident details document - if any.
Additional attributes include: the collection of the associated
incident reports, the collection of the feedback information.

Class IncidentReportVesselNotification
It extends the aforementioned AbstractNotification class to
represent the information of new Incident Report notification per
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associated vessel such as the vessel voyage information, the vessel
positions at time of incident and reporting, the vessel cargo
manifest.

Class IncidentPosition
It holds the position information of a specific vessel such as the
position coordinates, the area, the bearing distance.

Class FeedbackInformation
It holds the feedback information of new Incident such as the
authority reporting this action, the action details, the list of
recipients.
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o stowaways : boolean cen : Contact=ource

= wava Classy

(3 AbstractNotification
getReportedVessel | ) |
setReportedvessel () ase“
getRegisteredVessel [} H
setRegisteredVessel { )
qetMessageType )
getTypeCode ()

oo oo ®00

setMessageType | )

& isVesselNotification [ )

& isVoyageNotification [ )

& isUpdsteNotification [ ) | ' |

Feer oi gethotiricationType ( ) = Sy

& getaddibnalinformationSource ()

& setAdditonallnformstonsource () O waste

® getDownloadedAdditionallnformationSource ()  serialVersonliD teng
o databaseld : Lang

H ava Classs
setDownloadedAdditionall nformationSource ( ) © ContactSource
getPortiacation () = = lastPortDeliversd : Location
o lastPortdeliveredDate : Calendar
setvoyage ()

getVoyage ()
getvoyages ()

setVoyages )

o wasteDeliveryStatus : String

getProviderUrl ()
setProviderUrl )
getDatabaseld ()
setDatabaszld ( )
getUpdatedOn ()
setUpdatedOn { )
getMessage ()

setMessage ()

getCreatedOn { )

oo cO0QOPOOOPOOER®OOO® QO

needsPropagation ( )

Pl java Classs

(3 Location

Class Security

Security represents the generic CertificateType information provided
by the NSW.
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Attributes described bellow :

issuingAgency : Name of agency which issued the International
Ship Security Certificate (ISSC)

currentShipSecurityLevel : Ship's current security level according
to the ISPS standard

cso: The company security officer
shipToShipActivities : The list of ship to ship activities

lasteTenPortCalls : The last ten port of calls.

Class ShipToShipActivity

This data type contains a list with the description of recent ship-to-
ship activities and any security measures applied during these
activities. The description shall contain the time and date when
activity started and ended, the position and/or location (at least
one), what activity was performed and if any special security
measures were taken.

Attributes:
from/to/activity/additionalSecurityMeasures/location/

reportedLocationName/reportedPosition

Class Waste

This class implements contains information that shall be sent to a
port in conjunction with an arrival.

Attributes described bellow.

lastPortDelivered : Last port where ship-generated waste was
delivered. Name of the port where the generated waste of the ship
was discharged.

lastPortdeliveredDate : Last date when ship-generated waste was
delivered Date indicating when the last disposal has been conducted.

wasteDeliveryStatus : If ship delivers all, some or none of its waste
in the port it reports to.

Class PersonOnBoard
Attributes described bellow:

departure : Flag indicating whether the person on board information
is for an arrival or for an departure notification.

numberOfPassengers : Total humber of passengers
numberOfCrew : Total number of crew

stowaways : Flag indicating whether the ship call reported any
stowaways.

Class WasteType

Type of waste. The code shall be the one defined in Annex D. In
addition, the proper shipping name is required for codes 504 (cargo
residues) and all types of waste in category 2 (NLS).

Otherwise, the text description of waste is optional.

Attributes : Code/Description
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Class Diagram : message

Bl Java Interfaces

€3 Message

isMS5Request ()
getDatabaseld ()
getTransactionld ()
getMotificationld ()
gethlessageld ()
getTestCaseld ()
getSender ()
getReceiver ()
getProtocal ()
getSentdt ()
getTimeQut ()

L PO OOOQOTODOTR

E]]

2 wlava Classe

(© AbstractMessage

¥ DEFAULT PROTOCOL : String
blogXhLExist : boolean
ishS5SRequest : boolean
databaseld : Long
transactionld : Long
notificationld : Long
messageld @ String
testCaseld : String
sender: Party

receiver: Party
protocol @ String
sentht: Calendar
timeQut: Long

0 O 0 0 O 0O oo oo g

Class AbstractMessage
An abstract implementation of the message interface

Interface Message

Provides the methods/getters of message
attributes.

4.2.2.1.3 Package: message-log
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G' MessagelLoglte mFactory

«lava Class»

ac MessagelogltemFactory ()
QS createlog (]

QS getilessageType (]

B gethessageType (1

E? ateFromBegquestedyessel ]

ﬂﬁ createlog (]

EIEL-F

«lava Class=
() MessageLogltem

% serialversionUID : long

+]

+]

o

databaseld: Long
transactionld : Long
notificationId : long
success : Boolean
messageType : 5tring
sender: String
receiver: String
messageld : 5tring
correlationld : 5tring
vessellmo : 5tring
vesselMmsi: String
statusCode : String
processDetails : 5tring
sentat: Calendar
createdOn : Calendar
log¥MLExist : Integer
protocol : Integer
functionCode : Integer

«lava Class»

(%) LogXmIMessageltem
5 serialVersionUID : long

+]

#]

+]

databaseld : Long
type : 5tring
messageType ! 5tring
msRefld : String
createdOn  Calendar
sender: 5tring

scare : Integer
httpStatus @ String
internalError: tring

An abstract factory class used to create the message log items.

Class MessagelogItem
This class represents the entries logged on EIS database for the
incoming messages (notification, request, reply) and the related
process results. The attribute named transactionld identifies the
Request/Response monitoring.

Class LogXmlIMessageltem
This class represents the entries logged on EIS database for the
incoming xml messages (MS notifications, requests, replies) and the
related SSN xml responses (SSN replies/receipts).

Class MessagelogltemFactory
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4.2.2.1.4 Package: request

Class Diagram : request

«Java Class= «Java Class#
G InformationRequestForKknownMotification G AdditionallnformationRequest
F serialVersionUID : long % serialVersionUID : long
o notificationDatabaseld : Long o notification ! Abstracthetification
o functionCode : Integer o jnitialRequest: InformationRequest
J e «Java Class=
{3 RequestedVessel
L y ; % serialVersionUID : long
«lava Class= o imo:Imo
InformationRequest [ o mmsi: Mmsi
% zerialVersionUID : long o callSign : String
o replyTo: String o shipMame : 5tring
a requestURL @ String “?Jse” o flag: String
| A i o irbumberFishingVessel : String

J whises :

«lava Class»
(=) AbstractRequest

o databaseld : Long
< griterion ; AbstractMNotificationRequestCriterion
o message : AbstracInformationRequestiessage

Class AbstractRequest

The request sent to SafeSeaNet by a MemberState specifies the
sender, the time it was sent and the search criteria for identifying
the vessel.

Class InformationRequest

The request sent by the member state specifies predefined search
criteria for identifying the vessel (by IMO number or MMSI number
when the vessel must be reported) and the type of notification for
which to request details.

Class InformationRequestForKnownNotification

Extends InformationRequest for a request submitted by the ssn-
core-console where the notification is already resolved.

Class AdditionalInformationRequest

The request for additional information details relating to a
notification sent previously to SafeSeaNet is sent to the data
provider member state that is expected to service the request with a
response message.

Class RequestVessel

This class represents the vessel for which an Information Request is
made.

A requestor can send a request identifying a vessel either using an
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Class Diagram : request

IMO number and/or an MMSI number.
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Class Diagram : reply

g g e «Java Classs
va Classs wlava Classo NotAuthorizedReply
(3 ExpiredRequestReply (3 InformationNotFoundReply

«Java Class
(3 Infor mationNotAvailableReply

«Java Class»
(3 SSNReceipt %aua@(\ass, XmlAccessorType, XmiTypes

PS2nformedStateOrgType

@ oXmiAccessarTypes
@_oXmiType»

«Java Class»
(3 InformationReply

F serialVersionUD : long
o requestedUriSources : Map<Long, RequestedUriSources
5 requestedCargoManifestSources : Map<Lang, RequestedUrisouree>

cses

abised H wJava Class:

PLyava Class, XmIAccessarType, XmiTypes
(3 PgSInformedstateOrgType
@ oXmlAccessorTypen
& XmiTypes
wa Cla
(© Additionallnfor mationReply
T T ZLjava Class, XmlAccessorType, XmiTypes
1 1 (5 Pa90bserveridentity Type
@ mlAecessorTypes
@ omiTypes

“uses
€L

wava Classs
@ AbstractReply
& .
o databaseld ; Long
& correlationld : String
5 statusCode : String

aJava Class»
(3 AlertWasteAdditionallnfor mation
© statusMessage : String
o replyTe : String
o message : AbstractinformationReplyMessage

«Java Classs «Java Classs
(© AlertLostFoundAdditionallnformation (3 MisAdditionalinformation

() ! () N

cses whsen

. wava Classs
alava Classs © P490bserverldentity

(© MisDgDetails

alava Classs
Containers

wlava Classs

Java Class» ey @ AlentsitrepAditionallnformation

wla
(3 SecurityAdditionalinformation (3 AisAdditionalinformation

ass s
= alava Class» @ AbstractinformationReply
© GenericReplyValidator oF .
: o generic r o request: AbstractRequest
: a ions : Map<Long,
“use

wava €
© HazmatAdditionallnfor mation
" )

«tisen

«Java Classs
© HazmatCargolnformationDpg

! + i o)
e [ o suser ‘
slava Class» «Java Class»
(3 HazmatDpgGoodsinContainer (3 HazmatDpgGoods
Java Class»
(3 AlertPolrepAdditionalinformation
R n
uses |
«Java Classo wlava Classs
© P52informedstate0rg © P8SInformedstate0rg

«lava
(@ AlertotherAdditionalinformation

Class AbstractReply

Abstract representation

of a reply sent to a request

Class

AbstractInformationReply

This class is the common parent of all classes that implement
discrete reply messages.

Class InformationReply

Represents a reply sent by SSN to MS.

Class

AdditionalInformationReply

Represents a reply from a data provider.

Class

AisAdditionalInformation

The additional information of a ship (AIS) notification. This additional
information is submitted by a MemberState to SafeSeaNet as a reply
to a previous corresponding request from the SafeSeaNet.

Class

AlertLostFoundAdditionalInformation

The additional information of an alert notification of type Lost/Found
Containers. This additional information is submitted by a
MemberState to SafeSeaNet as a reply to a previous corresponding
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request from the SafeSeaNet.

Class

AlertOtherAdditionalInformation

The additional information of an alert notification of type Other. This
additional information is submitted by a MemberState to SafeSeaNet
as a reply to a previous corresponding request from the SafeSeaNet.

Class

AlertPolrepAdditionalInformation

The additional information of an alert notification of type POLREP.
This additional information is submitted by a MemberState to
SafeSealNet as a reply to a previous corresponding request from the
SafeSeaNet.

Class

AlertSitrepAdditionalInformation

The additional information of an alert notification of type SITREP.
This additional information is submitted by a MemberState to
SafeSealNet as a reply to a previous corresponding request from the
SafeSeaNet.

Class

AlertWasteAdditionalInformation

The additional information of an alert notification of type Waste. This
additional information is submitted by a MemberState to SafeSeaNet
as a reply to a previous corresponding request from the SafeSeaNet.

Class

HazmatAdditionalInformation

The additional information of a Hazmat notification. This additional
information is submitted by a Member State to SafeSeaNet as a
reply to a previous corresponding request from the SafeSeaNet.

Class

MrsAdditionalInformation

The additional information of a ship (MRS) notification.This additional
information is submitted by a MemberState to SafeSeaNet as a reply
to a previous corresponding request from the SafeSeaNet.

Class

SecurityAdditionalInformation

The additional information of a Security notification. This additional
information is submitted by a MemberState to SafeSeaNet as a reply
to a previous corresponding request from the SafeSeaNet.

Class

SSNReceipt

This information is submitted by a MemberState to SafeSeaNet as a
reply to a previous corresponding request from the SafeSeaNet.

Exceptional Replies

Class

NotAuthorisedReply

Represents response messages send by SSN to the MS in reply to a
request by a non-authorised party.

Class

ExpiredRequestReply

Represents response messages send by SSN to the MS in reply to a
timed out request.

Class

InformationNotFoundReply

Represents response messages send by SSN to the MS in reply to a
request for which no data was found.
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Class InformationNotAvailableReply

Represents response messages send by SSN to the MS in reply to a
request for which no reply was received from the data provider.

4.2.2.1.6 Package: vessel

Class Diagram : vessel
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Class Diagram : vessel

2 rlawa Clagss ssn-core/src/main/jav
(a Ea=""" |
-
1= slava Clagss
(a Commnll
L2 @i e a

(3 UnmgtskerasssErsomtion | "
:' o wlava Dase
2 (5 VisssalDetalHLTary
Lt rdavia Clase a - 5
C] ] ssEeE databazedd: Lasg

e = vemiel Deallvemsion | Vessel DewallVeraan
e daeEHea: Calensda
el e ]

e

= =lava Clasge
VassaiDotall

miEsl s tes T - S
. == ]
a shiphyoelmivtased - Sig
e e eyl ngDate - Calendar
servicaindcaior - Sing
2 SEVESIS g
vasloTad e Vasas Dt s

Frsan

= Truses
o wassel CreatedOn - Calandar P22

o PRDOMETILES TInGENT - Dalenaar

o IPlestUndated - Calendar

o ImiulasBUndaiod - Calien [ .

o Imlulast ndatad @ S g

e
B
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Class Imo

This class represents an IMO number.

EU Member states are expected to send notifications to SSN,

using either the IMO or the MMSI in order to identify the vessel

Class Mmsi

This class represents the MMSI number of a vessel. The MMSI
number is a secondary vessel identifier.

Class MaritimeldentificationDigit

This class represents a maritime id of a vessel signified by the
three first digits of the MMSI number.

Class Vessel

This class represents the vessel identified by the internal
system id and uniquely defined by the IMO number. It holds
the vessel attributes such as Banned, Single Hull Tanker, type
of ship, year of the construction of the ship, etc.

Class VesselDetail

This class represents the vessel identification details such as
MMSI, CallSign, Name and the vessel Flag; the activated
indicator showing whether the vessel is sea wordy, the status
vessel validation check (valid, non-valid, temporary), etc.

Class VesselDetailVersion

This class represents the versions of the vessel definitions in
vessels history.

Class VesselDetailHistory

This classrepresents the update details of vessel particulars
such as the reason and timestamp the updates became
effective

Class VesselSearchCriteria

This class represents the vessel identifiers used as search
criteria: IMO number, MMSI number, CallSign and ship Name
patterns.

Class VesselVVDetail

This class represents vessel details used for the vessels
validation and verification procedure provided by the
management console

Class UploadShtVessels

A class represents the uploaded single hull tanker used by the
upload “Single Hull Tankers” procedure.

Class CannotUpdateTestVesselException
This exception is thrown by processNotification method in
order to indicate that an undefined version of the test vessel is
included in a notification message.
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Class CannotUpdateBannedVesselException

This exception is thrown by processNotification method in
order to indicate that a new version of a banned vessel is
included in a notification message.

Class InvalidVesselException

This exception is thrown in order to indicate that a specific
reported vessel is invalid.

Class UnregisteredVesselException

This exception is thrown in order to indicate that a specific
vessel cannot be found in the SSN vessel registry.

103 of 238



SSN Version: 1.46

System Desigh Document January 2015
SafeSeaNet

4.2.2.1.7 Package: geography

Class Diagram : geography
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Class Diagram : geography

«Java Classs
(@ Location
% serialVersionUID : long

@ NOT_SSh_PARTICIPANT : String

o

databaseld : Long

o

locode ; LocationCode
name ! 5tring
nameMative : String
nameWidely : String
terminalCode : String

a

o

]

o

o

status : String
remarks : 5tring
country : Country

o

o

B

createdOn : Calendar
lastUpdatedOn : Calendar
latitude : Integer
longitude : Integer
isEnabled : boolean

o

o

o

o

o

isEulember: boolean

a

unlocation : int

o

compliant : boolean
newEntry : boolean
names : Set<locationMame:=

o

a

o

wvalid : boolean

]

creatorld : Party

modifierld : Party
deactivatedOn : Calendar
deactivatorld : Party
comments : String

o images: Set<locationImage=

o

o

o

o

«Java Class»
@ LocationCode

«)ava Classw»
@ InvalidLocationCodeExceplion

«lava Class»
@ CountriesPerArea

%F serialyersionlID : long
o name : String
o countries : List= Country=

Y
wlava Classs
Country

§F serialVersionUID : long
databaseld : Long
code : String

o

o

o

eullember: boolean

o

ssnParticipant : boolean

name : String

areaTypes : Set<CountryAreaType=
areas: Set<Area=

o

o

o

o

locations : Set<location=

o

createdOn : Calendar
lastUpdatedOn : Calendar

o

: wysen
VLY i
«lava Classe

Area

5 serialVersionUID : long
databaseld : long
name : 5tring
desecription @ String
type : String

o

o

a

o

o

countries : Set<Country=

o

createdOn: Calendar
lastUpdatedOn : Calendar

o

«Java Class»
@ Position

5F serialVersionUID : long
o |atitude : Integer
o longitude : Integer

«Java Class»
@ UnknownCountryException

«lava Classs
@ UnknownAreaException

«Java Class»
@ UnknownLocationException

«Java Class»
@ GeographyExcepltion
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Class Area

Representation of the geographical areas.

Class Country
Representation of the countries (EU and NON-EU) defined in
SafeSeaNet.

Class Location

Representation of the location codes defined in SafeSeanet. Types of
location codes are: SSN Specific, UN Specific and Temporary
(marked for validation).

Class LocationCode

Representation of the actual LOCODE for the location codes in
SafeSeaNet. LOCODEs may originate from UN or be SSN specific
(e.g. for way points).

Class CountriesPerArea

Represents the List of countries that belong to a specific area.

Class Position

Represents the position (longitude, latitude).

Class UnknownLocationException

Is thrown if the specified Location is unknown.

Class InvalidLocationCodeException

Is thrown if the specified LocationCode is not valid.

Class UnknownAreaException

Is thrown if the specified Area is unknown.

Class UnknownCountryException

Is thrown if the specified Country is unknown.

4.2.2.1.8 Package: organisation

Class Diagram : organisation
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Java Classs
(3 PartyTypeFactory

# serialversiontD i long

o name : String

o department : Departmentinformation
@ children : List<Party=

«lava Classs
Party

9 serialVersionUID : lang
databaseld : Long

o

uniqueld : String

a

contact : ContactSource
parent : Organization

o

«Java Classs type : PartyType

© Organization

a

childrenlocations : Set<location>
permissions : Set<PermissionType>
interfaces ; Set< Ssninterface>
updatedOn : Calendar

modifierUniqueld : String

o

o

a

o

e W 5SM: Pary o createdOn : Calendar s
%Fw‘ & IMDATE : Party. o creatorUniqueld : String I
R e Y wup;: party 5 activated : boolean
i o notification : boolean
o group: Group
o roles : Set<Rale>

w035

“uses

«Java Class
(3 PermissionTypeFactory

& SHIPPARTICUIARS REQUESTOR :

o

permittedAreas : Set< PartyAreaType>

o

permittedLocations ; Set<Location>
activeEndDt ; Calendar
ssnUser

wusds

o

clisen

SsnUser

«Java Class»
(3 Person

¥F serialversionUID : long

«lises

«Java Classs
(3 PermissionType

«Java Class»

Group
«Java Classs "
Role gmuumumm
ROOT LEVEL : int
GUSE ¥ zerialVersionUID long.

""""""" o name ; String
description : String

provider: String

5 code String
o desaription : String

databaseld : Long
task : Task

a

e a

%F ALFRT SITREP NOTIFIFR ; P o,

% ALFRT POIREP MOTIFIER -

& ALERT |FC_NOTIFIER : PermissionType

S ALERT WASTE, NOTIFIER : PermissianT

" ALERT_OTHERS MOTIFIER :

© ALERT FAILED NOTIFIER ; PermissionTupe

% ALERT VIS_NOTIFIER : PermissionType

S ALERT BANNED NOTIFIER : PermissionT:

& ALERT INSURANCE WOTIFIER :

F ALERT_PILOT_NOTIFIER : P onT:

© ALERT SITREP_ REQUESTOR : PermissionTupe.
7 ALERT POIREP REQUESTOR

U? ERT_LFC_RFQUESTOR : Pery onTy

7 ALERT WASTE_REQUESTOR : PermizsionType
© ALERT OTHERS REQUESTOR :

© ALERT_FAIIED_REQUESTOR : Permi
¥

© ALERT BANMED REQUESTOR :

& ALERT INSURANCE REQUESTOR

pe

lonTyy

o locationRestrictionLevel : Integer BalCleTishsSctaRolcasincs a level: Integer
o role;Role o roles: Set<Roles
o permittedlocations : Set<Location>
o permittedAreas ; Set<Area> :
ctises
elises
cuses
! «Java Classs
() RoleTaskType
i serialVersionUD : lang
o task : Task
o restriction : Boolean
isen 5 restrictiontevel : Integer

wlises

«Java Class»
Task

© ALERT_PILOT_REQUESTOR : ParmissionType
& ALERT DISTR_ADMIN_REQUESTOR :

© INCIDENT RFP DISTRIBUTOR : PermissionType
& EXFMPTIONS_NOTIFIFR : PermissionType

& EXEMPTIONS_REQUESTOR : PermissionTyy
o ]

¥ NOTIFICATION PAR_MANAGER :

& APPLICATION PAR_MANAGER

¥ LocaToN_DownloAD : ype
& |OCATIONS_UPLOAD : PermissionT,
" BANMED VESSEL IMANAGER : Permj

ionTupe

cade ; String
description : String
restrictionApplicable :
restrictionAreaType : Integer
type : Integer

masterTask : Task
application : String

a
o Boolean
o
a
a

& NCIDENT_REP_RECIPIENT : Task.
% [NCIDENT REP RECIPIENT TASKS : Tazk

Class

Party

Abstract representation of the Parties (Users and Authorities) in the
SSN eco system.
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Class Organisation
Representation of the Organisations (Authorities) in the SSN eco
system. A new attribute is added to identify the type of the
requestor URL receives InformationReplies made by SSN; two types
shall be supported: XML (current version) and SOAP (Web Service of
Data requestor).

Class Person
Representation of the Persons (Users) in the SSN eco system.

Class PartyType
Representation of the Party types (Users and Authorities)

Class PartyTypeFactory
Create the party types in SafeSeaNet (Users and/or Authorities).

Class Task
Representation of the task defined per function in SafeSeaNet (Send
Port Notifications etc).

Class PermissionType
Representation of the Permission types (SendPortNotifications etc)
could be assigned to a party

Class PermissionTypeFactory
Create the permission defined per function in SafeSeaNet (Send Port
Notifications etc).

Class Role
Representation of the roles (NCA, POR, etc).

Class Group
Representation of the group consisting of a set of roles.

Class RoleTaskType
Class that maps roles to tasks.
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4.2.2.1.9 Package: exemption

Class Diagram : exemption

«lava Classe «lava Classe
{:'} ExemptionSearchCriteria @ Exemption
% serialVersionUID : long % serialVersionUID : long
o vesselSearchCriteria : VesselSearchCriteria cd EXEMPTION_TYPE : Integer
o registeredVessel : Vessel  hoooooo-d sUses =) %F pERM_CHECKED EDITABLE : Integer
o operator: Party o companyMame : String
o exemptionId: Long o grantingCountry : Country
o exemption : Exemption o grantingAuthority @ Organization
o companyMame : 5tring o contadInfo : ContactSource
o grantingCountry : 5tring 8 scheduledlocations : Set<location=
o country: Country o scheduledlocationslist: List<Llocation=
o countryCodes : List<5tring> o validFrom : Calendar
o validFrom : Calendar o validTo : Calendar
o validTo : Calendar o modifier: Party
o searchDateType : Integer o editable ! Boolean

.

o searchType : Integer

o permittedlocodes : List=locationCode=
o permitted&reas : List=<Area= ausé»
o exemptionhotificationType : int i

«lava Class=
{E.i' ExemptionMessage

¥ serialversionUID : long

Class Exemption

Describes information about exemptions.

Class ExemptionSearchCriteria

Specifies criteria for searching exemptions.

Class ExemptionMessage

The implementation of the exemption message

4.2.2.1.10 Package: sat (Ship Activity Tracking)

Class Diagram : sat
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= zJava Clazzs = zJava Clazzs
(2 SatServiceSearchCriteria (2 SatMonitoredVessel
o veszel:Wessel 3 serialVersionUID : long
o veszelType : Integer o databaseld: Long
o party : Party o veszzel :Weszel
o meszzage Typeld : Long o yveszelType : Integer
o serviceTvpe : Bute o services ; SatServiceConfiguration
o fram : Calendar
o to: Calendar
o parties : String

auzzls ke

]

zlava Claszs
(3 SatServiceConfiguration

databazeld : Long
monitoredyeszel : SativlonitoredVessel
party : Party
notificationType : MeszageTvpe
notificationTypeld : Long
serviceType : Byte
dateFrom : Calendar
dateTo : Calendar
forDelete : boolean
editEmails : boolean
emailz : String

[+ B+ N O+ I + N + N + O+ I + S B

Class SatMonitoredVessel

Provides information about the vessel for which a service has been
configured. It also distinguishes legal vessels from the Banned or
Single Hull Tanker vessels.

Class SatServiceConfiguration

This class describes the services that have been defined for a
monitored vessel. It provides information for the MessageType of the
service, the type of the service (Alarm, Notice, Warning), the period
for which the service is activated , the email list of the recipients and
the party for which the service is declared.

Class SatVesselSearchCriteria

Specifies the criteria for searching SAT Services.
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4.2.2.2 Module ssn-dao

4.2.2.2.1 Package: common

Class Diagram : common-dao

L Java Interfaces
el «lava Interfaces €3 BannerDao
€3 ApplicationParameterDao
@ getBanner ()

@ retrievelpplicationParameters () @ getBannerList ()
@ saveOrUpdate () @ updateBanner ()
E] £
& alava Classe &l alava Classe
(9 ApplicationParameterDaoImpl © BannerDaoHbImpl
Interface ApplicationParameterDao

A data access object for managing the database operations for the
application parameters

Class ApplicationParameterImpl
The implementation of the ApplicationParameterDao.
Interface BannerDao

A data access object for managing the database operations for the
Ticket Banner text displayed on the Web console header.

Class BannerDaoHbImpl
Hibernate based implementation of the BannerDao.

4.2.2.2.2 Package: message-log-dao

Class Diagram : message-log-dao
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Class Diagram : message-log-dao

wlava Interfaces
£ StatisticsDao

getMessageTypesList ()

gethuthoritylist ()

gethuthorityListByCountry ()
getfuthorityListPor ()
getStatReghnalysisCountMumberQf ()
getStatMotinalysisCountMumberQf ()
getstatSystemUsagelnfoMoestPopularictivities [ )

L’ig retrievelogs ()
42 retrieveTransacticnMessages ()

getStatSystemBannedVessels ()
getStatSystemTemporanyVessels [ )

@
@
@
@
@
@
Gl @
o h:i:::;::.ir;aﬁ::nﬂau @ getStatMotAnalysishMostActiveVessels [ )
@ getStatReghnalysisMostPopularVessels ()
® save() @ getStatEvolutionCfMotificationsPerTypeCwverTime ()
@ retrievelogs () @ getPartyType () )
@ retrieveTransactionMessages () @ getStatS}fstemUserInf!:-Detalls () )
® retrieveXML () @ getStatSystermAuthoritylnfoDetails [ )
® retrievelogXmiMessages () @ getStatSystermMoOflsersLegged ()
g g
@ getStatErrorfMonthlyByType ()
@ getStatCperActivitySurvey [)
= @ getStatPortActivitySurvey ()
@ getStatPortdctivitySurveylnclude ()
= @ getStatMotdverageTimeOf ()
=lava Classs @ getStatMotAmountOfDelays ()
o MessageLogltemDaoHbImpl @ getStatUnsuccessTransactions ()
v LOGGER: Log @ getStatErrorforeFrequent ()
. save () @ getStatSystemTemporarylocations ()
@
@
@

{5 retrieveXML ()
L’ig retrieveLogXmliMessages ()

getStatAlertDistributionReport ()

|

«lava Class»
(@ StatisticsDao)dbeImpl

|v%F QEEEE og -
i DELAY_QVER IN_SECONDS : int

o gueries ; String

=

Interface MessageloglItemDao

Database data access object for the management of log items.

Class MessagelogItemDaoHbImpl

Implements the MessagelogltemDao interface

Interface StatisticsDao

Database data access object for the statistics functionality.
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Class Diagram : message-log-dao

Class StatisticsDaoldbcImpl

Implements the StatisticsDao interface

4.2.2.2.3 Package: notification-dao

Class Diagram : notification-dao

«Java Class» «Java Class»
@ MotificationDaoHbImpl O VoyageDaoHbImpl
@ «Repositorys @ «Repositorys
o messageUtilDao | MessageUtilDao o getShipCallMotificationsStoredProcedure | GetShipCallMotificationsStoredProcedure
o informationSourceDao ! InformationSourceDao o getVoyageMotificationsStoredProcecure @ VoyageMNotificationStoredProcedurs
o «Resource= senders\VoyageExcuded : List=5String= o voyageCorrelationStoredProcedure : VoyageCorrelationStoredProcedure
o «Resource= incidentReportQueriesMap : Map<5String, String= o partyDao : PartyDaco
o partyDao ! PartyDao o approximation : Integer
o portPlusPeriod : Integer
o informationSourceDao : InformationSourceDao

o dataSource : DataSource

«Java Interfaces

3 NotificationDao
getlatestMotifications [) —
findVessellatestMotifications [) wava In;:elface:o
findRelevantPortMotifications [) 0 VoyageDao
findRelevantHazmatMotifications [)
findRelevantAisMotifications [
findRelevantiMrsMotifications ()
findWessellatestAlerts [)
findVessellatestIncidents [)
checkDuplicate [
findAlertInfarmation ()
findETAMotifications [ )
findMotificationPerShips [ )
retrieve [)
findHazmatMotifications )
findShipMotifications [ )
getAlertMotificationByhsRefId [ )
gethotificationParameters [ )
saveDrUpdate [)
retrieveiMessageTypes ()
retrieveVesselMotificationsPerPeriod ()
retrieveBannedyesselshlotifications [)
retrieveShtVesselsMotifications ()
save []
checkIncidentDuplication (]
checkFeedbackDuplication ()
updateIncidentReporticknowledgedStatus ()
retrievelncident ()
retrievelncidentRecipients ()
postnsertUpdatelncident ()
findFeedbackByld [)
retrieveIncidentSenderByIncidentID ()
searchincidents [
searchDistributedIncidents [)
retrievelncidentType [ )

retrieveVoyages ()
retrieveShipCallMotifications ()
correlateVoyage [)
retrieveRelativeMotifications ()
retrieveVoyagelotifications [)

P00 DO

000000 OO0 O0OOOOOOOOO0O0OOCOOOOOOOOOOO

Interface NotificationDao

A data access object for managing the database operations for
notifications.

Class NotificationHbImpl
Hibernate based implementation of the NotificationDao.
Interface VoyageDao
A data access object for managing the database operations for
voyages.
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Class Diagram : notification-dao

Class VoyageHbImpl
Hibernate based implementation of the VoyageDao.

4.2.2.2.4 Package: alert-distribution-dao

Class Diagram : Alert Distribution Dao package

«Java Classe
{E} AlertDistributionDaoHbImpl

@ «Repositorys
o dataSource : DataSource
o procedure : PathPredictGetPartiesProcedure

«lava Class=
G' PathPredictGetPartiesProcedure

gF 50l_STORED PROCEDURE MAME : String alava Interfaces
&3 AlertDistributionDao

@ getAlertDistribution ()
@ hasalertDistribution ()

SF MID_IN_PARANM : String
5F ] @ getPathPredictParties ()
SF N - LString @ updateAcknowledgeStatus [)

Interface AlertDistributionDao

Database data access object for the Distributed Alert Notifications.

Class AlertDistributionDaoHbImpl

Hibernate implementation of AlertDistributionDao.

Class PathPredictGetPartiesProcedure

A class used to execute the RDBMS stored procedure that
implements the ‘Voyage Plan Prediction’.

4.2.2.2.5 Package: geography-dao

Class Diagram : geography-dao
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Class Diagram : geography-dao

«lava Class»

2 «Repositorys

«Java Class=
@ LoadLocodeProcedure

% QL string

«Java Classs
() UploadJdbdmpl

T «Repositorys

«lava Interfaces
UploadDao
@ getFile [)
@ storeFile ()
@ uploadCsvFile [)

oo OCOOOOTOOROTOTORPOTOPORTOORODTOORPYOTORORTODTOROTORPOROEPRPOPDPRPOPORPRPRPDPOPR DY

@ GeographyDaoHbImpl

o dataSource : DataSource

«Java Interface»

'ﬂ' GeographyDao
retrievelocation )
doeslocationExist [ )
getlocationByCode [)
retrieve Country [)
retrievedllCountries [
retrieveSsnParticipantCountries )
retrieveEuCountries [
retrievedllCountriesAndbreas ()
retrievedllareasandCountries )
retrieve Countryf&ndlocationswWithwWildcard [ )
retrieve CountriesWithwildcard )
retrieve CountrieswWithWildcard [
retrieve Country&ndLlocationswithWildcards ()
resolvedctiveSsnlocationAndCountry [ )
retrievelocationAndCountry ()
resolvelocationAndCountry [)
retrievefsreasBylocode [)
retrievefreadndCountries [)
retrieve Country&ndéareas ()
loadUnlocations [)
retrievelUploadedUnlocations ()
retrieveUploadedlocationsMames [
updateUploadedlocationMames ()
updateUploadedUnlocations [)
savedrea ()
saveOrlpdate ()
deletedrea ()
savelocation [)
retrievexZandZZ ()
iswWayPoint [
retrievelocationsPerCountry ()
retrievedllfreas [
findareas ()
retrievefreaByMame [
retrievefreaByld ()
saveOrlpdate ()
getCountriesInfreas )
getlocationCountry [)
retrieve’Vlocations ()
retrieveRepeatedAndOddlocodes )
retrievelnlocodesstat ()
retrieveUnlocodesStatDetails ()
update [)

Interface GeographyDao
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A data access object for managing the database operations for
Locations.

Class GeographyHbImpl
Hibernate based implementation of the GeographyDao.
Class LoadLocodeProcedure

A class used to execute the RDBMS stored procedure that
implements the ‘LOCODE Management from UNECE’ procedure.

Interface UploadDao
A data access object for managing the CSV file stored on EIS
database.

Class UploadldbcImpl

JDBC based implementation of the UploadDao.

Class Diagram : organization-dao
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Class Diagram : organization-dao

£ alava Interfaces

&) PariyDao

doezPartyvExizt(String)
retrievePartv&ndFarentBylUniqueld(String)
retrievePartv&ndParentByld(Long)

retrieve OrganizationfndPermizsions(String, List<PermizsionType=)
retrievePartv&ndPermizsionzByld{Long, boolean)
retrievePersanAndPermizsions{String)
retrievePartyChildren(Party)
find&uthorityByMame(String)
find&uthorityBy Tyvpednd Country(String, String)
find&uthorityBylniqueld(String)
findAutharitiez(String, String. String, LocationCode)
findPerzonzi(String, String, String, String. String, String, LocationCode)
findPerzonByTypesndCounnv(String, String)
save(Party)

delete(FParty)

saveOrllpdate(FParty)
findChildrenLocations(Organization)
retrievedl|Tazks(boolean)

retrievedl|Foles()

retrievedl|Groupz()

saveRole(Role)

deleteRole(Role)

saveGroup(Group)

deleteGroup(Group)

findRaoles(String. String, List<String>)
findGroups(String, String, String, List<String=)
findRoleByCode(String)
findGroupByMame(String)
doeszGroupExizt{String)

doezRoleExizt{String)

izRolelzed{String)

1zGroupllzed{String)

loadPartyHierarchyilLong)

PO OPOOOTOTOOPOPIYORTOODTOROROTOROOOROORORORDRRPDROD

Interface PartyDao

A data access object for managing the database operations for
parties and their permissions.

4.2.2.2.6 Package: exemption-dao

Class Diagram : exemption-dao
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@ findExemptionzs(ExemptionSearchCriteria)

@ retrieveExemptionByldiLong)

@ saveExemption(Exemption)

@ deleteExemption(Exemption)

@ findExemptionBwWeszzel(Veszel, boolean)

@ findExemptionz(Veszel)

@ findExemptionByRequestedyessel(Requestedyesszel, boolean)

zlava Interfaces
¥ ExemptionDao

Interface

ExemptionDao
Interface describing the data access object of Exemptions.

4.2.2.2.7 Package: sat-dao

Class Diagram : sat-dao

Bl zlava Interfaces
¥ ShipActivityTrackingDao
@ zavelonitoredveszzel(SativlonitoredVessel, List<SatServiceConfiguration, Lizst<SatServiceConfiguration)
@ deletelvonitoredVeszel(SathvlonitoredVessel)
@ retrieveSathonitoredVesszelVeszel, Integer, Party)
@ getDuplicateEmailConfiguration(SatService Configuration)
@ retrieveSatServicezsParties()
@ retrieveSatServicezConfiguration(SatService SearchCriteria)
Interface ShipActivityTrackingDao
Interface describing the data access object for sat service
configurations.

4.2.2.2.8 Package: vessel-dao

Class Diagram : vessel-dao
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Class Diagram : vessel-dao

wlava Classs
G VesselDaoHbImpl

@ «Repositorys
dataSource ; DataSource

«lava Class=»
& VesselVVDaoJdbdmpl
vesselResolveStoredProcedure ; VesselResolveStoredProcedure @ sRepositarys
vesselersionResolveStoredProcedure ; VesselVersionResolveStoredProcedure
ovriManualUpdateStoredProcedure : VesselOWRManualUpdateStoredProcedure

rvrstoredProcedure ; WesselRVRStoreProcedure

o B e B B

«Java Interface»

0 VesselDao
@ retrieveByImo ()
@ resolveVessel [
@ retrieveWithVersionsBylmo ()
@ delete [)
@ save ()
@ update ()
@ save [)
update ()
findvesselsVersions ()
findvesselslatestDetail ()
findVesselsCountDependsBanned ()
findvesselswWithMotifications ()
findvalidWessels )
getMaritimeldentificationDigit ()
resolvelmaginaryVessels ()
retrievellploadedShtVessels ()
updateUploadedShtVessels )
updateTemporanifessels (]
getSingleHullVessels )
getBannedShipWessels ()
getVesselsTotal ()
retrieveVesselByDatabaseld ()
updatevrlist ()
retrieveVersionsWithHistory ()
getDetainedvessels )
retrievedllVessels ()
resolveVesselVersion ()
retrieveVersionWithHistonttems [ )
checkDuplicate [)
save (]
retrieveVersionswithHistory ()
retrieveVesselsWithHistory ]

0000000000000 OCOOO0COOOOOOO

«lava Interfaces
0 VesselVWDao

@ getwlist )
@ getVesselVDuplicatelist ()

alsen

wlava Class»

(3 VesselResolveStoredProcedure oJava Class»

@ VesselOVRManualUpdateStoredProcedure

i REPORTED_MIST : String U BEGISTERED VESSELID Sting
§f REPORTED IMO : String
i REPORTED_CALL SIGM : String
) 5 REPORTED_MUMSI: String
i REPORTED_SHIP_MAME : String
) i REPORTED_CALL SIGN: string
¥ REPORTED FLAG : String
) 5 REPORTED_SHIP_MAME : String
4 HOTIFIER_UNIQUE 1D : String
) 8 MODIFIER_UNIQUE JD : String
4 CAN_UPDATE_BANNED : String
) § VALIDATED : String
i REGISTER WESSELS RS_OUT PARAN : String
) i ACTUAL IMO_RFU : String
4 NOTIFICATION_TYPE : String
! 8 ACTUAL IMIMSI REU : String
3F RETURN_CODE_PARAM ; String S
3F MsG_001; string gww. -
3F MSG_002; string ifAEIUAL.idlE.NAMLREU—MI -
i MSG 003 : String BETURN_LODE PARAL : Stting
¥ Mz, 004 String gw
i MSG 005 : String ey

tuses

wlava Class»

retrieveVesselsWithHistory ) ( VesselRowMapper
updateSavelnRvr (]
Interface VesselDao
A data access object for managing the database operations for
vessels
Class VesselDaoHbImpl
Hibernate based implementation of the VesselDao.
Class VesselResolveStoredProcedure
A class used to execute the RDBMS stored procedure that
implements ‘the vessel’s resolve on notification arrival’
Class VesselOVRManualUpdateStoredProcedure
A class used to execute the RDBMS stored procedure that
implements the ‘OVR manual update’ that is part of the vessels
validation and verification procedure.
Interface VesselVVDao
A data access object for managing the database operations for
vessels validation and verification procedure.
Class VesselVVDaoldbcImpl

JDBC based implementation of the VesselVVDao.
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4.2.2.3 Module: ssn-core

4.2.2.3.1 Package: common-manager

Class Diagram : common-manager

] «lava Interfaces
€ ApplicationParametersManager

retrievefpplicationParameters ()
updatebpplicationParameters ()
getBanner ()

getBannerList ()
updateBanner ()
has&lertDistribution ()

¢t e OO e

E]]

el «lava Class»
(3 ApplicationParametersManagerImpl
o applicationParameterDao : ApplicationParameterDao

o phannerDao : BannerDao
o glertDistributionDao : AlertDistributionDao

Interface ApplicationParametersManager
Interface providing the management options for the application
parameters.

Class ApplicationParametersImpl

Implementation of the ApplicationParametersManager.

4.2.2.3.2 Package: message-log-manager

Class Diagram : message-log-manager
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Class Diagram : message-log-manager

2 «Java Interfaces

€3 MessageloggerManager

leg ()

leg ()

retrievelogs ()

retrieveXML ()
retrievelogXmliMessages ()
retrieveTransactionMessages [ )

oo oD

2 «Java Classs

(3 MessageloggerManagerlmpl
8 messageltilDac : MessageltilDac
o messagelogltemDao : MessagelogltemDac

i LOGGER: Log

=

CCCOOCCOCOCOOCOTCTOCT OO OO T OO DO

Version: 1.46
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«Java Interfaces
€ StatisticsManager

gethessageTypesList [ )

getAuthoritylist ()
getAuthorityListByCountry ()
getAuthorityListPor ()
getStatRegAnalysisCountMumberCf ()
getStatMotAnalysisCountMurmberQf ()
getstatSystemUsagelnfoMostPopularActivities [ )
getStatMotinalysisMostActiveVessels [ )
getStatReghnalysisMostPopularyvessels [ )
getStatEvolutionOfNotificationsPerTypeCverTime ()
getPartyType (]
getStatSystemUserlnfoDetails [ )
getStatSystemAuthoritylnfoDetails [ )
getStatSystemMoCfUsersLogged ()
getStatErrorMonthlyByType ()
getStatOperActivitySurvey ()
getStatPortActivitySurvey ()
getStatPortActivitySurveyInclude ()
getStatMotAverageTimeOf [ )
getStatMotAmountCfDelays [ )
getStatUnsuccessTransactions ()
getStatErrorMoreFrequent ()
getStatSystemTemporarylocations ()
getStatSystemBannedVessels ()
getStatSystemTemporaryVessels )
getStatdlertDistributionReport [ )

B =Java Class»

(© StatisticsManagerImpl

o ctatisticsDao @ StatisticsDao

Interface

MessageloggerManager

Interface providing the management options for MessagelLogltem.

Class

MessagelLoggerManagerImpl

Implements the management of log items; it creates/saves and

searches the ssn logs.

Interface StatisticsManager

Interface providing the statistics functionality.

StatisticsManagerImpl
Implements the statistics functionality.

Class

4.2.2.3.3 Package: message-manager

Class Diagram : message-manager
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Class Diagram : message-manager

] =Java Interfaces
€3 AuthorizationManager

@ authorizeMessage ()
[

Lzl wlava Classs

G AuthorizationManagerImpl
i DEACTIVATED AUTHORITY : String
i SENDER WITHOUT PERMISSION : String
o partyManager: PartyManager

Interface

AuthorizationManager

An interface provides the authorization of the incoming xml
messages.

Class

AuthorizationManagerImpl

Implements the authorization of the incoming xm| messages
via/using the Party manager.

4.2.2.3.4 Package: message-processor

Class Diagram : message-process

= BT Cas
“Java Class»
(3 ProcessResult

F STATUS INF ORMATION_NOTAVAILABLE : String

o processingld : String
o status : String

o processType : String

= details : String

o databaseld : Long

© message ; AbstractMessage
o isMSReply : boolean

o logXMLExist : Integer

Bes

Pl wavaEnums
© ResultType
% AUTHORIZATION_ERROR
¥ INvALID_FORMAT
& INVALID XML

© SYSTEM_ERROR

Sequence Diagram :

oJava Class»
(3 SsnMessageProcessorimpl

@ Serices

E

a Class:
notificationManager : Notificationianager (3 IncomingRequestReply QueueSender

lentD | AlertD

@ sComponents ises
voyageManager : VoyageManager '

requestProcessor : RequestProcessor

o replyBuilderFactory : ReplyBuilderFactory
replyProcessor ; ReplyProcessor a :
messageloggerhlanager : MessageloggerManager

messageUtilDao ; MessageUtilDao

portPlusPeriod : String

oo ooaaano @

wuses Y
T ] «Java Interfaces
3 SsnMessageQueueSender
© sendMessage [)
© findnQueve (]
@ findInQueueByCorrelatedMessage (]
@ findinQueue ()
@ findnQueue (]
© deleteMessage ()

| uses

___suser

usex

slava Interfaces

clava Interfaces
3 NotificationManager lava Interface:

€3 SsnMessageProcessor

© processNatiication () @ processhiessage (] © receivelnQueue (1
© getlatestilotifications () & validateNotitication ()

© getlatestiatifications () o retrieveMessages ()

© getRelevantilotifications () & retmieveNotifications () : i H

© getvessellatestalerthotifications ) o retrievevoyages () | 0 : i

© finaAlertinformation () @ retrieveShipCallNotifications (} v . :

© findETANtifications () & findHotificationPerships (] «Java Interfaces 0::;;:’;;::;:;”
® findlatestshipNotifications () o scknowledgeMessage (] €3 ReplyProcessor

© findNotificationPerships () o retrieveNotificationParameters () © processReply () M "‘”“”;ﬁ“:“t“t
© retrieve () © update (1 © downiozdDocument() | | & Proces s Fedues 0
© findHazmathiotifications () & retrievelogs () © logAndsendReply (1
© findshipNotifications (1 o retmievextaL ()

© getalertiiotificationByMsRerld () © retrieveloaXmiMessages ()

© gethotificationParameters () © downloadDocument ()

© saveOrUpdate () o retrievelncidentlotifications ()

© retrieveVesselNotificationsPerPeriod () & checkhcknowledgestatus (]

® retrieveBannedVesselshlotifications [) o searchincidents ()

© retrieveshtvesselsNotifications () & searchDistributedncidents ()

© retrieveSathlotifications ()

© validate ()

© updatelncidentReportAcknowledgedstatus ()

® getlncidentReportiotifications ()

© searchincidents ()

© searchDistributedincidents (]

Process Message- Notification & Request/Reply
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processMessage

SznivlessageProceszorBean:«. SznivezzageProceszor.. Matificatiolvlanager:... RequestProcessor:..

ProcessRezult:

1 processhessage

1.1: processMotification

12.p Motifi 1 ( natif 1 - AbstractNotif 1) : woid
1.3: processRequest
1.4: processReply
1.5: createOkWarningResult

1.6: createOkWarningResult

1.7: createAuthorizationErrorBesult
1.8: createAuthorizationErrorResult
1.8: createlvalidFarmatResult

1.10: createlvalidFormatResult

1.11: createSystemErrorResult

1.12: createSystemErrarResult

2. processheszage

Sequence Diagram : Process Message- Reply
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Class Diagram : message-processor

El
ReplyBuilder.. | MessageLoggerbanager.. SanMessageQueusSender...

SenMescageProcessor..|  |RequestProcessor.. | | Request... |RephBuilderFactoryRepl..

1: processRequest

1.1: getCriterion

1.2 getCriterion

1.3: getReplyBuilder

1.4: getReplyBuilder

Requestfrom web

1 5o retrieve

1.6: retrieve

Requestfrom XiiL
1.7: gett atestNotification

1.8 getLatestNoification

1.9 whoActsAsProvider

1.10: whoActsAsProvider

1.11: createReply

1.12: createReply

113 log

1.14: sendMessage

4.2.2.3.5 Package: notification-manager

Class Diagram : notification-manager
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@ MotificationManagerImpl G VoyageManagerImpl

@ wComponents @ aServices

@ «Transactionals @ «Transactionals:

i PORT WOTIFICATIONS : String o voyageDao : VoyageDao

%FHQZMQLMEKWM o exemptionManager: ExemptionManager

$-IFM.ES_Ii\.I_QJIEI£.9.]:[LZl[z.LS_._SILLr:Lsa. o partyManager: PartyManager

F SECURITY NOTIFICATIONS : String |

5F ALERT_NOTIFICATIONS : String

%F . GE OTIFICATIONS ; Stri

iF SINGLE_RESULT @ int «Java Interfaces

o notificationPropagationSender: SsniMessageQueueSender 0 VoyageManager
retrieveRelativeMotifications [)
retrieveVoyages ()
retrieveShipCallMotifications [)
correlateVoyage ()

op voyageCalculationSender: SsniMessageQueueSender
o partyManager : PartyManager

L

op geographyManager : GeographylManager

o notificationDao : MotificationDao

o partyDao @ PartyDao

op exemptionManager : ExemptionManager

o notificationValidator : DelegatingValidator

o notificationStrategyRegistry : NotificationStrategyRegistry
o replyBuilderFactory | ReplyBuilderFactory

«lava Interfaces=

0 MotificationManager
processMotification [)
getlatestMotifications ()
getlatestMotifications ()
getRelevantMotifications ()
getVessellatestblertMotifications ()
find&lerdnformation ()
findETAMNotifications [ )
findlatestShipMotifications ()
findMotificationPerShips ()
retrieve [
findHazmatMotifications ()
findShipMotifications ()
getAlerthotificationByMsRefld [)
getMotificationParameters )
saveOrlpdate ()
retrievelesselMotificationsPerPeriod ()
retrisveBannedVesselsMotifications ()
retrieveShtWesselsMotifications ()
retrieveSathotifications [
valiclate [)
updatelncidentReportAcknowledgedstatus [)
getIncidentReporthotifications [)
searchlncidents ()
searchDistributedIncidents ()

PP PO OOPOOPORPOOPORPOOPRPOOOPOEOTOOTOD®

Interface NotificationManager

Interface providing the management options for notification registry.

Class NotificationManagerImpl

Implementation of the NotificationManager.
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Class Diagram : notification-manager

Interface VoyageManager

Interface providing the management options for voyages.

Class VoyageManagerImpl

Implementation of the VoyageManager.

Sequence Diagram : Notification Processing - Valid Notification
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SsnMessageProces... NaotificationManag.. AutherizationManag... NotificationDao:.. VesselManager:... GeographyManager... ProcessResult:ProcessResult

1:processNotification
1.1: authorizeMessage

1.2: authorizeMessage

1: createduthorizationErrerResult
[AutherizationException]

2: createfutherizationErrorResult

1.3: validateNotification

1 4: checkDuplicate

1.4.1: checkDuplicate

1.4.2: checkDuplicate

[InvalidMatifitation Exception] 1: createlvalioFormatResult

2: createlvalidFormatResult

MotificationPropagati..

snl‘v'lessageProcassorlmpl:Ss...Not\flcatlonl\t‘lanagerlm‘.. huthorlzatanManager:AutwNotlf\cat\onDao:uJava h/essell\r'\anagar:\}esse‘ haographyl\t‘lanager:Geog..‘| ProcessResult:ProcessResult |

NotificationPropagationQue|

[isVesselNotification]

1: updateVesselRegistry 1.1 updateRegistry

1.2: updateRegistry

2: updsteVesselRegistry

1.5{updatelocaticnRegistry
1.5.1: makelocation

1.6}updatelocaticnRegistry

Voyage Calculation

1.7:save

[PropagateMessage] 1: sendMessage
2: sendMessage

2: processNotification
3: createOkWarningResult

4 createCkWarningResult

[RuntimeException] 1: createSystemErrorResult

2: createSystemErrorResult

127 of 238



SSN Version: 1.46
System Desigh Document January 2015
SafeSeaNet

Sequence Diagram : Notification Processing — PortPlus No

=l
SsnhlessageProcessor: Notificationianager: MNotificationDao:
1: procezsMotification
1.7: retrievePortPlusMNotification(shipCallld, sender)
1.2: storedPortPlusNotification
[updateStatus==L] 1: gaveOrlpdate(portPlusMotification)
UpdateStatus
equals to
"U"(update)
v
<
[updateStatus==N]
[storedPortPlusMetification == null]
1: save(portPluzMotification)
<
[steredPortPlusNotification.pary==portPlusNetification.party &8 steredPortPlusNetification.shipCalllD==porFlusNetification.shipCallld]
. . There iz no port plug
1: InvalidFormatException nofification stored UpdateStatus
into databasze equals to
N (NO)
h The system receives
Aship callid has from the same data
a.I\Eady been zent provider and for an
from the specified existing zhip call id
user.
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ation Processing — Voyage Calculation

SznhvleszageProceszor: Motificationlvanager: MaotificationDao:.., VoyageCalculationStor... WOYAGE CALCULATION_SF Woyage: WoyageFactony:

1: processMotification

L1 calculateVoyage
vad 111 execute

L1L1L call SSN_NOTIFICATION_MNG_PKG.VOYAGE  CALCULATION_SF

112 execute
1.2: calculateVoyage
[portPlusNatification] 1: retrieveVayageForTheShip
2:voyage
3: zetVoyageEndPoint
1: createVoyage
[voyage==null] ~

2:vovage

[portPlusMetificationvoyagelnformation.lastPort!=null]
1. zetVoyage StartPoint

4: zaveOrUpdate (voyage)

129 of 238



SSN Version: 1.46
System Desigh Document January 2015
SafeSeaNet

Sequence Diagram : Notification Processing — Voyage Calculation

[portMotification]
1: retrieveVoyageForTheShip(nextPortOfCall)

2 Ynyage

[veyage!=null]

[ETA. efter(ETD) & &voyage .startingPointl=null&&voyage.endingPoint==null]
1: setEndPoint

[woyage==null] 1: createVoyage

2:voyage

3: saveOrlpdate(voyage)

¥
[hazmatNatification]
1: retrieveVows geForShip (nextPortOfCall)
2 Voyagde
[voyage==null] 1: createMewWoyage
2:vovage
3: setPortOfCall
4: zaveOrlUpdateVoyage
>
[shipMotification]
1: retrieveVoxageForShip(nextPortOfCall)
2 Joyagde
==nul|
fvayage==nul] 1: createVovage
2:voyage
3 setPortOiCall
4: saveOrlpdate(voyage)
¥
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Sequence Diagram: Update Vessel Registry Using Reported vessel (IMO and MMSI Number,

CallSign, Ship name)

Motificationlvlanager... VesselMotification.., | Weszselllanager... VesselDAD. . VesselRezolveStoredProcedure:..

1 processMotification

2: getReportediessel

3: getReportediessel

4: updateRegiztry

4 1: resolveVessel
41.1: execute

4.1.2: execute
. 4.2 resolveVesszel
b updateRegisty

0 pracessMotification

Class Diagram : notification-validation
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Class Diagram : notification-validation

= wJava Classn
@ AlertWasteAdditionallnfor mationValidator

- = elava Classs m

: ) aJava Classa
O GenericMessageValdator @ PortPlusNotificationValidator
= «lava Class»
5 @ AlertDistributionNetificationValidator wusen susesl
= wlava Class» lizen -
© MertLostF dditionalln i
er = sJava Classa
) eUses T, .
“lisen = ® GenericNotificationValidator
“Hjer
Bl alava Class» susen = «Java Class»
@ AlertSitrepAdditionalinformationValidator | -hes = «lava Classs uses © PortNotificationValidator
(@ ReportedVesselValidator | & «lava Classs =
wusen | © Generic ificationVali
e wuserg
= Java Classs
= eJava Classs ] L
A oJava Classs © AlertNotificationValidator cusesEl © isNotificationValidator
© AlertOthersAdditionalInfor m ationValidator
=
dalsen
Fleuses = =lava Class»
o © AbstractVesselNotificationValidator
] ava Classs 0" =
[c] AlertPolrepAdditionalInformationValidator
& «lava Classs = e i,
s awe| @ N & O MrsNotificationValidator
use -
apes |
& F=uses aUsen =
wusen
= = «lava Classn
suses @ HazmatNotificationValidator
Bl wava Classe =l wlava Class»
@ urisourceValidator © ContactSourceValidator
3] wJava Class»
3 SecurityNotificationValidator
Package notification.validation
Class GenericMessageValidator
. L ., .
Validates the notification’s header - MsRefld, sender, receiver, test
case id.
Class GenericNotificationValidator

Validates the generic notification attributes.

Class GenericVesselNotificationValidator

Invokes the reported vessel validator.

Class ReportedVesselValidator

Validates the IMO number, MMSI number, the Call Sign, the Ship
Name and Flag of the reported vessel. It actually delegates the
validation of the vessel particulars to the corresponding vessel
validators.

Class AbstractVesselNotificationValidator

This class is the common parent of all classes that implement
discrete notification validators.

Class AisNotificationValidator

The business rules for the AIS (Ship) notification.

Class AlertNotificationValidator

The business rules for the Alert notification for identified and non-
identified vessels and the additional information source details. In
case of notification for identified vessel, the ReportedVesselValidator
is invoked.
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Class Diagram : notification-validation

Class HazmatNotificationValidator

The business rules for the Hazmat notification and the additional
information source details

Class MrsNotificationValidator

The business rules for the MRS (Ship) notification and the additional
information source details

Class PortNotificationValidator

The business rules for the Port notification.

Class PortPlusNotificationValidator

The business rules for the PortPlus notification.

Class SecurityNotificationValidator

The business rules for the Security notification and the additional
information source details

Package alertdistribution.validation

Class AlertDistributionNotificationValidator

The business rules for the Alert distribution notification. The
corresponding validator is invoked according to the notification
incident type; e.g. for incident type ‘Others’ the
AlertOthersAdditionallnformationValidator is invoked.

Package common.validation

Class AdditionalInformationSourceValidator
The business rules for the notification details source (Contact source,
URI).

Class ContactSourceValidator

Validates the contact’s details such as location, name, email,
phone/fax numbers.

Class UriSourceValidator
Validates the URI details

4.2.2.3.6 Voyage Plan Prediction

The process described in the following sequence diagram concerns the prediction of the voyage Plan
based on the departing and arriving location code given by the Web user. As specified in the voyage
plan prediction algorithm, later in this subsection, three alternative cases exists: cases 1, 2 and 3. Each
of the alternative cases is presented in a separate sequence diagram.

A PL/SQL stored procedure implements this algorithm for performance purposes - it avoids JDBC
database roundtrips. As an input the package takes the Starting and Ending points (location codes) that
the user specifies in the Alert Distribution Web application. As an output the package provides the list of
proposed recipients based on the location codes to be produced by the algorithm and the NCA
authorities that reside on a location code selected.
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Case 1:
=
Web: MotificationManager: GeographylManager:

11 createAlerntMotification

2. defineStartingEndpoint
Caze 1: Mo alert
distribution is needed
2.1:findLocationCodes

211 calculateDepartingSet

21127 caleulatedrrivingSet

2.1.3: DepartingSetEqualsfrrivingSet

2.1.4; ApplicationException

Case 2 (alternative):
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Sequence Diagram : Predict Voyage Plan

El

‘Web: Motificationhanager: Geographylvlanager:

1: createAlertMotification

2:'defineStartingEndpoint

2.1: findLocationCodes

211 calculateDepartingSet

21121 calculateArrivingSet

2.1.3: differentRoutPointMumber
2141 createlnionOfRoutSets

2.1.5: selectDistinctLocodes
2.1.6: ApplicationException

Case 3 (alternative):

=

‘Web: Motificationlvlanager: Geographylanager:

1] createAlertMotification

2: defineStartingEndpoint

2.1:findLocationCodes

2.1.1: calculateDepartingSet

2.1.2; calculateArrivingSet

2.1.3: differentRoutPointMumber

2141 createUnionOfRoutSets

2.1.5: selectDistinctLocodes
2.1.6: LocationCodes

Caze? ( alternative ) : The
departing and the arriving iz in
the same branch

Caze2 { alternative ) : The
departing and the arriving iz in
the same branch
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The basic description is presented in the Table 4-5. The prediction of the plan is based primarily on the
definition of the Rout-Points. The convention used for defining a Rout-Point is R (i, j, k, 1 ), where:

R= Stand for Rout-Point

i= Is the Level of the branch. Values: 1 is the basic branch; 2 is the first branch level out of
branch 1; level 3 is a branch to branch 2 and so on.

j= Is the branch number. For level 1, the branch number “b” is omitted since only one
branch is considered at this level.

k= Is the Rout-Point number for that specific branch.

I= Is an activity parameter. Values: 1 = active (send alert notification); 0 = inactive (do not
send alert notification details).

Functional description

Input =2 VoyagePlan( Departing Set; Arriving Set)
1.1 R(i1; j1; ki1, 11) = Departing set
R(iz; j2; K2, 12) = Arriving set
2.1 If iy = i and j; = j, and k; = k; then Case 1
2.2 # The departing and arriving is in the same branch and set
3.1 Case 1
3.2 Message: The departure and the arriving are in the same area. No Alert
distribution is needed
2.3 Ifi; = iand j; = j, and k; # k, then Case 2
2.4 # The departing and arriving is in the same branch
3.3 Case 2
3.4 n=0
3.5 a=0
3.6 my = ky - kg
3.7 my = [my|/my
3.8 n; = 0 * m; (the increment)
3.9 # Create the Array A;(i1+n; ji+n;ki+ ng; 1p)
3.10 A (i1+n; ji+n;ki+ ng; 11)= R(ii+n; ji+n;ki+ nyg; |1)
3.11 n; =n;+m;
3.12 a=a+1
3.13 If Iny] > |my|then exit else go to 3.10
4.1 | Create a Union of the sets in A, withsingle occurrence of countries, and the
NCA'’s shall be identified
3.14 Exit Case 2
2.5 # The departing port and the arriving port are in different branches, level 1
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or 2
2.6 Ifi; =i, =2 and j; # j then Case 3
3.8 Case 3
3.9 # For simplified reasons we calculate this occurrence as above. Each branch

is connected together, so we can use the method above; just anticipate
that we have 2 or three separate branches. From start Set to Set before
intersection (k=1), Then find intersection with the main branch, Set
R(1.1.k;.1). Then find the arriving Set in branch 1, Set R(1.1.k,.l). For this
case use method under 2.4 for each part. The total Array will be: Ar = AN
A,.Recognise thatan Array consists of one or more Sets, A= R(iy; ji; kq; 11) N
R(iz; j2: ko, 12) N ... R(in; jn; Kn; In). If we have the arriving port in an other
level two we will then have 3 branches, then we will get the following
result: Ar = AjN A, N As. If we cal a Set R, then the Array will be: A= R;N

Table 4-5 Function Description

4.2.2.3.7 Package: alert-distribution-manager
Class Diagram : Alert Distribution manager package

&l <Java Interfaces
O AlertD istributionManager

save | )

update ()

storeFile [ )

getFile [}
gethlertDistribution ()

@
@
@
@
@
@ getPathPredictParties ()

«Java Class»
(& AlertDistributionManagerimpl

& o glertDistributionDac ; AlertDistributionDac
@ upleadDac : UploadDao

Interface AlertDistributionManager

It provides the management of Distributed Alert Notifications and
their details.
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4.2.2.3.8 Package: request-processor

Class Diagram : request-processor

«Java Class»
@ RequestProcessorlmpl

=lava Classs @ wServices

@Incc ingRequestReplyQu Send. o authorizationManager : AuthorizationManager
@ aComponents o webConsoleApplUrl: String
o incomingQueueSender: SsnMessageQueusSender o outcomingQueueSender: SsnMessageQueusSender
o replyBuilderFactory : ReplyBuilderFactory o notificationManager : NotificationManager
o uriSourceQueueSender: SsnMessageQueueSender o replyBuilderFactory : ReplyBuilderFactory

j o additionallnformationRegquestManager : AdditionallnformationRequestManager

a

messageloggeriManager : MessageloggerManager

«Java Classs

«Java Interfaces =lava Interfaces I —— {5 AdditionalinformationRequestManagempl
0 RequestProcessor 0 Additionalnfor mationRequestManager @ wseni
aServices
@ processRequest() @ sendMessage () @ yTransactionals
@ processhssRequest () @ removeWaitingRequest [

o waitingQueueSender: SsniessageQueuesender
@ logAndSendReply () @ findwaitingRequest ()

@ findWaitingRequests [)
@ findExpiredwWaitingRequests (]

Class AdditionalInformationRequestManagerImpl

Implementation of the AdditionaliInfomrationRequestManager
interface that provide access to the wait JMS queue using the
SsnMessageQueueSender.

Class RequestProcessorImpl

Implementation of the RequestProcessor interface that process an
information request.

Interface RequestProcessor

An interface implemented by classes that are capable of processing
an information request. There are two implementations of the
interface:

IncomingRequestReplyQueueSender: which is used to send a
request to the incoming queue.

RequestProcessorImpl: which is used to actually process a request
from the incoming queue.

Class AdditionalInformationRequestManager

Implementation of the AdditionallInfomrtaionRequestProcessor
interface that process an information request.

Interface IncomingRequestReplyQueueSenderProcessor

Implementation of the RequestProcessor interface that process an
information request.

4.2.2.3.9 Package: expired-request-processor

Class Diagram : expired-request-processor
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Class Diagram : expired-request-processor
[ e iz & zJava Interfaces

(1] ExpiredRequestScannerRunner © ExpiredRequestScanner

@ scan ()

@ startScanner () .
@ getintervalDuration ()

5]

Al «Java Clazz=
(3 ExpiredRequestScannerimpl

o additionallnformationRequestivlanager : AdditionallnfornrationRequestivlanager
o expiredRequestProceszor: ExpiredRequestProceszor

o age : long

o intervalDuration : long

o}

zlies

& «Java Interfaces
) ExpiredRequestProcessor

@ processExpiredRequest()

[
Elzuzes
&l zJdava Clazzs
(3 ExpiredRequestProcessorlmpl
o outcomingQueueSender: SanvleszageQueuesSender
o additionallnfornrationRequestivlanager : AdditionallnfornrationRequestivanager
o messageloggervanager: Messageloggerivianager
o notificationPropagationSender: SznivleszageQueueSender
zlUses
=
&l zJava Interfaces

) AdditionallnfomrationRequestiManager

@ sendRequest ()

@ removewaitingFRequest ()

@ findwaitingRequest ()

@ findExpiredWaitingRequests ()

2]

ol «Java Classz
(2 AdditionallnformationRequestManagerimpl
o waitingQueueSender: SznivleszageQueueSender

Class AdditionalInformationRequestManagerImpl

Implementation of the
AdditionalInfomrationRequestManager interface
that provide access to the wait JMS queue using
the SsnMessageQueueSender.

Class ExpiredRequestProcessorImpl

Implementation of the ExpiredRequestProcessor
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Class Diagram : expired-request-processor

interface that process an expired request due to
time out.

Class ExpiredRequestScannerImpl

Implementation of the ExpiredRequestScanner
interface that scans the wait queue for expired
requests.

Interface ExpiredRequestScannerRunner

An interface implemented by classes to trigger the scanning of wait
queue for expired requests.
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Sequence Diagram : Process Request Reply from EIS

(3 AbstractEnvelopProcessorivldbie... (3 IncomingRequestReplyEnvelopProcessore... RequesiProcessor InformationRequest ReplyBuilderFactory:Repl Motificationivlanager ReplyBuilder IMessagel oggerlvlanager

SsnivlessageQueueSender

L onMessage

L.1: processEnvelop

11.1: processRequest
L11.1: getReplyBuilder

Request from web
11.1.2: getReplyBuilder

L1.1.3: retrieve

L1114 retrieve

Request from XML
1.1.1.5: getlLatestMotification

1.1.1.8: getLatestMotification

1.1.1.7: whohctsAs Provider

1.1.1.8: whohctzAsProvider

1.1.1.9: crelateReply

1.1.1.10: createReply

1.1.1.11: log

1.1.1.11.7: sendieszage
11.2: processRequest
L2: processEnvelop
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Sequence Diagram: Process Expired Request from EIS

Expired Expired ExpiredReques ques ol v Messagel €] Java CI

1: ejbTimeout

1.1 zean
1.1.1: findExpiredWalingRequests

1.1.2:findExpiredWaitingRequests

1: processExpiredRequest
01 1.1: getDataRequest

1.2: getDataRequest

1: sendMessage
[isMezRequest]
dataRequestorRequest

1.3: createReply
1.3.1:log

1.3.2: createReply

1: sendMessage

is not MssRequest] dataRequestorReply -

1.4: removeWaitingRequest
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4.2.2.3.10 Package: reply-processor

Class Diagram : reply-processor

o additionallnformationRequestianager : AdditionallnformationRequestiManager

«Java Class=
G ReplyProcessorlmpl

«Java Interfaces
O ReplyProcessor
@ processReply ()
@ downloadDocument ()

Class ReplyProcessorImpl
Implementation of the ReplyProcessor interface that process the
reply from the data provider to the requester for additional details
based on a notification previously sent.

Interface ReplyProcessor

An interface implemented by classes that are capable of processing
an information reply received from the data provider. The reply
corresponds to a request (waiting in the queue) for additional details
received from the data requester. Equivalent to RequestProcessor,
there are two implementations of the interface:

1. IncomingRequestReplyQueueSender: which is used to send a
request to the incoming queue.

2. ReplyProcessorImpl: which is used to actually process a
reply from the incoming queue.

4.2.2.3.11 Package: reply-builder
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Class Diagram : reply-builder

«Java Clasi»
(& MrsAisNotificationReplyBuilder

wJava Class»
(3 AbstractReplyBuilder
i SSMXMI_DOCUMENTS_SERVIET URL : String.
a uri :

o replyBuilders : List<ReplyBuilder>

o xmIProtocolApplUnl : String

mmmmm

v o Y
aJava Interfaces
3 ReplyBuilder

@ supports () -

@ createReply () T e T

© createReply ()

@ downloadUriAdditionallnformation ()

Class AbstractReplyBuilder

An abstract implementation of the ReplyBuilder interface that
implements the “createReply” method.

Class ReplyBuilderFactory

A factory class used to create the ReplyBuilder.

Class InformationReplyFactory

An abstract factory class used to create the reply
upon a request; i.e. a normal and/or an exception

(e.g. InformationNotFoundReply) reply.
Interface ReplyBuilder

Indicates whether the current builder can handle
the given request. There are two types of replies:
the one build based on the reply sent by the data
provider and the one build by SSN based on its own

resources.
Class AlertNotificationReplyBuilder

An implementation of the ReplyBuilder interface for the Alert
notification requests. The reply is build based on the response
received by the data provider.

Class MrsAisNotificationReplyBuilder

An implementation of the ReplyBuilder interface for the Ship
(MRS/AIS) notification requests. The reply is build based on the
response received by the data provider.

Class HazmatNotificationReplyBuilder

An implementation of the ReplyBuilder interface for the Hazmat
notification requests. The reply is build based on the response
received by the data provider.

Class PortNotificationReplyBuilder

An implementation of the ReplyBuilder interface for the port
notification requests. For any port notification SSN can build a reply
without interacting with the notification sender.
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Class Diagram : reply-builder
Class PortPlusNotificationReplyBuilder

An implementation of the ReplyBuilder interface for the PortPlus
notification requests. The reply is build based on the response
received by the data provider.

Class SecurityNotificationReplyBuilder

An implementation of the ReplyBuilder interface for the Security
notification requests. The reply is build based on the response
received by the data provider.

Sequence Diagram : Reply Processor

=

EnvelopProceszor... ReplyProcessor. AdditionallnformationBequestivianager:... AdditionallnformationRequest:... ReplyBuilderFactory... ReplyBuilder... SanhezsageQueueSender...

1: processReply
1.1: findwaitingRequest

1.2: findwaitingReguest

1.3: getDataRequest

14: getDataRequest

1.5: getReplyBuilder

1.6: getReplyBuilder

1.7: getNotification

1.8: getMotification

1.9: createReply

1.10: createReply

1.11: sendMessage
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4.2.2.3.12 Package: geography-manager

Class Diagram : geography-manager

«Java Class»
G GeographyManagerImpl

«Java Class» @ wServices
@ SsnLocationProcessorlmpl @ «Transactionals
@ wServices % MsG_001 ¢ String

o geographyManager: GeographyManager F MSE_002 ¢ String
H 1 o geographyDao : GeographyDao
o uploadDac : UploadDao

J \/

«lava Interfaces

O GeographyManager
@ retrievelocation [)
@ doeslocationExist ()
@ getlocation ()
@ makelocation ()
@ savelocation ()
@ retrieveAllCountries [)
@ retrieveSsnParticipantCountries ()
W @ retrievedllAreassndCountries [)
«lava Interfaces @ retrieveCountryAndlocationswithwildcard [)
3 ssnLocationProcessor @ retrieveCountrieswWithWildcard [)
@ processlocation () @ retrieve CountriesWithwildcard ()
@ processCountry () @ retrieve CountrydndlocationswithWildecards [)
@ processhrea () @ retrievefreasBylocode ()
@ retrieveCountries [) @ loadUnlocations ()
@ retrieveCountryfndareas () @ uploadCsvFile )
@ retrievelocations () @ retrievelploadedUnlocations |)
@ retrievedreas () @ retrievelploadedlocationsMames ()
@ retrievedllareasAndCountries () @ updateUploadedUnlocations ()
@ retrieveAllAreas (] @ updateUploadedLocationhames [ )
@ uploadCsvFile ) @ retrieveCountry ()
@ retrievelploadedUnlocations () @ retrievedZandZZ ()
@ retrievelploadedlocationsMames () @ isWayPoint [)
@ updateUploadedUnlocations [) @ retrievelocationsPerCountry ()
@ updateUploadedlocationMames [) @ retrievedllAreas )
@ retrieveRepeatedAndOddlocodes () @ savelrea ()
@ retrievelinlocodesStat ) @ deletedrea ()
@ retrievelUnlocodesStatDetails ) @ finddreas [)
@ update () @ retrievedreaByiame [)
@ retrievepreaByld [)
@ retrieve CountryAndareas ()
@ update ()
@ getCountriesInfreas ()
@ getlocationCountry ()
@ retrieveVylocations ()
@ retrieveRepeatedAndOddlocodes ()
@ retrievelUnlocodesstat ()
@ retrievelnlocodesstatDetails ()
@ update )
Interface SsnLocationProcessor
It is a Facade for the processing of incoming xml messages.
Class SsnlLocationProcessorImpl

Implementation of the SsnLocationProcessor. It uses the geography
manager.
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Class Diagram : geography-manager

Class GeographyManagerImpl

Default implementation of the LOCODE management processor.

Interface GeographyManager

Defines the processing logic of the LOCODEs.

Sequence Diagram : Process LocationNotification

SsnLocationProcessor. AuthorizationManager.... GeogrphyManager:... GeographyDao... ProcessResult:ProcessResult

1: processLocation
1.1: autherizeMeszage
1.2: authorizeMessage
1: createAutherizationErrerResult

[Authorizaticnbxcephion]

21 createfuthorizationErrorResult

1.3: validate

1.4: validate

1: createlvalidFormatResult

[InvalidLocatipnCedeExeeption]

21 createlvalidFormatResult

1.5: updatelocation 1.5.1: saveOrlpdate

1.5.2: saveCrlpdate
1.6: updatelocation

1.7: createCkWarningResult

1.8: createCkWarningResult

V[Ru ntimeException] 1: createSystemErrorResult

2: createSystemErrorResult

4.2.2.3.13 Package: geography-validation
Class Diagram : geography-validation

{3 «lava Class» | B
LocationValidator «lava Classe
(=} PositionValidator

@ «Camponents

@ «Camponents
o geographyManager: GeographyManager

Class LocationValidator
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Class Diagram : geography-validation

The Location business rules.

Class PositionValidator

The position business rules.

4.2.2.3.14 Package: organisation-manager

Class Diagram : organisation-manager
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Class Diagram : organisation-manager

alava Class» «Java Class»

{3} SsnUserProcessorimpl PartyManagerImpl
@ wServices T aServices
%FQK_M @ «Transactionals

a partyDao : PartyDao
o parbyValidator: ParbyWalidator
o messagelocale : Llocale

g partyManager: PartyManager | ----- y
o alertDistributionManager: AleftDistributionManager

[1¥H - |
T e wusen
«lava Interface= ! |
3 PartyManager W Y
doesPartyExist () = «lava Class»
createParty [] P | @ PartyNotFoundException
updateParty () 5 ¥ serialversionUID : long

deleteParty ()

retrieveOrganization&ndPermissions ()

retrievePartyAndPermissions () ! |
retrievePartyAndPermissionsByld () otusén
findauthorities | ) ! 1
findauthorityByTypeAndCountry [ ) | i
findPartyByUnigqueld [} 5 5 v
findPersons () ; «Java Interface»
findPersonByTypesndCounry ) «uséx- €3 ssnUserProcessor
partyHasChildren [ ) i

retrievesl|Tasks )
retrievesllRoles )
retrievedllGroups ()
retrievedllGroups ()
updateRole [)

deleteRole [)

updateGroup ()

deleteGroup ()
deletePermissions ()
updateTask )

findRoles [

findGroups [
findRoleByCode ()
findGroupByName ()
doesGroupExist ()
doesRoleExist [)

isRolelsed [)

isGroupUsed [)
hasalertIncidentDistributor [)
checkPartyPermission [)
retrievedllSsnGroups |)
validateParty ()
findRoleAffectedParties ()
findRoleAffectedPartiesForUpdate ()
acdMewRoleTasksToParties [)
acdMewRoleTasksToParties [)
retrievePartyAndParentByIed [ )
findAuthorityByMame [ )
loadPartyHierarchy ()
retrieveMationalProxies ()
saveProxy ()

deleteProxy ()

retrieveProxies )
retrieveProxiesStatus [)
retrieveProxiesStatusMonitoring ()

processUser [)

processGroup ()

processRole [)
processPermissions [ )

processTask ()
retrievePartyandPermissions ()
retrievePartyandPermissionsByld [)
findParties [)

checkCondition ()

findGroups ()

findRoles ()

getPathPredictParties ()
validateParty )

retrievedllRoles ()
partyHasChildren [)
findRoleAffectedParties )
findRoleAffectedPartiesForUpdate [)
addMewRoleTasksToParties [
addMewRoleTasksToParties [
retrieveMationalProxies ()
processProxy ()

retrieveProxies ()
retrieveProxiesStatus ()
retrieveProxiesStatusMonitaring [ )

PP OO OCODPOPOPOPOEOTOODPOPOPOPOTOOODDPOO OO OPOPOPOOTTOODPOOPOTOODDOO
PP OO OOODOPOOOOOPOOPOOTOTODODODOO
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Class Diagram : organisation-manager

Interface SsnUserProcessor

It is a Facade for the processing of incoming xml messages.
Class SsnUserProcessorImpl

Implementation of the SsnUserProcessor. It uses the party manager.
Interface PartyManager

Defines the processing logic of the parties (SSN user management).
Class PartyManagerImpl

Default implementation of the parties management processor.
Class PartyNotFoundException

Exception is thrown when a requested party is not defined in the
database.

Sequence Diagram : Process UserNotification / Request

SsnlUserProcessorSs...
1: processiser

1.1: authorizeMessage

1.2: authorizeMessage

[AuthorizationException]

[InvalidPartyExeeption]

[Motification]

[Request]

[RuntimeException]

AutherizationManager:...

1.3: validate
1.4: validate

1: updateParty

2: updateParty

PartyManager... PartyDao.. ProcessResult:ProcessResult IngoingQueue:

1: cresteAuthorizationErrorResult

2: cresteAuthorizationErrorResult

1: createlvalidFormatResult

P2

: createlvalidFormatResult

1.1: saveQrllpdate

1.2: saveCOrUpdate

1: sendMessage

2: sendMessage

1.5: createCkWarningResult

1.6: createCkWarningResult

1: createSystemErrorResult

2: createSystemErrorResult
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4.2.2.3.15 Package: exemption-manager

Class Diagram : exemption-manager

] =dava Interfaces
&3 ExemptionManager

@ findExemptionz(ExemptionSearchCriteria)

@ retrieveExemptionByldiLong)

@ saveExemption(Exemption)

@ deleteExemption{Exemption)

@ findExemptionByWeszzel(Weszel, boolean)

@ findExemptionz(Vezzel)

@ findExemptionByRequestedyeszel(Requestedieszel, boolean)

E]]

al zJava Clazze

(2 ExemptionManagerimpl

o exemptionDao : ExemptionDao

Interface ExemptionManager
Interface providing the management options for exemptions.

Class ExemptionManagerImpl
Implementation of the ExemptionManager interface.

4.2.2.3.16 Package: sat-manager

Class Diagram : sat-manager

£l zlava Interfaces
3 ShipActivityTrackingManager
@ saveSathlonitoredVessel(SathvlonitoredVessel, List<SatSemnviceConfiguration, List<SatService Configuration)
@ retrieveSathonitoredVeszel(Vessel, Integer, Party)
@ deleteMonitoredVeszzel(SathvlonitoredVeszzel)
@ retrievelainlivleszageTypes()
@ retrieveSatServicesParties()
@ retrieveSatServicezsConfiguration(SatService SearchCriteria)
[z
[2] zJava Clasz=
{3 ShipActivityTrackingManagerimpl
o shipActivityTrackingDao : ShipActivityTrackingDao
o notificationDao : MotificationDao
Interface ShipActivityTrackingManager
Interface represents the manager for Sat service configurations and
reporting.
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Class Diagram : sat-manager

Class ShipActivityTrackingManagerImpl

Implementation of the ShipActivityTrackingManager interface.
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4.2.2.3.17 Package: vessel-manager

Class Diagram : vessel-manager

wlava Classe
G VesselManagerImpl wlava Classe

@ sServices (=) ssnVesselProcessorimpl

@ sTransactionals @ wServices

o yessellDao : WesselDao vesselManager : VesselManager
o yesselvvDao : Vesse\VMWDao
o messagelocale : Locale

o

a

xmiToVesselMapper: XmiToDomainModelMapper

o

vesselToXmIMapper : DomainModelToXmIMapper

o yesselWalidator: VesselWalicator o messageloggerManager: MessageloggerManager

o imoWalidator: ImoValidator o authorizationManager : AuthorizationManager

o mmsivalidator : MmsiValidator i i
""""""""" wuses

«lava Interfaces=
VesselManager
createVessel [)
updatelessel )
updateVesselDetailVersion () !
updateRvrvessel [) -
resolveVessel [] ~?

updateRegistry (] «Java Interface=
P gistry GSanessele:essnl
findWesselsVersions [)

processMotification ()

retrieveVersionsWithHiston
reLrieveVersion syl Istory (] processFullUpdateMotification ()

retrieveDownloadWesselsList ()
findWessels )
resolveVesselVersion [)
retrieveVersionWithHistordtems ()
processShipParticular )
retrievelVesselswWithHistory ()
retrieveVesselswWithHistory [ )

findVesselsLatestDetail () @ '?':’_,“”:““l' 0
retrieveByImo [) @ |letljeveMesls.:ls[I]d tificationDiait
findVesselswithMotifications [] @ '_et'_fe"eva" 'lm:: lentificationDigit ()
findvalidvessels ) @ 'Elf:je"te esselsVersions (]
retrievewWithersionsByImo () @ va? ate () _
§ R @ wvalidateParticular ()
resolvelmaginanessels () etrieveR: IDatabaseld
retrievelploadedShtVessels ) & retrieveByVesselDatabaseld ()
@ updateVessel [)
updatelUploadedShtvessels ) .
@ updateVesselMersion [
updateTemporan/essels )
etVesselVWlist () @ updateRvrVessel (]
g . . @ retrieveVersionswWithHistory [)
getWVesselWVWDuplicatelist [) ® getvesselvvlist ()
retrievelesselByDatabaseld () 8 X )
updateOurList [} @ getVesselWVvVDuplicatelist ()
EtMal'itimeIdentificationDi it[) @ updateQurlist {]
\Erlalidate 0 g @ retrievelploadedShtVessels [)
validate [) @ updateUploadedShtVessels [)
L]
L)

PP OCOPOPOPODPOOTORTOPOTRPOPORTO PP OOORPOTODODO

Interface SsnVesselProcessor

It is a Facade for the processing of incoming xml messages. It uses
the vessel manager.

Class SsnVesselProcessorImpl

Implementation of the SsnVesselProcessor.

Interface VesselManager

Interface providing the management options for vessel registry.

Class VesselManagerImpl
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Class Diagram : vessel-manager

Implementation of the VesselManager.

Sequence Diagram : Process Vessel Notification

SenVesselProcessor:.. AuthorizationManager:.. VesselManager.. VeszselDao.. ProcessResult:ProcessResult

1: processVessel

1.1: authorizeMessage

1.2: authorizeMessage
1.3:validate

1.4: validate

1.5: updateVessel
1.5.1: update

1.5.2:update
1.6: updateVessel

1.7: createCkWarningResuli

1.8: createQkWarningResult

1.9: createAuthorizationErrorResult

1.10: createfAuthorizationErrorResult

1.11: createlvalidFormatResuli

1.12: createlvalidFormatResult

1.13: createSystemErrorResult

1.14: createSystemErrorResult

4.2.2.3.18 Package: vessel-validation

Class Diagram : vessel-validation
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Class Diagram : vessel-validation

wlava Class»
{3 VesselValidator

@ «Camponents

o imoWalidator : ImoValidator

o mmsivalidator: Mmsivalidator

o geographyManager: GeographyManager

________________ o _L,I_S_E_x-
ELSER :
Java I:flass «Java Class»
lFE:J:MImnl:n"-l'alill:la:unr () Mmsivalidator
@ «Components @ «Components
o vesselDao : VesselDao
Class VesselValidator

The vessel business rules.

Class ImoValidator
The vessel IMO number business rules.

Class MmsiValidator

The vessel MMSI number business rules.

4.2.2.4 Module: ssn-support

Class Diagram : support- email

=lava Class»
G' EmailManagerImpl
............... L L
- «lava Class=
L wMsEe = {2 EmailException
«lava Interfaces ; i SF ceri i .
€% EmailManager - serialVersionUID : long
@ send ()
Interface EmailManager
Interface responsible to send emails to SSN users.
Class EmailManagerImpl
Implementation of the EmailManager interface.
Class EmailException
Thrown to indicate failure on email message creation/send.
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Class Diagram : support- http

wlava Classs |- oo
G HttpLUtility ApacheImpl i

§F DXL« string
""""" suses ‘ o i
l «lava Interface= «Java Interfaces
v, HttpGetter 0 HttpXmiSender
wlava Classs @ retrieve [ @ send (]
G AbstractHttpUtility i
%Flj P_STATUS CODE _RETRY LIST: List<Integer= !
% HTTPS_URL_STR.: String upse
o proxyHost: String
o proxyPort: String wlava tlass»
o port:int @' ResourceMotAvailableException
o connectionTimeout : int & serjalversionUID : long
a readTimeout :int o httpCode @ int
a urlTransformer: 5tring o ouri: string
Class AbstractHttpUtility

An abstract utility class provides the properties of http client such
as proxy host and port, the transform url, etc.

Interface HttpGetter

An interface implemented by classes that are able to retrieve a URI
and encode in base 64.

Interface HttpXmlSender

An interface implemented by classes that are able to send to a URL
the provided content.

Class HttpUtilityApacheImpl
Implementation of the HttpGetter and HttpXmISender interfaces.
Class ResourceNotAvailableException

Thrown on retrieve() method of HttpGetter to indicate that a
resource is not available.

Class Diagram : wsclient

«Java Interface=
ﬂ' SoapSender

@ send ()

Interface SoapSender

An interface implemented by classes that are able to send to a URL a
SOAP message with the provided content.

Class WebServiceClient

Implementation of the SoapSender interface. It provides the SSN
“web service client” functionality; it is used to send SOAP messages
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Class Diagram : wsclient

via HTTP to data requestors.

Class Diagram : support- info

] «=lava Class»
(=) Ssninfo

o wersion : 5tring

o environment: 5tring

o ssnDateFormat: String
o coredpplrl : String

o bhCorefpplrl @ 5tring
o bbEnabled : 5tring

o rowsPerPage : Integer

o alertDistributionActivation : Integer «lava Class»

g ssnStatsinterval : Integer {5 SsnPropertyPlaceholderConfigurer
o ssnSearchLogsnterval : Integer 8 properties | Properties

o regqPpQ4: String o guery: 5tring

a regqPpQ5: String

o regPpQ6: String

o regqPpQ7 : 5tring

o persDataProtection : String

o persDataProtectionDetails : String
o partyPasswordEnabled : String

o rowsPerstatisticsPage : Integer

o gmapApikey: 5tring

o urlap  Map<5tring, String=

Class SsnlInfo
This class holds the application parameters.

Class SsnPropertyPlaceholderConfigurer
This class extends spring's PropertyPlaceholderConfigurer in order
to load the application parameters form EIS database specified in
the bean's definition.

Class Diagram : support-jms
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Class Diagram : support-jms

«lava Class» «lava Class»
@ DuplicatesDaoIlmpl wJava Classs @ Envelop QueueAccessor
@ «Repositorys @AbsllactEnvelopProcessolMdh %FEIND EY_EMNY 1D _EXPRESSION @ String
i 5QL: string a envelopProcessor : EnvelopProcessor F FIND_BY_COR ID_EXPRESSION : String
o dataSource : DataSource | H H iF FIMD_BY_AGE : String
S auses L } : : _
E«USE» “é‘se”
«Java Class»
GEnveIop v v
F serialversionUlD : long «Java Class»
o envelopld : String (3 EnvelopConverter
i o correlationld : String o ©F DELIVERY COUNT KEY: String
k¥ o timestamp : long "4 Vi OF ENV_KEY : String
«Java Interfaces —_— , «lava Interfaces F ENV_PROTOCOL : String
lODupIil:atesDao _____ suser | - ° delwely(ounfz.long e ] OEnIeIomecessm 5F K
— - o protocel ; String © wusen — Envelop () ENY TIMEQUT : String
$ runl) o timeOut: long b : ¥ CERTIFICATE_NAME : String
o replyTo ! 5tring o BEPLY_TO : String
o processld : String | ¥F PROCESS ID: String
o receiptld : 5tring ' alsen % RECEIPT ID : String
o payload : Serializable
o certificateMame : String
Class Envelop
This class it is used to model the information carried in a JMS
message.
Class EnvelopConverter
This class implements the message converter; it creates an envelop
from a JMS message and vice versa.
Class EnvelopProcessorRetryCountAdvice
This class implements the interceptor handles the failures of JMS
message processing. In case of IOException on message processing
of the SSN outgoing JMS queue items, the message remains on the
queue to be reprocessed - the “retry count” application parameter is
taken also into account.
Class AbstractEnvelopProcessorMdb
An abstract processor implements the JMS Message Listener
interface (onMessage() method).
Interface EnvelopProcessor
An interface defines the JMS queues’ message processing.
Class EnvelopQueueAccessor
Implements the EnvelopProcessor interface; it is used by
SsnMessageQueueSenderImpl.

Class Diagram : support- validation
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Class Diagram : support- validation

«lava Class=
() InternetAddressValidator

@ «Components

7 EMAIL_MAX LENGTH ; int

f;£ «Dverrides validateMotNullObject ()

n «lava Class»

o supports () (=) DelegatingValidator
@ supports ()
@ validate ()
@ getValidater [)

@ setValidators [)

«Java Class=
{3 MNullableObjectValidator

-'.:f =verrides validate [
{,."'" validateMNotNullObjact |)

Class NullableObjectValidator

An abstract implementation of the validator interfaces that checks if
the given object is null. If it is, it returns without reporting any
errors. If the given object is not null it calls the
validateNotNullObject(Object, Errors) to perform the actual
validation. The responsibility to check if the given object is null lies
to the caller of this class.

Class InternatAddressValidator
An abstract implementation of the validator interfaces that checks
the email.

Class DelegatingValidator

An abstract implementation of the validator interfaces that resolves
the SSN validator according to the object to be validated.

4.2.3 Security on the ssn-core-app
The ssn-core-app application security relies on:

e The system level security provided by the runtime environment (SSL and Client
Certificate).

e The application level security offered by ssn-core-app.
More specifically on the application level security, each message carries the credentials of its
sender. So ssn-core-app uses only this form of credentials to authenticate a message.

The ssn-core-app application uses the sender of the message and the type of the message to
perform authorization decisions.

The authentication and authorization methods are implemented by the
AuthorizationManagerImpl class - located under the package ssn.message.manager.

Limitations: ssn-core-app must be compliant with the current version of the SSN protocol for
exchanging XML messages. So, ssn-core-app:
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Must use a rather weak form of credentials (only username) in order to authenticate

messages

Cannot leverage advanced non-repudiation techniques such as XML Signature! and XML
Encryption?.

4.3 SSN Console Application - ssn-console-app

The application is constituted from the following web applications:

1.

wmor oW

ssn-admin-console:It is a Web application, which will be used by the EIS users for the

management of EIS assets.

send-notification-console: This web application is used for sending Notifications.

find-notification-console: This web application is used forsendingRequests for details.

reports-statistics-console:This web application is used forEIS reports generation.

information-download-console: Thisweb application is used by the SSN users to

download notification forms.

The web applications do not contain distinguishable components and is simply a UL. It is simply
using the functionality provided by the ssn-core-app.

4.4 SSN XML Protocol Application - ssn-xmlprotocol-app

ssn-xmiprotocol-web ssn-core-app
= IncomingMessageSenvet «components KEE:JbBStpr::::';? x%:mpnnem»
% |ssncoreejb ¥ = | ssn-core
ssn-xmlprotocol-core
Q SenOuig XmiM, Pro
ssn-xmlprotocol-ws
Q Senl BT T Dy
«Ccomponents
Q StubMes=ageService =1 ssn-support
Q SenMNotificationPropagationProcessor
Q StubVesselService
] StubUserService
ssn-xmlprotocol-mapping
- -
E StubLocationService £ Unmarshaller mre——
= DomainModelToXmiMapper
= XmiToDomainModelMapper
=ssn-xmlprotocol-ejb
Q Outo N Pro, X
E NotificationPropagationPro M

listens

listens

IxmL Signatures provide integrity, message authentication, and/or signer authentication services for data of any type, whether
located within the XML that includes the signature or elsewhere. (ref: W3C Recommendation 12 February 2002).

2Requirements on the encryption syntax, data model, format, cryptographic processing, and external requirements and
coordination.(ref: W3C Note 04 March 2002)
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Figure 4-5 SSN XML Protocol Application - ssn-xmlprotocol-app

The followings modules constitute the application:

1. ssn-xmlprotocol-mapping: It provides the functionality of representing the XML
messages in Java Objects - Data Transfer Objects (DTO's) - and the mapping of these
objects to domain model - Domain Objects (DQO’s)- of ssn-core and vice versa.

DTO's are also an important part of the design in an SOA environment where the Domain
object model structurally is not compatible with the messages that are received and sent
from a business service. The messages are typically defined and maintained in as XML
Schema Definition documents (XSD's) and it's a common practice to write (or code
generate) DTO objects from the XSD's and use them for data (message) transfer purposes
between domain and SOA service layers.

2. ssn-xmlprotocol-core: It provides the management of the incoming and outgoing Xml
messages independent from the channel of communication. It uses the ssn-xmlprotocol-
mapping for the mapping of the XML messages to domain model object and it calls directly
ssn-core-app in order to process the messages.

3. ssn-xmlprotocol-web: It receives incoming XML messages from the HTTP
communication channel and delivers them to ssn-xmlprotocol-core.

4. ssn-xmlprotocol-ws: It receives incoming SOAP messages from the HTTP
communication channel and delivers them to ssn-xmlprotocol-core.

5. ssn-xmlprotcol-ejb: It receives - asynchronously -

a. outgoing messages from ssn-core-app and dispatches them via HTTP to the
recipients (data Requesters),

b. propagation messages from ssn-core-app and dispatches them via the mail session
(SMTP) to the recipients.

To support the transition from the the XMLRG V2 to the latest V3, SSN will entail 2 distinct XML
protocol applications:

e The ssn-xml-protocol that will support the XMLRG V3 and

e The ssn-xml-protocol-v2 that will support the XMLRG V2.
The ssn-xml-protocol-v2 will transparently handle v2 compliant communication with ssn-core-app
or any other SSN-EIS components. The rationale behind this decision is that this component will
be easily discarded with minimum side-effects and administration cost after the transition period.
V2 messages subject to transition period will be handled by the ssn-xml-protocol-v2 are:

V2 MS2SSN_Ship_Not

V2 MS2SSN_PortPlus_Not
V2 MS2SSN_ShipCall_Req
V2 SSN2MS_ShipCall_Req
V2 MS2SSN_ShipCall_Res
V2 SSN2MS_ShipCall_Res

In addition, messages common to XMLRG V2 and V3 will also be handled by the V2 ssn-xml-
protocol-v2. l.e.:

MS2SSN_Alert_Not
MS2SSN_IncidentDetail_Not
MS2SSN_Alert_Req.xml
MS2SSN_Alert_Res.xml
MS2SSN_IncidentReport_Req.xml
SSN2MS_IncidentDetail _Tx
SSN2MS_IncidentDetail_Tx_Ack
SSN2MS_Alert_Req.xml
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SSN2MS_Alert_Res.xml
SSN2MS_IncidentReport_Res.xml

4.4.1SSN XML Protocol Main Components

4.4.1.1 SSN XML Protocol Mapping Module - ssn-xmlprotocol-mapping
The basic components are listed in Table 4-6.

‘ Component ‘ Description

1 Marshaller It provides the possibility of representing a Java object in XML.

2 Unmarshaller It provides the possibility of representing XML in a Java object.

3 DomainModelToXmIMapper It provides the correspondence of a domain model object in
ssn-core to a Java object representing XML.

4 XmIToDomainModelMapper It provides the correspondence of a Java object that
represents XML in the domain model of ssn-core.

Table 4-6 ssn-xmlprotocol-mapping

4.4.1.2 SSN XML Protocol Core module: ssn-xmlprotocol-core
The basic components are listed in Table 4-7.

Component ‘ Description

1 SsnIncomingXmlIMessageProcessor It provides the synchronous management of incoming
XML messages - independent from the channel of
communication they were received.

2 SsnOutgoingXmIMessageProcessor Transforms outgoing messages in XML independent
from the channel of communication in which they will
be delivered.

3 SsnNotificationPropagationProcessor Transforms notification messages to e-mail messages

to be propagated via SMTP email server.

Table 4-7 ssn-xmlprotocol-core

4.4.1.3 SSN XML Protocol Web module - ssn-xmlprotocol-web
The basic component is listed in Table 4-8.

Component Description

1 IncomingMessageServlet It receives incoming XML messages from the HTTP
communication channel and delivers them to ssn-
xmlprotocol-core.

Table 4-8 ssn-xmlprotocol-web

4.4.1.4 SSN XML Protocol EJB module - ssn-xmlprotocol-ejb
The basic components are listed in Table 4-9.

Component Description

- Message Driven Bean that processes the messages
from the Outgoing Queue. It uses ssn-
xmlprotocole-core in order to convert them to XML
and dispatch them to the recipients using HTTP.

1 | OutgoingMessageProcessorMdb
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Component Description

2 | NotificationPropagationProcessorMdb - Message Driven Bean that processes the messages
from the Notification PropagationQueue. It uses
ssn-xmlprotocol-core in order to convert them to
e-mail messages and send them to the recipients
using JNDI mail session (SMTP).

Table 4-9 ssn-xmliprotocol-ejb

4.4.1.5 SSN XML Protocol WebServices module - ssn-xmlprotocol-ws

The ssn-xmlprotocol-ws module will be included into the existing ssn-xmlprotocol-app application
because there are common parts like ssn-xmlprotocol-core or ssn-xmlprotocol-mapping.
Furthermore, the ssn-xmlprotocol-ws will be implemented using Spring-WS which is integrated
with Spring in accordance to the existing application modules.

The SOAP message is dispatched to an Endpoint implementation through mappings
(EndpointMappings) that bound incoming SOAP messages to custom Endpoints ( depending on the
SOAP message itself ). After retrieving the Endpoint, Spring-WS is searching for Adapters
(EndpointAdapter) supporting the acquired endpoint. EndpointAdapter defines the way a SOAP
message is converted in order to be handled by the endpoint.

The endpoint uses the SsnIncomingXmlMessageProcessor for the management of the incoming
messages. The ssn-xmlprotocol-mapping is used in order to map JAXB elements to SSN Domain
objects.

4.4.2 UML Class and Sequence Diagrams

This section covers the architectural significant elements of the design model. It presents the
definition of the most significant classes that will implement the requested functionality, organised
into packages.

The UML Sequence Diagrams also presented in this section, associate classes and depict the
overall flow of control within the system components.

The classes are organised in packages according to the functionality they provide. A package is a
general-purpose model element that organizes model elements into groups. Each package
contains a set of classes and interfaces, representing what will become components in the
implementation.
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4.4.2.1 Package: xmlprotocol core

Class Diagram : xmliprotocol core

] “Java Clazs» = “dava Clazs = wJava Interfaces

© PropagationEnvel D ssnNotificationPropagationProcessor

«Java Interface= El

(@ OutgoingEnvelopProcessor D ssnOutgoingMessageProcessor

35001 essor: Ssn0
© processEnvelop ()

essodmpl ess0r SsnNotifi pag essodmpl

ssniatifi pag
© processhessage () o processEnvelop () © processhessage ()
<uses cuses

el B 3] =

el eJava Classs =
(@ ssnOutgeingMessagePracessorlmpl

«Java Class»
@ SsnNofificationPropagationProcessorImpl
i NOTICE : String

% WARNING : String

2501 essor: Sin0 essor

© processMessage ()

2]

@ SsnOutgoingXmIMessageProcessor

D ssnincomingXmIMessageProcessor
© processMessage ()

o]

I ALARM : String.

Fleuses i AD_SEND_URI String
3 DATE FORMAT : String
- o formatter : SimpleDateFormat
e alava Interfacer ] alava Interfaces

2 environment ; String

o masEmailaddress : String

& consolelRL : String

o satvesselContentsDao: SatvesselContentsDao

o alertncidentDistributorDao : AlertncidentDistributorD.
& processMessage ()

of setEnviranment ()
o setMssEmailAddress ()

= wlava Classs = «lava Class» & setConsoleURL ()
c] i (<] i o setSatVesselContentsDao ()
o |ContentzDao : L IContentsD: o I IContentsDao : L IContentsD: o setlertincidentDistributorDao ()

=

© alwaysMarshallResult : boolean of afterPropertiesSet ()

wuses o sethpplicationContext ()
= B createSathdailText ()

=

B createdlertvaiTedt ()
vuzes & createdlertDistributionMailText )
B oavaInterfaces B createMssaiText ()
D LagXmiContentsDao

. s
9 log () cuses

B avaInterfaces =
D SatVesselContentsDao

il “lava Interfaces
@ AlertincidentDistributorDao

© getSatSenvices () & getAlertincidentDistributo EmailAddresses ()

“lava Class»
© LogXmIContentsDaolmpl
2] ol
= elava Class» il elava Class»
(@ satVesselContentsDaoJdbcImpl @ AlertincidentDistributorDaoJdbcImpl
a query : String 5 query : String

Class OutgoingEnvelopProcessor
It implements the EnvelopProcessor to process the messages located
at the SSN outgoing queue. It uses the
SsnOutgoingMessageProcessor for the message processing.

Interface SsnOutgoingMessageProcessor
Defines the processing of messages located at the SSN outgoing
queue.

Class SsnOutgoingMessageProcessorImpl
Default implementation of the SsnOutgoingMessageProcessor
interface. It uses the SsnOutgoingXmlMessageProcessor to transform
the outgoing message to xml. Then, it sends the xml message using
the HttpXmISender / SoapSender according to the data requestor
type.

Interface SsnOutgoingXmlMessageProcessor
Defines an interface that transforms the outgoing message to xml.

Class SsnOutgoingXmlIMessageProcessorImpl
Default implementation of the SsnOutgoingXmlMessageProcessor
interface. It uses the LogXmlIContentsDao to log the xml message to
EIS database.

Interface SsnIncomingXmlMessageProcessor
Defines the processing of incoming xml messages.

Class SsnIncomingXmlMessageProcessorImpl

Default implementation of the
SsnIncomingXmlMessage Processor interface. This
implementation follows the next processing
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Class Diagram : xmlprotocol core

procedure (see also Sequence Diagram : EIS
Incoming XML Message Processor):

1. Unmarshalls the incoming XML stream into a java object that
represents this XML.

2. The provided message mapper is being used to map the
previously generated java object into a domain model
message.

3. The provided message processor is being called to process
the domain model message and returns a process result.

4. The provided process result mapper maps the process result
into a java object that represents XML.

5. Finally, the provided marshaller marshalls the previously
generated object to the XML output stream.

It uses the LogXmlContentsDao to log the incoming xml message
and the process result in xml format (SSN_Receipt) to EIS database.

Interface LogXmlContentsDao
Interface providing methods for logging the xml messages on EIS
database

Class LogXmlContentsDaoImpl

JDBC based implementation of the LogXmlContentsDao.

Class PropagationEnvelopProcessor

It implements the EnvelopProcessor to process the messages located
at the SSN notification propagation queue. It wuses the
SsnNotificationPropagationProcessor for the message processing.

Interface SsnNotificationPropagationProcessor

Defines the processing of messages located at the SSN notification
propagation queue.

Class SsnNotificationPropagationProcessorImpl

Default implementation of the SsnNotificationPropagationProcessor
interface.

It creates an email according to the message

- Vessel notification with sat service: it uses the
SatVesselContentsDao to retrieve the sat services in order to
create the corresponding emails

- Alert notification: it uses the AlertIncidentDistributorDao to
retrieve the email addresses of incident distributors in order
to create the corresponding email.

- Alert Distribution notification: it creates an email to alert the
notification recipients.

It sends the email message using the EmailManager.

Interface SatVesselContentsDao

A dao that retrieves the sat services.

Class SatVesselContentsDaoJldbcImpl

JDBC based implementation of the SatVesselsContentsDao interface.
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Class Diagram : xmlprotocol core

Interface AlertIncidentDistributorDao

A dao that retrieves the parties with IncidentRepDistributor
permission belongs to the country of notification sender.

Class AlertIncidentDistributorDaoldbcImpl

JDBC based implementation of the AlertIncidentDistributorDao
interface.

Sequence Diagram : EIS Incoming XML Message Processor

letinc. snincomingXmilivl ProcessorSs LogXml|ContentsDao:LogX XmlToDomainlodellvlapper:Xm Sznlv Pr ssorSsn Dor IModelToXvLIMapperDa

2:log
1: doPost

2.0.1: processMessage

2.1 log
2 2 taNamainiodelObject

2.0.2: doPost

2.3:toDomainModelObject

24: processiessage

25: procssshlessage

2.6: toXmlObject

2 7: toXmiGbject

2.8 log

2.9:log

Sequence Diagram : EIS Outgoing XML Message Processor
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Sequence Diagram : EIS Outgoing XML Message Processor

OugaingEvel SsnOugangMessa Absrac SsaCksgangdim... DomainMadelT... Marshaler: LogimiCamensD... HegmiSen... P
& procasMemaga
g=Recsver
2 g=Rmcsver
1% procasiessage
131 toXMLOBFact
132 toXMLOBFact

133 masshal

4.4.2.2 Package xmliprotocol-ws
4.4.2.2.1 WebService: MessageService
Class Diagram : MessageService

2 =Java Class, Endpoints
(& MessageEndpoint
@ «Endpoint=
o messageService : MessageService

EocI_IS,Ex-

B lava Interfaces

) MessageService
Iv
@ sendMessage ()
@ requestMessage ()
@ responseMessage [}

0|

& elava Class»
G StubMessageService
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Class Diagram : MessageService

Class MessageEndpoint
The payload endpoint handles the incoming SOAP messages. It uses
the MessageService to operate. It returns the ProcessResult
(Ssn_Receipt) message as response.

Interface MessageService
Provides the business service interface for the incoming messages
processing.

Class StubMessageService
The stub implementation of MessageService; it actually delegates
the processing to the xml-protocol module processors

Service Contract : message.wsdl

24 SSNMessageService

= MessageDetailsResponseService
https://safeseanet.emsa.eu...

[ MessageNotifyService
https://safeseanet.emsa.eu...

= IRNotifyService
https://safeseanet.emsa.eu...

= MessageRequestService
https://safeseanet.emsa.eu...

% DataProviderMessageService

= DataProviderMessageRequestService
https://dataprovider

25 IRProviderMessageService

[ IRProviderAckCallbackMessageService
https://ir_provider/messageservic...

|

25 IRRecipientMessageService

= IRRecipientTxMessageService
https://ir_recipient/mess...

5 DataRequestorMessageService

[ DataRequestorMessageResponseService
https://datarequestor

EI (1] DataProviderCallbackPortType
4 provideDetailsCallback
[linput [ ms_notification_details_response [€] MS2SSN_ShipCall_Res
<1 output [ ssn_notification_details_receipt [e] SSN_Receipt
EI ) DataProviderPortType
# provideDetails
7input | [ ssn_notification_details_request = [€] SSN2MS_ShipCall_Req
EI ) IRAckCallbackPortType
4 acknowledgeCallback
©1input ; [ ssn_ir_notification_tx_ack [&] SSN2MS _IncidentDetail_Tx_Ack

© IRRecipientsNotifyPortType

D % notifylR

£input [ ssn_ir_notification_tx [8] SSN2MS_IncidentDetail_Tx
<l output [ ms_ir_notification_receipt [e] SSN_Receipt

:I © NotifyPortType

- 4 notify
[Dlinput [ ms_notification [&] MS2SSN_IncidentDetail_Not
] output [ ssn_notification_receipt [€] SSN_Receipt
EI 3 RequestCallbakPortType
# requestCallback

1input [ ssn_response [€] SSN2MS _IncidentReport_Res
<l output [ ms_fault_response_receipt [€] SSN_Receipt
['gy ms_fault_response_receipt ms_fault_response_receipt [€] SSN_Receipt

€3 RequestPortType
& request
[linput [ ms_request [e] MS2SSN_IncidentReport_Req
Qloutput | [ ssn_request_receipt [e] SSN_Receipt
WSDL Message.wsdl

Example of service contract WSDL file; it is based on ssn.xsd schema
(data contract).

Data contract

ssn.xsd

168 of 238




SSN Version: 1.46
System Design Document January 2015
SafeSeaNet

Notification Messages

The Figure 4-6 shows the messages (SOAP over HTTP) exchanges between the Data Requestors
and EIS Service Provider (Web Services) related to the Message Domain as well as the relationship
of these messages with the domain classes. More specifically,

» The MessageNotification (MS2SSN_<SSN_type>_Not) message is sent by a Member
State or system linked to SafeSeaNet (acting as IR Data Provider) in order to notify
SafeSeaNet that a Member State owns some kind of information about an incident.
Message Information is represented by the classes consist the notification package of the
domain model.

The IR Data Provider should provide the acknowledgeCallback operation where SSN
shall send the ssn_ir_notification_tx_ack (SSN2MS_IncidentDetail_Tx_Ack)
asynchronously; this message is generated by SSN system and delivered by
SsnOutgoingMessageProcessor of the xmlprotocol-core module acting as webservice client.

The role of the IR Recipient is also related with the new IR notifications;

the IR Recipient should provide the notifyIR operation where SSN shall send the
ssn_ir_notification_tx (SSN2MS_IncidentDetail_Tx) asynchronously; this message is
generated by SSN system and delivered by SsnOutgoingMessageProcessor of the
xmlprotocol-core module acting as webservice client. This operation requires a
synchronous response ms_ir_notification_receipt (SSN_Receipt).

» The operations request/response (messages of type MS2SSN_<SSN_type>_Req,
MS2SSN_<SSN_type>_Res) are not affected.

&
zmessages = zJava Class» wlisen ©_ wlava Classs
- (@ ReportedVessel
71 MessageNotification © AbstractNotification EPCiFErrE Sy
OCU}-?JD
Bl Java Classs
© Voyage
«Imessages B oJava Classe 5 Bl «Java Class»
=] MessageRequest C] AbstractRequest (] InformationRequest
2 Java Classs
2 =Java Classs (3 RequestedVessel
«Messages q
] MessageAdditionallnfo C] Addrtlonalll;lformatmnReply dZkes
«UZFp
ok
=messages = elava Cl.assx- slizpe wl «Java Classs
=] Message Response (3 AbstractinformationReply = (3 AbstractNotificationRequestCriterion

Figure 4-6 Notification / Request / Response Messages

Sequence Diagram : EIS Incoming XML Message Processor
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Sequence Diagram : EIS Incoming XML Message Processor

WSDL Port: MessageEndpoi... MessageService: SsnlncomingXmliMessageP... LogXmlIContents: XmiToMotificationMa... SsnMessageProcessor: ProcessResultToXmlMapper:

1: MS2S5N_type_Not

LlisendMessage | g7 1, processMessage

1.1.1.1:log
1.112:eg
1.1.1.3: toDomainObject
1.1.1.4:toDomainChject
1.1.1.5: processhessage
1.1.1.6: processMessage

1.1.1.7: teXmlCbject

1.1.1.8: toXmlObject
1.1.1.9:10g

1.1.2: processhessage L11107kg
1.2: sendMessage

e
:2: SSN__RE( eipd

4.4.2.2.2 WebService: VesselService

Class Diagram : VesselService

2 «Java Class, Endpoints
(® VesselEndpoint
2 «Endpeoints

o yeszelSenvice : VesselService

E\BtLIE-.E'JC-

Bl Java Interfaces
3 VesselService

@ zendVeszel ()
@ requestVessel )

B

Iﬂ «lava Classs
(D StubVessalService

Class VesselEndpoint

The payload endpoint handles the incoming SOAP messages. It uses
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Class Diagram : VesselService

the VesselService to operate. It returns the ProcessResult
(Ssn_Receipt) message as response.

Interface VesselService
Provides the business service interface for the incoming messages
processing.

Class

StubVesselService

The stub implementation of VesselService; it actually delegates the
processing to the xml-protocol module processors. The ssn-
xmlprotocol-core module uses internally the ssn-xmlprotocol-
mapping in order to convert JAXB elements to specific SSN domain
objects. Then ssn-xmlprotocol-core delegates the processing to the
ssn-core via the ssn-core-ejb.

Service Contract : vessel.wsdl

25 VesselService

= VesselMotifyService
https://safeseanet.emsa...

= VesselRequestService

https://safeseanet.emsa...

9 NotifyPortType
i notify
[Alinput ms_notification [e] M5255N_ShipParticulars_Mot
L) output ssn_notification_receipt [8] S5N_Receipt

&9 RequestCallbakPortType

4 requestCallback

L+l input SEN_Tesponse [&] S5N2MS_ShipParticulars_Res
o fault ms_fault_response_receipt [2] S5M_Receipt
{ &9 RequestPortType
i request
Lxlinput rns_request [e] M5255M_ShipParticulars_Req
4 output ssn_request_receipt [e] S5M_Receipt
WSDL Vessel.wsdl

Example of service contract WSDL file; it is based on
ShipParticulars.xsd schema (data contract).

Data contract

ShipParticulars.xsd

Vessel Messages

The Figure 4-7 shows the messages (SOAP over HTTP) exchanges between the Data Requestors
and EIS Service Provider (Web Services) related to the Vessel (Ship Particulars) Domain as well as
the relationship of these messages with the domain classes. More specifically,

» The ShipParticularsNotificationmessage is sent by a Member State or system linked to
SafeSeaNet (e.g. THETIS, LRIT DC database) in order to notify SafeSeaNet new insertions
or updates in the ship registry maintained by the data provider. It actually includes the
vessel information to be recorded on the EIS database. Vessel Information is represented
by the classes consist the vessel package of the domain model (refer section 4.2.2.1.6).

» The ShipParticularsRequest message is sent by a MemberState system or THETIS or
any other system to be linked to SSN in the future (data requester) in order to request
the ship particulars of a specific ship registered into the EIS database. It actually consists
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of the vessel search criteria. The data requester should provide the requestCallbak
operation where SSN shall send the ssn_response(ShipParticularsResponse)
asynchronously.

» The ShipParticularsResponse message is the response sent by SafeSeaNet to a
MemberState system or EMSA system (e.g. THETIS) any other future system to be
connected to SSN requesting ship particulars (ShipParticularsRequest). It consists of a
list of vessels satisfies the applied search criteria submitted by the corresponding request.

=iMessages
] ShipParticularsN otification cUSEn
- L Java Class» U= B Java Classs
® Vessel = (® VesselDetail
= alsEw
= =
«lISED
siMessages
=71 ShipParticularsResponse ®LJava Class» " Java Class»
® Imo ® Mmsi
cudth “ugp
«fessages & elava Class»
! ShipParticularsRequest (9 VesselSearchCriteria

Figure 4-7 Ship Particulars Messages

Sequence Diagram : EIS Incoming XML Vessel Processor

172 of 238



SSN Version: 1.46
System Design Document January 2015

SafeSeaNet

Sequence Diagram : EIS Incoming XML Vessel Processor

WSDL Port: VesselEndpeint: SsnincomingXmliMessageP... LogXmlContents: XmlToNotificationMapper: SsnVesselProcessor: ProcessResultToXmlMapper:

1: MS255M_ShipParticulars Mot
e —
2L.1: processMessagd

1.1.1:log

1.1.2:l0g

1.1.3: toDemainCbject

1.1.4: toDomainOhject

1.1.5: processVesselMessage

1.1.6: processVesselMessage

1.1.7: toXmlObject
1.1.8: toXmlObject
1.19:1cg

1.1.10:1eg

1.2: processMessage

2: 55N_Receipt

4.4.2.2.3 WebService: LocationService

Class Diagram : LocationService
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Class Diagram : LocationService

«Java Class, Endpoints
(9 LocationEndpoint

2 cEndpoints
o |pcationService : LocationService

E\'J!LI SEw

2l Java Interfaces
3 LocationService

@ =endLocation ()
@ reguestlocation ()

[

i 2 «lava Classs
(3 StublocationService

Class LocationEndpoint
The payload endpoint handles the incoming SOAP messages. It uses
the LocationService to operate. It returns the ProcessResult
(Ssn_Receipt) message as response.

Interface LocationService
Provides the business service interface for the incoming messages
processing.

Class

StubLocationService

The stub implementation of LocationService; it actually delegates the
processing to the xml-protocol module processors. The ssn-
xmlprotocol-core module uses internally the ssn-xmlprotocol-
mapping in order to convert JAXB elements to specific SSN domain
objects. Then ssn-xmlprotocol-core delegates the processing to the
ssn-core via the ssn-core-ejb.

Service Contract : location.wsdl
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Service Contract : location.wsdl

L5 LocationService EI &9 NotifyPortType
[=> LocationMotifyService & notify
https://safeseanet.emsa... [xlinput ms_notification [e] MS5255M_Location_Mot
= LocationRequestService L&) output ssn_notification_receipt [e] S5M_Receipt
https://safeseanet.emsa...
EI & RequestCallbakPortType
## requestCallback
[xlinput SEN_FESpOnse [e] SSM2MS_Location_Fes
m fault ms_fault_response_receipt [8] SSN_Receipt
{ 9 RequestPortType
i request
[»input ms_request [e] MS5255N_Location_Req
1 output ssn_request_receipt [e] S5M_Receipt
WSDL location.wsdl

Example of service contract WSDL file; it is based on
SSN_ Location_Exchange.xsd schema (data contract).

Data contract SSN_Location_Exchange.xsd

Sequence Diagram : EIS Incoming XML Location Processor

WSDL Port: VesselEndpoi... SsnlncomingXmiMessageP... LegXmiContents: XmlToNotificationMapper: SsnVesselProcess... ProcessResultToXmIMapper:
1: MS255N_GeoData_Not
1.1: processMessage
1.1.1:10g
1.1.2:lo0g
1.1.3: teDomainChject
1.1.4: toDemainChject
1.1.5: processLocation
1.1.6: processLecation
1.1.7: toXmlObject
1.1.8: toXmlChject
1.1.9:log
1.1.10:lcg
1.2: processMessage
2:5SN_Receipt | T - v
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4.4.2.2.4 WebService: UserService

Class Diagram : UserService

2 Java Class, Endpoints
(& UserEndpoint
@ «Endpoints

o yserservice : UserService

E'2':LI5E">\?'

2, Java Interfaces
€3 UserService

@ sendlser ()
@ requestltser ()

=

= «lava Classs
(3 StubUserService

Class UserEndpoint
The payload endpoint handles the incoming SOAP messages. It uses
the UserService to operate. It returns the ProcessResult
(Ssn_Receipt) message as response.

Interface UserService
Provides the business service interface for the incoming messages
processing.

Class StubUserService

The stub implementation of UserService; it actually delegates the
processing to the xml-protocol module processors. The ssn-
xmlprotocol-core module uses internally the ssn-xmlprotocol-
mapping in order to convert JAXB elements to specific SSN domain
objects. Then ssn-xmlprotocol-core delegates the processing to the
ssn-core via the ssn-core-ejb.

Service Contract : user.wsdl
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L5 userService EI 9 NotifyPortType
= UserMotifyService % notify
https://safeseanet.emsa... [¥] input ms_notification [8] MS5255N_UserDiata_Mot
= UserRequestService L&) output ssn_notification_receipt [e] S5N_Receipt
https://safeseanet.emsa...
D €9 RequestCallbakPortType
4 requestCallback
[¥ input SEn_response [&] SSN2MS_UserData_Res
p fault ms_fault_response_receipt [e] S5M_Receipt
I €9 RequestPortType
9 request
[ input ms_request [e] M5255N_UserData_Req
L&) output ssn_request_receipt [e] S5M_Receipt

WSDL user.wsdl

Example of service contract WSDL file; it is based on
SSN_UserData_Exchange.xsd schema (data contract).

Data contract SSN_UserData_Exchange.xsd

Sequence Diagram : EIS Incoming XML User Processor

WSDL Port: UserDataEndpoint: SsnincomingXmlMessageP... LogXmiContents: KmiToMNotificationMapper: SsnUserDataProc... ProcessResultToXmIMapper:

1: MS25SN_UserData_Mot
1.1: processMessage

1.1.1:1cg

112ileg

1.1.3: toDomainCbject

1.1.4: toDomainObject

1.1.5: processUserMessage

1.1.6: processUserMessage

1.1.7: toXmlChbject

1.1.8: toXmlObject

1.1.9:1cg

1.1.10: leg
1.2: processMessage

2: SSN_Receipt
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4.4.3 Interfaces between the ssn-xmliprotocol-app and the ssn-
core-app

In general, the ssn-core-app application, accepts calls for processing messages - both
synchronously  and asynchronously - via the remote  stateless session EJB
SsnMessageProcessorBean, which is located at package ssn.message.processor.ejb and
actually is a proxy of the class SsnMessageProcessorImpl - located under the package
ssn.message.processor.

The SsnMessageProcessorImpl implements a single method:

processMessage(Message message) : ProcessResult

£8h Ssnlessagews Classl

ssnWebServices : SsnWebServices

o—
{88 ssnvesselWs Class2 ]
5sn-core: core-gjb-jms
=1 «serviceChannels

ssn-protocol-app : ssn-protocol-appl Senp 2
snrrocesser SSN-MESSAQE : 55N-MESSage

=] Oo—

FsnkmlProcessor: SsnXmlProcessor - : -
cTiluisesl - il SsniessageProcessorlmpl: SsnivessageProgessor
o= protocol

«serviceChannel 4

= SsnVessel
=] O sen-vessel | ssn-vesse

mapplng. - Sl SsnVesselProcessorlmpl : Ssnvessel Progessor
mapping
aserviceChannels =
Senlocation . =1
o S5N-gEeo ! ssN-geo
SsnLocationProcessorlmpl i SsnlocationProcessor
=]

sserviceChannels
Ssnlser
ssnUserProcessor: SsnUserProcessor

EEM-USEr : Ssn-User

Figure 4-8Interfaces between the ssn-xmiprotocol-app and the ssn-core-app.

Based on the type of the message the SsnMessageProcessorBean bean:

e Either calls synchronously the NotificationManager in case the message is a notification
(MS2SSN_<SSN_type>_Not)

e Or sends the message to the ssn-core-app’s incoming messages queue in order the
message to be processed asynchronously, if the message is one of the following:

o InformationRequest (MS2SSN_xxx_Req),
o AdditionalInformationReply (MS2SSN_xxx_Res)

The ssn-xmliprotocol-app uses the SsnMessageProcessor EJB to route incoming messages to
the ssn-core-app application.
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The ssn-core-app applications sends asynchronous messages to its clients (ssn-xml-protocol-app,
and management console in our case) using its outgoing queue. Each outgoing message has an
attribute (attribute protocol of class Message), which denotes the target client application.

The ssn-xmliprotocol-app has a permanent listener on the outgoing queue - implemented as the
message driven bean OutgoingMessageProcessorMdb, located under package
ssn.xmlprotocol.message.processor.ejb. The listener filters the outgoing queue and consumes
only messages that target the ssn-xmlprotocol-app.

The types of the messages that are accepted are:
e AdditionallnformationRequest (SSN2MS_ <type>_Req), or
e InformationReply (SSN2MS_<type>_Res).
Each message is converted into xml/soap and posted to the appropriate MS via http protocol.

It should be noted that the system tries to re-deliver a message in case that the http protocol
(http client post method) fails - return code >= 400. The number of retries is defined by the
SSN_MAX_RETRY_COUNT application parameter.

4.4.4 Security on the ssn-xmlprotocol-app
The ssn-xmlprotocol-app application does not have its own security layer. It relies on:
e The system level security provided by the runtime environment (SSL and Client Certificate)

e The application level security offered by ssn-core-app.

4.5 SSN-Central Database (CD)

This section provides an overview of the required changes on SSN-EIS System for the
management of the SSN entities on the Central Authorities, Locations and Ship Database and the
corresponding reporting and consolidation mechanisms.

The SSN system is identified by the following entities owned by the "SSN Recources" Business
System

> Users; they are classified to authorities and persons

» Locations

» Countries / Areas (out of the scope of this document)
> Vessels

Thus, SSN system provides a number of services that enable the management (CRUD) of these
entities as shown in Figure 4-9.

An important upgrade of the aforementioned entities is the identification of the registry where the
instance of entity is / to be stored. The type of registry attribute is an enumeration with values
Operational, Central.

nnnnnnnnnnnn

“Expeses
“Exposar

[— Catsguriiatae L T R R S

“cotsqormatsns

Capaiiieye ~Capaiiiny- ~Capasiitye Cagabiity- iy
B vevet . Ruanerity 7 Couerry L Cocation, L

Figure 4-9 SSN CD Services provided operations.
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Presentation
Layer

C
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/N —HTTPS

Web users

Service
Layer

Business
Layer

SSN system consists of the following subsystems as depicted in Error!

found.:

«component»
=] ssn-vessels-console

«components

<] ssn-geo-console -----

«components

<7 ssn-users-console

«specification»
| portlet

-1 spring-mvc

«frameworks

EaJSF

[E-ssn-web-common

«framework»
E1 spring

Package cantants

£ spring-webflow | | spring-security

«frameworks
£ RichFaces

Eo ESAPI

HTTP

HTTP / EB

«service»
=] ssn-vessel-service

«servicen
£ ssn-user-service

wservice»
=] ssn-geo-service

«usern

£ ssn-ws-support

«frameworks
1 spring

F-1spring-ws

«informationflow>
FS

HTTP /i

expose

«subsystem»

ssn-core-app

Figure 4-10 SSN CD component diagram

Version: 1.46
January 2015

| Authentication

Cross—-Cutting Services

«subsystem»
£ 1dm

Authentication

............... 5 wsubsystem»
5 GIS Server

Reference source not

1. EIS management consoles UI components provide web interface for the management

of the aforementioned entities (Presentation Layer). More specifically,

a.

b.

C.

ssn-web-common component is a library that provides

the spring framework functionality as spring web MVC, spring web flow and

spring security;

the JSF framework functionality;

the RichFaces JSF implementation;
ESAPI functionality.

It is used by all the following UI components;

ssn-vessels-console UI component that provides web interface for Vessel
management. The packaging of this component exposes two deployment artifacts,

one for the management of the Operational Vessel Registry; it is actually the

isolation of the Vessel management provided by the current version of ssn-

Database);

admin-console UI component (backward compatibility), and

ssn-users-console UI component that provides web
management. The packaging of this component exposes two deployment artifacts,

interface for

a second for the management of the Base Vessel Registry (Reference Vessel

User
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e one for the management of the Operational Parties Registry; it is actually the
isolation of the User management provided by the current version of ssn-
admin-console UI component (backward compatibility), and

e a second for the management of the Central Organisation Database (COD);

d. ssn-geo-console UI component that provides web interface for Countries /
Locations / Areas management. The packaging of this component exposes two
deployment artifacts,

e one for the management of the Operation Registry; it is actually the isolation of
the Countries / Locations / Areas management provided by the current version
of ssn-admin-console UI component (backward compatibility), and

e a second for the management of the Base Central Locations Database (CLD);

The authentication of the aforementioned UI components shall be done via the SSN SSO
(IdM).

The communication mechanism between the UI components and the SSN EIS Business
services shall not be changed; it shall be based on EJB.

2. SSN EIS Services subsystem (Service Layer) exposes the EIS Business functionality as
a. Web Services (SOAP over HTTP) and
b. EJB 3.0 (stateless session beans).
More specifically,

a. ssn-ws-support component is a library that provides the spring-ws functionality
and it is used by all the following components expose their functionality as Web
Services;

b. ssn-vessel-service exposes the EIS Vessel functionality. The Web Services
communication is based on the EIS Vessel Services (vesselservice.wsdl) and the
SSN Ship Particulars XML schema (SSN_Ship_Particulars_Exchange.xsd).

C. ssn-user-service exposes the EIS Authorities functionality. The Web Services
communication is based on the EIS Authority Services (authorityservice.wsdl) and
the SSN Authority XML schema (SSN_Authority_Exchange.xsd).

d. ssn-geo-service exposes the EIS Locations functionality. The Web Services
communication is based on the EIS Location Services (locationservice.wsdl) and
the SSN Location XML schema (SSN_Location_Exchange.xsd).

3. ssn-core-app subsystem implements the SSN EIS Business functionality (Business
Layer). This subsystem exposes the aforementioned SSN EIS Services. The existing
version shall be upgraded to provide the required CD functionality.

Data Services; ssn-dao module, included in the ssn-core-app subsystem, implements the
EIS Data Services; it shall be upgraded to take into account the aforementioned registry
attribute of the SSN EIS entities so to update accordingly the corresponding registry
(Operational / Base). The search criteria classes shall be also updated with registry
attribute for the information retrieval from the corresponding registry.

4. GIS Server subsystem represents the EMSA system provides WFS service (for future
implementation); this node is out of the scope of the document.

5. IdM subsystem represents the EMSA Identity Management (IdM) system [Error!
Reference source not found.] provides the user provisioning service; SSN SSO
functionality. This node is out of the scope of the document.

The SSN Central Database provides an electronic interface for EIS entities management by
Member States and other EMSA systems (External Systems). This section describes this
communication provided by the SSN CD Web Services.
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4.5.1 Location Service

The SSN Location Web Service defines the CLD data exchange.

nservice.wsdl

Service Contract : loca

25 SSNLocationService IJ 0 NotifyPortType
= LocationNotifyService 8 notify
https://safeseanet.emsa.europa.eu [1input  ms_notification [e] MS2SSN_Location_Not
[ LocationRequestAnnouncementService {lloutput | [@ ssn_notification_receipt = [€] SSN_Receipt

https://safeseanet.emsa.europa.eu

[ LocationRequestDetailsService
https://safeseanet.emsa.europa.eu

&3 RequestAnnCallbakPortType
4 request_announcement callback

[ LocationRequestLogsService

[1input [ ssn_push €] SSN2MS_LocationAnn_Res
https://safeseanet.emsa.europa.eu o= = iz

= RequestAnnPortType
5 DataSubscriberLocationService L o
## request announcement
[ DataSubscriberLocationResponseService - =
https://datasubscriber [»1input [/ ms_request ann |e] MS25SN_LocationAnn_Req
I output [7 ssn_announcement_receipt [€] SSN_Receipt

€3 RequestDetailsPortType

% request_details
[linput
{lioutput

? ms_request [€] MS2SSN_Location_Req

' ssn_request receipt [e] SSN2MS_Location_Res

€9 RequestLogsPortType

4 request logs

[1input [ ms_request logs [e] MS2SSN_LocationLog_Req
{Jloutput 7 ssn_request logs_receipt [e] SSN2MS_LocationLog_Res
WSDL locationservice.wsdl

Example of service contract WSDL file; it is based on
SSN_ Location_Exchange.xsd schema (data contract).

[s]"Schema': urm:eu.emsa ssn.location

 Directives

“- 15028005-2.x5d {http://www.s0.0rq/28005-2}

(&) Elements ) Types
[€] MS25SN_Location_Not : MS2SSN L ion_Type [&] ActivelnlistTvpe =
[€] MS25SN _Location Rea : MS2SSN_LocationDetails_RequestType [&] AttemativeLocationNamesTvpe
[€] MS255N_LocationAnn_Req : MS2SSN_LocationDetailsAnnouncement_RequestType [&] ApplicationType
[€] MS2SSN_LocationLog_Req : MS2SSN _SingleLocationLogs RequestType [&] DatabaseRecordinfoType
[€] SSN_Receipt : SSN_ReceiptType [&] DigitSLoCodeType Tl
[€] SSN2MS _Location Res : SSN2MS_LocationDetails_ResponseType [£] Header1Type : location:HeaderType
[€] SSN2MS_LocationAnn_Res : SSN2MS_SingleLocationDetails ResponseType [] HeaderTvpe
[€] SSN2MS_LocationLog_Res : SSN2MS_LocationLogs_ResponseType [&] LastUpdateDetailsType

[%] LocationDetailsType

[%] LocationListRequestCriteriaType

[ LocationLogsDetailsType : location:LocationResponseDetailsType

LocationLogsListinXMLType

[E] LocationNamesType

[E] Locati ionDetailsType : location:LocationDetailsType |

(@ Attributes (i Groups

Data contract SSN_Location_Exchange.xsd

Location Messages
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The following messages (SOAP over HTTP) implements the CLD data exchange. More
specifically,

» The RequestLocationDetails (MS2SSN_Location_Req) message is sent by a Member
State system or any other system linked to SSN (data requestor) in order to request
(ms_request) the location details (for a unique location or list of locations). This is a
synchronous service implemented by exchanging messages between the data requester
and the SafeSeaNet system.

» The ResponselLocationDetails (SSN2MS_Location_Res) message is sent by the
SafeSealNet system to the Member State system or any other system linked to SSN (data
requestor) as synchronous response (ssn_request_receipt) including the location
information related to the criteria set of the aforementioned RequestLocationDetails
message.

» The RequestLocationLogs (MS2SSN_LocationLog_Req) message is sent by a Member
State system or any other system linked to SSN (data requestor) in order to request
(ms_request_logs) the logs for a location. This is a synchronous service implemented by
exchanging messages between the data requester and the SafeSeaNet system.

» The ResponselLocationLogs (SSN2MS_LocationLog_Res) message is sent by the
SafeSeaNet system to the Member State system or any other system linked to SSN (data
requestor) as synchronous response (ssn_request_logs_receipt) including the location
logs information related to the criteria set of the aforementioned RequestLocationLogs
message.

» The RequestAnnouncement (MS2SSN_LocationAnn_Req) message is sent by a
Member State system or any other system linked to SSN (data subscriber) in order to
subscribe (ms_request_ann) for CLD changes announcement. Such service is
implemented by exchanging different messages between the data subscriber and the
SafeSeaNet system. The data subscriber should provide the request_ann_callbak
operation where SSN shall send the AnnouncementLocation
(SSN2MS_LocationAnn_Res) message asynchronously. The AnnouncementLocation
message is generated by SSN system and delivered to data subscribers; SafeSeaNet
system acts as webservice client on this operation (request_announcement_callback).

» The AnnouncementLocation (SSN2MS_LocationAnn_Res) message is sent by the
SafeSeaNet system to the Member State system or any other system linked to SSN (data
subscriber) in order to deliver (ssn_push) the CLD changes via the aforementioned
message RequestAnnouncement. This service (DataSubscriberLocationService) is
implemented by the data subscriber.

» The NotificationLocation message (MS2SSN_Location_Not) message is sent by a
Member State or system linked to SafeSeaNet (acting as Data Provider) in order to notify
SafeSeaNet for the creation/update and/or de-activation of a single location within an
application.

4.5.2 Authority Service
The SSN Authority Web Service defines the COD data exchange.

Service Contract : authorityservice.wsdl
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Z5 SSNAuthorityService i &9 NotifyPortType
= AuthorityNotifyService %8 notify
https://safeseanet.emsa.europa.eu []input [ ms_notification [€] ES25SN_Organisation_Not
[ AuthorityRequestAnnouncementService lioutput | [7 ssn_notification_receipt = [€] SSN_Receipt

https://safeseanet.emsa.europa.eu

[ AuthorityRequestDetailsService - @ RequestAnnCallbakPortType
https://safeseanet.emsa.europa.eu

4% request announcement callback

[ AuthorityRequestLogsService

|:>] input I [ ssn_push [e] SSN2ES_OrganisationAnn_Res
https://safeseanet.emsa.europa.eu = o =
= RequestAnnPortType
5 DataSubscriberAuthorityService | L L
4 request announcement
[ DataSubscriberAuthorityResponseService = — —
https://datasubscriber [1input [/ ms_request_ann [e] ES2SSN_OrganisationAnn_Req
] output [ ssn_announcement_receipt €| eceipt
Z recei SSN_Ri

) €3 RequestDetailsPortType
4% request details

|:>] input [/' ms_request [€] ES2SSN_Organisation_Req

Il output [ ssn_request receipt [e] SSN2ES_Organisation_Res

3 RequestLogsPortType

% request logs
1input
i output [ ssn_request_logs_receipt [€] SSN2ES_OrganisationLog_Res

' ms_request _logs [€] ES25SN_OrganisationLog_Req

WSDL authorityservice.wsdl

Example of service contract WSDL file; it is based on
SSN_Organisation_Exchange.xsd schema (data contract).

[S] Schema : umn:eu.emsa.ssn.authority

(#> Directives

4 i5028005-2.xsd {http://www.is0.0rg/28005-2

(€] Elements 1 Types

[€] ES25SN_O ion_Not : ES2SSN_Of i ation_Type [E] ActivelnlistType &
[€] ES25SN_O Reg : ES2SSN_O Details_RequestType [ ApplicationType

[€] ES25SN_O Req : ES2SSN_O ement_RequestType [&] ContactOrganisationType

[€] ES25SN_O 0q_Req : ES25SN_O 0gs_RequestType DatabaseRecordinfoType

[€] SSN_Receipt : SSN_ReceiptType ES2SSN_O Detail: Tyoe =
[€] SSN2ES O Res : SSN2ES_O! Details | Type ES2SSN_OrganisationDetails_RequestType

[€] SSN2ES_Organi Res : SSN2ES_O; ement_ResponseType ES2SSN_O ement Type

[€] SSN2ES Oy 0g_Res : SSN2ES _Or 0gs | Type ES25SN_O ement RequestType

ES2SSN_Organi og VD

[] ES2SSN_OrganisationLogs_RequestType

[:] ES2SSN_OrganisationNotification_BodyType

ES2SSN_OrganisationNotification_Type

[%] Header1Type : authority:HeaderType

5] HeaderType jha

(@ Attributes (% Groups

Data contract SSN_Organisation_Exchange.xsd

Authority Messages

The following messages (SOAP over HTTP) implements the COD data exchange. More
specifically,
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» The RequestAuthorityDetails (ES2SSN_Organisation_Req) message is sent by a
Member State system or any other system linked to SSN (data requestor) in order to
request (ms_request) the authority details (for a unique authority or list of authorities).
This is a synchronous service implemented by exchanging messages between the data
requester and the SafeSeaNet system.

» The ResponseAuthorityDetails (SSN2ES_Organisation_Res) message is sent by the
SafeSealNet system to the Member State system or any other system linked to SSN (data
requestor) as synchronous response (ssn_request_receipt) including the authority
information related to the criteria set of the aforementioned RequestAuthorityDetails
message.

» The RequestAuthorityLogs (ES2SSN_OrganisationLog_Req) message is sent by a
Member State system or any other system linked to SSN (data requestor) in order to
request (ms_request_logs) the logs for an authority. This is a synchronous service
implemented by exchanging messages between the data requester and the SafeSeaNet
system.

» The ResponseAuthorityLogs (SSN2ES_OrganisationLog_Res) message is sent by the
SafeSeaNet system to the Member State system or any other system linked to SSN (data
requestor) as synchronous response (ssn_request_logs_receipt) including the authority
logs information related to the criteria set of the aforementioned RequestAuthorityLogs
message.

» The RequestAnnouncement (ES2SSN_OrganisationAnn_Req) message is sent by a
Member State system or any other system linked to SSN (data subscriber) in order to
subscribe/ unsubscribe (ms_request_ann) for COD changes announcement. Such
service is implemented by exchanging different messages between the data subscriber
and the SafeSeaNet system. The data subscriber should provide the
request_ann_callbak operation where SSN shall send the AnnouncementAuthority
(SSN2ES_OrganisationAnn_Res) message asynchronously. The
AnnouncementAuthority message is generated by SSN system and delivered to data
subscribers; SafeSeaNet system acts as webservice client on this operation
(request_announcement_callback).

» The AnnouncementAuthority (SSN2ES_OrganisationAnn_Res) message is sent by
the SafeSeaNet system to the Member State system or any other system linked to SSN
(data subscriber) in order to deliver (ssn_push) the COD changes via the
aforementioned message RequestAnnouncement. This service
(DataSubscriberAuthorityService) is implemented by the data subscriber.

» The NotificationAuthority message (MS2SSN_Authority_Not) message is sent by a
Member State or system linked to SafeSeaNet (acting as Data Provider) in order to notify
SafeSeaNet for the creation / update of an organisation to an application interacting with
the base registry.

4.5.3 Ship Particulars Service
The SSN Ship Particulars Web Service is upgraded to

» “Push” CSD updates to MS subscribers;
» Provide details on the history of changes in the records of the CSD upon request.

Service Contract : vesselservice.wsdl
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Serv Contract : vesselservice.wsdl

45 SSNVesselService i €3 NotifyPortType
= VesselNotifyService ## notify
https://safeseanet.emsa.europa.... [1input [7 ms_notification [€] MS2SSN_ShipParticulars_Not
B VesselRequestAnnouncementService {loutput | [7 ssn_notification_receipt = [€] SSN_Receipt

https://safeseanet.emsa.europa....

[ VesselRequestService
https://safeseanet.emsa.europa....

O RequestAnnCallbakPortType

&k request_announcement callback

—_— [linput | [ ssn_push [€] SSN2MS_ShipParticulars_Ann
.-, DataSubscriberVesselService
[ DataSubscriberVesselResponseService 0 R AT POt
https://datasubscriber L SRS OIS
% request announcement
Jinput [ ms request ann [e] MS2SSN ShipParticulars Sub
.5 DataRequestorVesselService p1ing 2 Sie = el il =
© DataRequestorvesselResponseService <l output [ ssn_announcement receipt [8] SSN_Receipt
https://datarequestor
14 €3 RequestCallbakPortType
@ requestCallback
[1input ssn_response [e] SSN2MS_ShipParticulars_Res
{1l output ms_fault_response_receipt [e] SSN_Receipt
€3 RequestPortType
% request
[1input [7 ms_request [€] MS2SSN_ShipParticulars_Req
<l output [/ ssn_request_receipt [e] SSN_Receipt
WSDL vesselservice.wsdl
Example of service contract WSDL file; it is based on

SSN_Ship_Particulars_Exchange.xsd schema (data contract).

|S| Schema * urn:eu.emsa.ssn.ship

(5 Directives

@ Elements

Bl Types

[€] MS2SSN_ShipParticulars_Not : MS2SSN_ShipParticulars_NotType
[€] MS2SSN_ShipParticulars_Req : MS2SSN_ShipParticulars_ReqType
(€] MS2SSN_ShipParticulars_Sub : MS2SSN_ShipParticulars_SubType
[€] ShipParticularitem : Vessel_LISTType

[€] SSN_Receipt : SSN_ReceiptType

[€] SSN2MS_ShipParticulars_Ann : SSN2MS_ShipParticulars_AnnType
[8] SSN2MS_ShipParticulars_Res : SSN2MS_ShipParticulars_ResType

CancelSubscriptionType —
[i] FlagCriteriaType

[k] HeaderlType : ship:HeaderType
Header2Type : ship:HeaderType

Header3Type : ship:HeaderType
HeaderdType : ship:Header3Type
HeaderType
MS2SSN_ShipParticulars_NotBodyTvpe
MS2SSN_ShipParticulars_NotType

[i:] MS2SSN_ShipParticulars_RegBodyType
[8] MS2SSN_ShipParticulars_ReaType
MS2SSN_ShipParticulars_SubBodyTvpe
MS2SSN_ShipParticulars_SubType

@' ShipMetaAttributesRequired

5| NotificationCurrentVesselStatusType L‘
@Attn’butes (= Groups
@' ShipMetaAttributesOptional [J' groupl
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Service Contract : vesselservice.wsdl

Data contract SSN_Ship_Particulars_Exchange.xsd

Ship Particulars Messages

The following messages (SOAP over HTTP) implements the aforementioned new
functionality. More specifically,

» The RequestAnnouncement (MS2SSN_ShipParticulars_Sub) message is sent by a
Member State system or any other system linked to SSN (data subscriber) in order to
subscribe/unsubscribe (ms_request_ann) for the ship particulars announcement.
Such service is implemented by exchanging different messages between the data
subscriber and the SafeSeaNet system. The data subscriber should provide the
request_ann_callbak operation where SSN shall send the
AnnouncementShipParticulars (SSN2MS_ShipParticulars_Ann) message
asynchronously. The AnnouncementShipParticulars message is generated by SSN
system and delivered to data subscribers; SafeSeaNet system acts as webservice client on
this operation (request_shipparticulars_callback).

» The AnnouncementShipParticulars (SSN2MS_ShipParticulars_Ann) message is sent
by the SafeSeaNet system to the Member State system or any other system linked to SSN
(data subscriber) in order to deliver (ssn_push) the ship particulars information to
the registered data subscribers. This service (DataSubscriberVesselService) is
implemented by the data subscriber.

The following messages (SOAP over HTTP) implements the existing functionality;

> The ShipParticularsNotification message is sent by a Member State or any other
system linked to SSN in order to notify SafeSeaNet new insertions or updates in the ship
registry maintained by the data provider. It actually includes the vessel information to be
recorded on the EIS database.

» The ShipParticularsRequest message is sent by a Member State system or any other
system linked to SSN (data requester) in order to request the ship particulars of a specific
ship registered into the EIS database. It actually consists of the vessel search criteria. The
data requester should provide the requestCallbak operation where SSN shall send the
ssn_response (ShipParticularsResponse) asynchronously.

» The ShipParticularsResponse message is the response sent by SafeSeaNet to a Member
State system or EMSA system (e.g. THETIS) any other future system to be connected to
SSN requesting ship particulars (ShipParticularsRequest). It consists of a list of vessels
satisfies the applied search criteria submitted by the corresponding request.

4.6 SSN-IMDaTe

This section provides an overview of the SSN-IMDatE integration diagram. It describes
» the SSN-SI system; to be upgraded to support S-AIS messages;
» the SSN system; to be upgraded to exchange information in CDF format with

» the IMDatE system.
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Figure 4-11Connection diagram of SSN IMDatE components exchange AIS messages.

Figure 4-11 depicts the following subsystems exchange AIS messages:
4. SSN-SI Proxy has three interfaces that provide:

a. ‘“real time” data transfer from the data provider (Regional Server);
b. “real time” data transfer to the data subscribers (Regional Server);
c. data exchange in JSON format (RESTful services) with SSN.

5. SSN STIRES (ref: section 4.7) provides:
RESTful servicesfor data transfer from/to the other systems (SSN-SI, IMDatE, SSN

a.

a.

EIS);

Transformation services (marshal/unmarshal) of exchanged information;

PL/SQL stored procedures for the SSN Database interaction (vessel identification and
enrichment).

6. SSN EISprovides:
RESTful servicesfor data transfer from/to the other systems (SSN-SI, JMS Server,

STIRES);

Transformation services (marshal/unmarshal) of exchanged information;

PL/SQL stored procedures for the SSN Database interaction (vessel identification and
enrichment, shipcall management).

7. SSN Proxy Server?® provides

a.

b.

Transformation services; adapters transform position messages (LRIT, VMS) from raw
to SPCDF format.

Servicesfor data transfer to JMS server

8. SSN JMS Server provides

3The proxy server is actually a module provides transformation services; it can be located on STIRES or JMS

Server.
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a. JMS queuing services.
9. IMDatEprovides
a. Servicesfor data transfer from/to JMS server;

10. LRIT and VMS Data provider systems (out of the scope of this document).

The first application (ssn-si-core-app) materialises the main functionality of SSN-SI at national
proxy level, which is the management of AIS position reports (in VDM format) (plus connection

configuration settings, etc).

The second application (stires-core-app) materialises the main functionality of SSN STIRES, which
is the management of AIS messages (plus connection configuration/authentication settings,

monitoring, etc).

Both applications manage the information of AIS messages in a way that is independent from the
channel of communication through which messages are exchanged.

The third application (ssn-core) materialises the main functionality of SSN EIS, which is (for the
context of current document) the management of Ship Call Request / Response messages.

The forth application (Proxy Server) provides transformation services for position messages from
raw to SPCDF format so to exchange the position information with SSN in canonical format.

The fifth application (JMS Server) provides JMS queuing services.

The RESTful

Services (HTTPS) as exchange endpoints are

recommended due to the

generic/independent protocol they use; furthermore, the payloads of RESTful services shall be
stored on JMS Queues for further processing by IMDatE. OSB supports RESTful Services.

EMSA
EIS Server
. . ElS DB
EIS Care Retrieve Voyage info
=
I I -
I 1 -
: 1 > Send Active Voyage
| \\
1 .~
\\\ ~.Sends Response.
AN "o | JMS Server
. \\ \\
N S A
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Figure 4-12Connection diagram of SSN IMDatE components exchange Voyage messages.

Figure 4-12 depicts the following subsystems exchange Voyage information:

1.

a.
b.

C.

SSN EIS provides:

JMS servicesfor data transfer from/to the JMS Server;

Transformation services (marshal/unmarshal) of exchanged information;

PL/SQL stored procedures for the SSN Database interaction (voyages retrieval and

calculation).

2. SSN JMS Server provides
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a. JMS queuing services.
3. IMDatEprovides
a. Servicesfor data transfer from/to JMS Server.

The SSN-IMDatE system integration requires the following information (entities)to be owned by
the "SSN" Business System

» AIS Data/Position Report;

» Vessel Identification and

» Enrichment;

» Voyage Information

» Connection information/configuration (Data Providers/Subscribers).

Thus, SSN system provides services that enable the access to, and update of, these entities as
shown inFigure 4-13.

«Servicelnterface, Consumers
ReceiveAlSService

«=Servicelnterface, Providers
TransmitAISService

«BusinessServices «BusinessServices

«BusinessServices «BusinessServices

# Monitorinterface & VesselProcessinglnterface ¥ VoyageCalculationInterface £ AisProcessinglnterface | «Exposes “Bxposer
«Exposes «Exposes +Exposen «Exposer
wBxposen «Capabilitys
el
3 i
«Capability» «Capabilitys «Capability» K% AIS Position Report
= Data Prﬂ!ride!nlr = Vessel =% Voyage «Capability» [Eg vessel
Subscriber = P [Eg vessel %AIS Data [Eg tracks
= . [Eg identification B2 voyages
& connection [Eg construction g depa.rture [Eg track position £5Y0y59S
f{)connect.[) [Eg enrichment G destination g track time %tranémlt()
€ EUtthtlcate 0 3 validate ) Egi et 3 transform () receive ()
&3 configure () £ identify () Egetd £ decode () ffétransform ()
B x
8 monitor () 2 enrich () Egata 3 validate () % process ()
Egatd 3 persist ()
Eg personsCnBoard
[Eg hazmat
ffétransform 9]
i3 validate ()
3 persist ()
(ﬁ’) calculate ()

Figure 4-13SSN Service provided operations.

4.6.1 Domain module/package
This module/package includes the definition of AIS entities (position reports, vessel, proxy, etc)
and it is used by all the AIS sub-systems (sources).

An XSD (canonical format) shall be created based on the AIS domain named ssnAis.xsd
that shall extend/based on the IVEF.xsd and SPCDF. This schema shall also take into
account the ais.xsd that includes the AIS Position Reports.

4.6.1.1 UML Class Diagrams

This section covers the architectural significant elements of the design model. It presents the
definition of the most significant classes that will implement the requested functionality, organised
into packages.

The classes are organised in packages according to the functionality they provide. A package is a
general-purpose model element that organizes model elements into groups. Each package
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contains a set of classes and interfaces, representing what will become components in the
implementation.
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4.6.1.2 Module: ssn-domain

4.6.1.2.1 Package: ssn.ais.domain

Class Diagram : AIS message

o
o

@ imo: Long
o mmsi: Long
o pame: String
o
o
a
a

flag : String

Irit: String

wlsen

“ @ Otherld
o id: String
o value: String

2

wlSEn

= (& Vesselldentifier
otherId : List<Otherld»
otherMame : List<CtherMame>

callsign : String

owner : String

fuses

@ OtherName
o lang: String
o name: String

0]

® AbstractVesselMessage
id: Leng
reportedVessel : Vesselldentifier
censtruction ! VesselCenstruction
originator: String
sourceld : String
sourceType : Integer
updateTime : Calendar
clazz : Integer
blackListed : Boclean
specialAttention : String
tracks: List<PositicnReportMessage>
voyages : List<Vioyage>

o B oo @ @O @@ o oaoao

Bleuses
2 ) VesselConstruction
hullColor : String
hullType : Integer
deadWeight : Integer
grossWeight : Integer
length : Integer
lloydsShipType : Integer
yearOfBuild : Integer
maxAirDraught : Integer
maxDraught : Integer
maxPerscnsCnBoard : Integer
maxSpeed : Integer
width : Integer

o s o BB @O o@ @@ oa

B @ VesselEnrichedlnfo
relevant : boolean
banned : Boolean

o
o
o singleHullTanker : beolean
o detained : boclean

o

o

status : Integer
incident: Boolean

m(ﬁ PointCoordinates
o |engitude : Double
o latitude : Double
o altitude : Double

B

= c PositionReportMessage

id: Long

time : Calendar

speedOverGround : Double
courseCverGround : Double
rateCfTurn : Double

heading : Integer

navigationalStatus : MavigationStatus
sourceld : String

scurceMame : String

status : Integer

om0 eo@aoeoe D

o]

(@ AisPositionReport
messagelype : AlSMessageType
stationType : Integer
shipType : ShipType
classBUnitFlag : Boolean
wversicn : Integer
pesiticnAccuracy : Boolean
raimFlag : Boolean
rawhessage : String
epfdStatus : Integer
epfdType : Integer

o o oo o oo oo

om o e e B B BB 0@

¢ ¢ ¢ £ £ £ & & © ¢ 8 B O @ @O B @008
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% Voyage
shipCallld : String
voyageld : String
lastPort : String
portCiCall : String
positionInPortCOfCall : String
sentht: Calendar
etdFromLastPort : Calendar
eta: Calendar
etdFromPortQfCall : Calendar
nextPort : String
ctaToNextPort : Calendar
pobVoyageTowardsMextPort ; String
anchorage : String
ataToPortOfCall : Calendar
atd : Calendar
persensOnBoard : Integer
hazmatOnBoard : Boolean
possibleAnchorage : String
plannedCperations : String
plannedWorks : String
shipConfiguration : String
cargeVelumeNature : String
cenditicnCargoBallastTanks : String
cargoTypelMC : Integer
contactldentity : String
airDraught : Integer
draught : Integer
ispsLevel : Integer
overSizedLength : Integer
overSizedWidth : Integer
pilots : Integer
reuteBound : Boolean
sourceld : String

Class

Vesselldentification

This class represents the vessel identification details.

Class

VesselEnrichedInfo

This class extends Vesselldentification class to
enrichment properties such as banned, relevant, single hull tanker,

detained, incident occurrence.

include the SSN

Class

VesselConstruction
This class represents the vessel construction details.

Class

AbstractVesselMessage

The abstract message related to a particular vessel. It includes the
following attributes:

» vessel: vessel’s identification and (optional) construction
» updateTime: the message time stamp (in UTC timeframe)

» source: Organizational source of data for the message that
may represent a data service provider, a data management

system, an AIS transmission system, etc.

» tracks: a list of position report messages

voyages: a list of voyages information
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Class Diagram : AIS message

Class PointCoordinates
This class encapsulates the properties of a point such as latitude,
longitude, altitude.

Class PositionReportMessage
This class extends PointCoordinates class to encapsulate the various
dynamic properties of Position report messages at a given point in
time and space; it includes SOG, COG, ROT, longitude, latitude, true
heading, data source.

Class AisPositionMessage
This class extends PositionReportMessage class to encapsulate the
properties of AIS messages; it includes raim and position accuracy
flags, dimension/reference for position of the electronic position
fixing device (EPFD) antenna.

Class Voyage
This class encapsulates the properties of a vessel voyage; it includes
departure and destination information, persons on board, hazmat on
board, etc.

4.7 STIRES Core

[ Presentation Layer

STIRES-Core Architectural Layer Dependencies

«artifacts =artifacts
stires-gi stires-console

E2 Service Layer

wlisen

<Capability»
=+, TransmitAis
«Exposes

«Servicelnterfaces
TransmitAisService

«Capability»
= ReceiveAis

“«uses
Expases

«Servicelnterfaces
ReceiveAisService

“lsEn

@ Transformation

E3 Business Layer

«interfaces

=interfaces
Vessel Identification

Enrichment

sinterfaces
Downsampling

winterfaces
[ Validation

«interfaces

«interfaces

@y, et =sinterfaces
E= Voyage Calculation

«interface=
Logging

Monitoring

wlisen wlisen

3 Integration Layer T
wUsen
— ; scomponents
« 5 «components £ Spring Int ion HTTP
=] Spring Intergati... <1DAO pring Intergation
JDBC
CJ Resources
STIRES DB < cdevite
IMS Queues [2] AIS Receiver (IMDatE, SSN-SI)

«Queues
QueueActor

Figure 4-14Architectural Layer dependencies (Logical view) of STIRES-Core

The stires-core application shall exchange the AIS messages with
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» SSN-SI applications over HTTPS (RESTful Services) with JSON payload,
» JMS server over t3 with XML payload

The incoming AIS messages (from SSN-SI proxies and IMDatE stored to Incoming AIS
Queue) shall be processed by a pool of “consumers” (AIS Message Processor/Data Processing
Service). Using the Spring Integration module; each AIS message shall be transformed (to
POJO),validated, identified, enriched and stored to STIRES DB by the corresponding channels.

— ——aah -
-0 . —
— — | —H

[} 9 ® &
sshlncomingCu, ssnlncomingh., " jmsChannel jmsIncamingC.,

 —
o ) |
1 @

__Jid4 _.//._ } | ssnssonChannel ssnlsonTransfo... .\ __Jiq
! |
| I > —
:|'D_)h — || ) o m L ) ) i_)GE
& ® %5 | . . ® ® 9 &

]
jrslncarming... ssnbisPaylaad... aisMessageRo.. | | ssnEnrichChan... enrichServices,., [* ssnEnrichedth... jmsOutgoingC...
Er——
B ) @ﬂ
@

ssn¥miChannel ssn¥miTransfo...

Figure 4-15 Transformation adapters for exchanged AIS messages

Figure 4-15 shows the usage of Spring Integration transformation adapters so that pre-processing
functionality is independent of the format of incoming messages (JSON and XML). Corresponding
transformation adapters are used for the enriched outgoing messages according to their
destination (JSON for SSN-SI, XML for IMDatE).

The STIRES-Core performs pre-processing using the information stored on the SSN DB and creates
AIS messages for the enabled Proxies (and IMDatE that treated as a Proxy) that includes

» Position Reports;
» Enriched Vessel information;
» Voyage information.

TheoutgoingAISmessages (stored to Outgoing AIS Queue) shall be processed by a pool of
“consumers”. Using the Spring Integration module; each AIS message shall be packed (JSON/XML
message) and sent to corresponding Proxies via HTTPS and to the JMS server via t3 when
available (the standard redelivery JMS mechanism shall be configured to retry submit the AIS
messages for temporarily unavailable proxies).

1. Data Services

The DAO module provides CRUD operations to Business Layer; it uses JDBC for the connectivity
with STIRES DB.

2. Business Layer

This layer provides the Data processing such as the message transformation, validation,
identification, enrichment.

3. Service Layer
This layer exposes the STIRES-Core functionality as RESTful Services.

Receive AIS Report capability; it accepts the AIS Report messages over HTTPS. The AIS Report
messages include the Position Reports received from Data Providers (SSN-SI and JMS server).
Transmit AIS Report capability; it sends the Enriched AIS messages to Data Subscribers (SSN-
SI and JMS server).
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4.8 SSN-VMS

This section provides an overview of the SSN VMS System. SSN VMS System shall be a new part
of current STIRES System; i.e. new modules shall be created to implement the required VMS
messages. The SSN VMS System shall use the current SSN GIS Services to provide the

functionality concerned with the visualization requirements.
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Figure 4-16 Connection diagram of VMS components.
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Figure 4-17Connection diagram of SSN-SI components.

A sovereign element in the design of the VMS System and the upgraded SSN-SI System, as
depicted in the diagrams presented in Figure 4-16 and Figure 4-17 respectively, is the division of

STIRES system in the following subsystems:
11. VMS Proxy (ref: section ) has three interfaces that provide:

a.
b.
C.

“real time” data transfer from the data provider (FMCs);

“real time” data transfer to the data subscribers (FMCs);
data exchange in canonical format (RESTful services) with STIRES Core.

12. SSN-SI Proxy has four interfaces that provide:

d.
e.
f.
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g. storage/retrieval of configuration data (e.g. distinct stream monitoring, filters,
authentication, displaying new availability indicators, potential addition of
configuration parameters, etc).

13. STIRES Core (ref:section) provides:

a.
b.

RESTful service for data transfer from/to the VMS-Proxy;
PL/SQL stored procedures for the STIRES Database interaction;

14. Web Application includes the following subsystems:

a.

Cartographic Viewer Services; the SSN GI shall be also upgraded to provide the
visualization of VMS functionality.

b. Human Interface Services; consists in the following modules:

> ™ 0o a o

iv.

User Manager;

SSN Admin console shall be used for User definition and task assignment.
STIRES admin console shall be used for Profiles definition that grant access
to STIRES specific entities.

Proxy Manager;

The Proxy Management tool shall allow the STIRES administrators to
manage STIRES proxies. The module shall allow the following proxy
management functions:

e  Proxy creation.
e Proxy settings (enable, disable proxy, change policies and preferences,
change countries).

In order to allow Proxies to receive AIS data, STIRES administrators will
manage the proxy’s preferences selecting from the following set of
information for each proxy:

e Originators;

e Ship types;

e Ship flags;

e Message types;
e Areas.

Each proxies will receive or not certain AIS data in base of these settings
of preferences.

Proxies’ Policies will define the forwarding rules for AIS messages. The
Proxy Management tool shall allow STIRES administrators to
enable/disable forwarding rules to one or more countries (receivers).

System Monitor;

Data Maintainer.

Track Management Services;

Data Interaction Services;

Historical Data Services;

External Data Services;

Access Control Services;

Manage Dispatch Services.
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15. Database

The first application (vms-proxy-core-app) materialises the main functionality of VMS at EMSA
proxy level, which is the management of VMS position reports (in NAF format) in a way that is
independent from the channel of communication through which messages are exchanged.

The second application (ssn-si-core-app) materialises the main functionality of SSN-SI at national
proxy level, which is the management of AIS position reports (in VDM format) (plus connection
configuration settings, etc) in a way that is independent from the channel of communication
through which messages are exchanged.

The third application (stires-core-app) materialises the main functionality of STIRES, which is the
management of AIS messages (plus connection configuration/authentication settings, monitoring,
etc) in a way that is independent from the channel of communication through which messages are
exchanged.

The forth application (SSN GI) provides the graphical user interface (GUI) and handling user-to-
business requests. It is the presentation layer providing the functionality of the VMS system.

The decomposition of VMS in three applications allows for:

» The disengagement of the business logic of VMS from the protocol for which it is offered. This
disengagement, allows also for the independent implementation of the business logic of VMS.

» The development of the communication protocol has local repercussions in the corresponding
application and not in the entire system (VMS).

The VMS system is identified by the following entities owned by the "VMS Management" Business
System

AIS Data/Position Report

Ship Particulars/Identification (including/plus IR)
Proxy Identification

FMC Identification(Provider & Subscribers)

“use” the ssn-domain/stires entities Vessel, Location, Proxy, AreasProxy

YV V V V VY

VMS AIS Report Information that includes the above entities; i.e. it encapsulates the ships
AIS position reports and the connections (FMCs Provider & Subscribers, Proxy, STIRES
Core) information

Thus, SSN VMS system provides a web service that enables the access to, and update of, these
entities as shown in Figure 4-18.
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«Servicelnterface, Consumers «Servicelnterface, Providers
@ ReceiveAlSService @ TransmitAlSService
=BusinessServices «BusinessServices «BusinessServices cExposes
{'5} FilterInterface {3} Validatelnterface {3} Monitorlnterface «Exposes B
=
«Exposes «Exposes «Exposes «Exposes
«Capability=
E% AIS/VMS Report
«Capability= «Capability= «Capability= -
= Ship EL AIS Data E% FMC/Proxy E! C:_””EC“O”S
[
Eg flag [Eg track positicn [Eg connection %: s it
Eg name g track time §3 connect () %r;r;?‘:llu
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2 filter () 4§ transform [ ) 42 monitor () # show ()

Figure 4-18SSN-SI VMS Service provided operations.

4.8.1 Domain module/package

This module/package includes the definition of VMS entities (position reports, vessel, proxy, etc)
and it is used by all the VMS sub-systems.

An XSD (canonical format) shall be created based on the VMS domain named vms.xsd.

This schema shall be an enhanced version of ais.xsd that includes the AIS Position Reports and the
additional information of FMCs connection properties (configuration data and statistics about data
transmission).

The vms.xsd schema shall be based to ais.xsd so that the VMS canonical messages could be fast
and easily transformed (XSLT) to LRIT and/or CSN corresponding ones.

4.8.1.1 UML Class Diagrams

This section covers the architectural significant elements of the design model. It presents the
definition of the most significant classes that will implement the requested functionality, organised
into packages.

The classes are organised in packages according to the functionality they provide. A package is a
general-purpose model element that organizes model elements into groups. Each package
contains a set of classes and interfaces, representing what will become components in the
implementation.
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4.8.1.2 Module: ssn-vms-domain

4.8.1.2.1 Package: ssn.vms.domain

Class Diagram : vms vessel & message

- 2 «Java Class»
«Java Class= () VmsMessage
& VmsVessel — -
: g destinaticn : String
g IRMumber: String o
g XRMumber : String i t}f.pE' String .
g tripMumber : String
el «Java Class»
() AbstractVesselMessage
o yessel: Vessel
o extralnfo: String =
B @ time: Calendar
o dataScurce: String
ﬂ
.xzu sen = «Java Class»
(® AisMessage
= elava Class» @ hazardcusCargo @ S5t.
O Vessel o destinaticn : String
8 mmsi : String o eta: Calendar
o callsign : String o track: TrackMessage
8 name : String
o IMCOMumber : String Bleyses
o |ength : Integer
o beam : Integer = «lava Class»
. ( TrackMessage
8 vesselType: String _
o antennalocation : Str... @ srsName: String
o draught: String o timeslices : List<PositionReporthessage>
Fleyses
& «Java Class»
( PositionReportMessage
@ time: Calendar
o speedCverGround : Double
8 courseCverGround @ Double
o heading : Doukle
8 bearing : Double
o rateCfTurn : Double
@ navigationalStatus : String
o safetyMessage : String
o dataScurce: String
Class Vessel
This class represents the vessel details.
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Class Diagram : vims vessel & message

This class extends the aforementioned Vessel class to represent the
additional VMS attributes such as

» Internal reference No: Vessel registration detail. Unique
vessel number as flag state Alpha-3 ISO country code
followed by number.

» External registration No: Vessel registration detail; the side
number of the vessel.

Class AbstractVesselMessage

The abstract message related to a particular vessel. It includes the
following attributes:

» vessel: ship information
» time: the message time stamp (in UTC timeframe)

» dataSource: Organizational source of data for the message
and may represent a data service provider, a data
management system, an AIS transmission system, etc.

Class AisMessage
This class extends the aforementioned AbstractVesselMessage class
to represent the additional AIS message attributes such as

> eta: the expected time of arrival (in UTC timeframe)

» track: the instance of TrackMessage class (refer below).

Class TrackMessage
This class is a sequence of  specialized timeslices
(PositionReportMessage) that indicate the dynamic status of the AIS
message.

Class PositionReportMessage
This class encapsulates the various dynamic properties of AIS
objects at a given point in time and space; it includes SOG, COG,
ROT, longitude, latitude, true heading, data source.

Class VmsMessage
This class extends the aforementioned AisMessage class to represent
the additional VMS message attributes such as:

» destination: the address of the party receiving the message;
» type: the VMS message type, e.g. 'POS’;

» tripNumber: Fishing trip serial number in current year.

Class Diagram : vms connection & monitoring
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Class Diagram : vms connection & monitoring

= «Java Classs

(3 Connection
2 mode:5tring
o userMame : 5tring
o password :5tring
2 guthenticate:Boolean
1 addresses: List<InetSocketAddress:
o gutaConnect:Boolean
2 reconnectioninterval :Intege
2 serverPort:Intege
o autoStart:Boolear
o] @ ipFilterEnabled : Boolear

43

[=]

Gﬁ:‘;?ocn'::ﬁom o ipFilterList: List<Strings
- ' 1 guthenticationTimeout : Integer

o pame :5tring
o countryCode:5tring i =
o type :5tring q
2 enabled :boolear
o visualizationAreas : List< String= 2] «lava Classs r’_'-].x_law.,-a Classs
o filters : List< FilterSettings» (& subscriber © Provider
o receiveFromlList: List<String> o pame :5tring
o sendTolist:List<String= o countryCode:String

o maonitoring : MonitoringMessage

=
Tlsen
—IEEn
)
)] «Java Classz
3 Monito ringMessag
™~ © connected :boaolear
o enabled:boolear = «lava Classs
o active:boolzar (3 Filtersettings

1 messagessentiim

2 messagesSent2dh:lorg

© messagesReceived:in

o messagesReceived24h:long
2 providerConnected : boolear
o providerActive:boolear

1 staredMessages:in

+ storedMessagesFrom :Calenda
2 storedMessagesTo:Calenda
@ lastLogin:Calendal

@ lastLogout:Calendal

8 version :string

2 messageType: String

@ downsampledRate : String
o flag :5tring

1 datesge:String

o downsampledPalicy: 5tring

Class Connection

This class represents the connection properties of FMCs (Data
Provider and Subscribers).

Class Subscriber

Class Provider

Class NationalProxy
Class FilterSettings

Class MonitoringMessage
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4.8.2 Business Support module/package
This module/package provides/implements the common business processing as

¢ Down-sampling;
e Monitoring.

Down-sampling isperformed by:
» data-age filter

A selective down-sampling will be performed on the AIS messages. For example, suppose
that an AIS message with ITU number 5 is received from the AIS target 247234222 at
time TO and that this message is sent to the STIRES server. Later, at time T1, a new
message with ITU number 5 is received from the same AIS target 247234222. Suppose
that the parameter downsampling_interval_itu_5 is set to 360 (seconds).

The possible situations are:
T1l -TO <= downsampling_interval_itu_5 The message will be discarded
T1 -TO > downsampling_interval_itu_5 The message will be sent

> areas filter based on the policy filters.

4.8.3VMS-Proxy

VMS-Proxy Architectural Layer Dependencies

E3 Service Layer
«Capabilitys «Capability= =
% TransmitAis Eﬁ ReceiveAis £5 Business Layer
6 «lSEr
i «Exposes cinterfaces cinterfaces
. : Validation ] Transformation & vms-proxy
«Servicelnterfaces =Servicelnterfaces -
TransmitAisService ReceiveAisService G attributel
L
wUSen
sUsen fuser
= £ domain
3 Integration Layer
wUSen
" =components
«componen » 3:|
=] Spring Intergation netty
TCP/IP [(NAF Messages)
3 resource
I sdevices
«Jueues Queue FMCs

QueueActor

Figure 4-19 Architectural Layer dependencies (Logical view) of VMS-Proxy
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The VMS-Proxy shall be implementing using Java and shall behave as Light Service Bus
(providing features of Validation, Transformation, Queuing and Transportation using Spring
Integration module).

4. Integration Layer

TCP/IP connection

The Netty module is responsible to establish, manage and monitor the connection between the
VMS-Proxy subsystem and the FMCs. It will implement a “keepalive” mechanism. It shall also
provide the filtering of IP addresses ifthis feature is enabled for FMCs (Provider and
Subscribers).

It shall establish TCP/IP (raw Socket) connection with the FMC application to receive (Data
Provider) and send (Data Subscribers) NAF messages.

Two Buffers shall be used to store/buffer the incoming and the outgoing NAF messages.

Thread management

» The incoming NAF messages (from Data Provider stored to Incoming NAF Buffer)
shall be processed by a pool of “consumers” (VMS-Proxy NAF Processor/Data Processing
Service). Using the Spring Integration module; each NAF message shall be validated and
transformed to AIS message (POJO) by the corresponding channels. Then, the AIS
messages shall be packed (XML message) and sent to STIRES system via HTTPS.

» The incoming AIS messages (AIS messages from STIRES Server via HTTPS) shall be
processed by a pool of “consumers” (VMS AIS Processor). Using the Spring Integration
module; each AIS message shall be transformed (common transformer bean) to NAF
message by the corresponding channels. Finally, the NAF messages shall be stored to the
Outgoing NAF Buffer. A consumer shall dispatch the NAF messages to the FMCs
application (Data Subscriber) - according to vessel flag and the coastal fishing zones
determined by the STIRES Core - via TCP/IP (raw Socket) connection when the connection
to FMC Server could be established.

5. Business Layer

This layer provides the Data processing such as the message validation, transformation.

6. Service Layer

This layer exposes the VMS-Proxy functionality as RESTful Services.

Transmit AIS Report capability; it sends the AIS Report messages to STIRES Core System -
XML messages over HTTPS.

The AIS Report messages include the Position Reports received from Data Providers.

Receive AIS Report capability; it accepts the AIS Report messages from STIRES Core System -
XML messages over HTTPS.

The AIS Report messages includes thePosition Reports that STIRES received from sources different
than FMCs.

4.9 SSN-Blue Belt

This section provides an overview of the SSN Blue Belt System. The current SSN system (EIS and
STIRES) is lightly upgraded (an application parameter shall be used to enable/disable the Blue Belt
behaviour) to incorporate the required Blue Belt changes. The SSN Blue Belt System shall use the
current SSN GIS Services to provide the related functionality.
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A sovereign element in the design of the Blue BeltSystem (hereinafter BB), as depicted in the
logical view diagram presented inFigure 4-20 is the division of system in two distinguishable
applications:

¢ ssn-bluebelt-core-app (ref:section 4.2)

e ssn-bluebelt-console-app (ref:section4.3)
The ssn-console-app shall be upgraded to provide the BB functionality. The following modules
shall be upgraded

» ssn-admin-console: Web application (SSN Administrator Web Application), which will be
used for the management of SSN resources such as the shipping companies, Blue Belt
ships and parties as well as access rights concerning the Blue Belt pilot/customs
authorities.

» ssn-send-notification-console: Web application, which will be used to send customs
consignment notifications

» ssn-find-notification-console: Web application, which will be used to find the relative ship
calls of Blue Belt ships.

The SSN GI shall be also upgraded to provide the visualization of Blue Belt functionality.

| |
—=]
ssn-bluebelt-console-app ssn-webconsole-app

Presentation Layer = _| =i
<<module>> ssn-find-notification-console
ssn-bluebelt-console ssn-gi

ssn-send-notification-console

ssn-admin-console
use use
use use
W b S W
=] — .
ssn-bluebelt-core-app GIS Services
ssn-core-app
Service Layer & SsnBlueBeltEjb
<<module>> use .
ssn-bluebelt-ejb g SO EACEE
,-‘expose | ‘,,-"'_
use /7 <<module>>
i 3 <<module>> e = i
A 5 24 ssn-bluebeltcore [ |
e VesselManager
<<module>> use = - 2 u::se
ssn-bluebelt-domain ._,__‘__7,: ______ -...} ».‘3—|
2 bl --»  <<module>>
£ ‘use use ssn-domain
‘use <
— 2 —‘1
Integration Layer 5 Tt p——
ssn-bluebelt-dao spring-integration

Figure 4-20 Architectural Layer dependencies (Logical view)

The first application (ssn-bluebelt-core-app) materialises the main functionality of BB, which is the
management of BB entities (Vessel, Customs Information, Shipping Company) in a way that is
independent from the channel of communication through which messages are exchanged.
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The second application (ssn-bluebelt-console-app) provides the graphical user interface (GUI) and
handling user-to-business requests. It is the presentation layer providing the functionality of the
BB system.

The decomposition of BB in two applications allows for:

» The disengagement of the business logic of BB from the protocol for which it is offered. This
disengagement, allows also for the independent implementation of the business logic of BB.

» The development of the communication protocol has local repercussions in the corresponding
application and not in the entire system (BB).

The BB system is identified by the following entitiesowned by the "BlueBelt Management" Business
System

> "Blue Belt Vessel Configuration" (blue ship monitoring period)

» “Shipping Company”

» “Customs Information”

» “use” the ssn-domain entities Vessel, Voyage, Location, Parties

> Blue Belt Report Information that includes the above entities

Thus, SSN BB system providesa service (EJB 3.0) that enables the access to, and update of, these
entities as shown in the Figure 4-2 and Figure 4-22.

«BusinessSystem=
[3 BlueBeltManagement

«Exposes

« Remotelnterfaces
%] ssnBlueBaltProcessorEJB

Figure 4-21 SSN BB Services

«Remotelnterfaces
SsnBlueBeltProcessorE)B

«Exposes «Exposes
«Exposes
«Exposes «Exposes

<Capabilitys «Capability=» «Capabilitys «Capabilitys «Capabilitys
=% ShippingCom =% BlueBeltConfiguration =% BlueBeltReports =% ConsignmentMotification =% BlueBeltTrac
E% ShippingCompany E% BlueBeltConfigurati E% BlueBeltRepo EX Consig Notificati E% BlueBeltTracks

l=

iﬁ’) createOrUpdate () 54% createQrlpdate () 54% schedule () % process () Wff) calculateRoute [ )
{ﬁ’)delete 8] %validate() () 54% generate [} %val\date()
2 retrieve () 2 retrieve () 2 propagate ()
ﬁi’)validate () ﬁi’) show [ )

Figure 4-22 SSN BB Service provided operations.

4.9.1SSN Blue BeltCore Application - ssn-bluebelt-core-app
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Figure 4-23Package Dependencies

The application is constituted from the modules:

BlueBeltConfiguration, ShippingCompany,

7. ssn-bluebelt-domain:SSN BB Business Domain Objects Modules. It includes the SSN BB
Domain objects designed using Plain Java Classes and Interfaces.The SSN BB Domain
objects encapsulate the state and behaviour of business entities. Examples of business
entities in a SSNBB application are
ConsignmentNotification, etc.This module is used by all the other modules of SSN-BB
system.

8. ssn-bluebelt-dao:This module implements the EIS data access. It decouples application
code from data access code.

9. ssn-bluebelt-core: It is the heart of application. This module implementsthe SSNBB
functionality.

10. ssn-bluebelt-ejb: It is a lightweight EJB that lends Remote Access semantics to the main
services/operations of ssn-bluebelt-core. It exposes the remote stateless session EJB
SsnBlueBeltProcessorBean.

11. spring-integration: This library provides support for management of JMS queues, the

submission of the e-mails.

4.9.1.1 UML Class Diagrams

This section covers the architectural significant elements of the design model. It presents the
definition of the most significant classes that will implement the requested functionality, organised
into packages.

The classes are organised in packages according to the functionality they provide. A package is a
general-purpose model element that organizes model elements into groups. Each package
contains a set of classes and interfaces, representing what will become components in the
implementation.
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4.9.1.2 Module: ssn-bluebelt-domain

4.9.1.2.1 Package: bluebelt

Class Diagram : bluebelt

&

{5 K Class

=

«Java Classs
(& BlueBeltConfiguration
1 databaseld:Long
+ vessel:Vessel
1 certificationSerialNumber : String
1 certificationlssuer: String =
+ dateFrom : Calendar
* dateTo:Calendar

= «Java Class»
& ConsignmentNotification
% BLUBELT TvPE:Integer
o databaseld:Long
o sender : Party
o vesselVessel
@ portlocation:Location
o voyage :Voyage
o statusOfGoods : StatusCfGoodsEnumType
o mixedDescription: String
o tdnlist:List<String>
= mrnList:List<String>
ucrList: List<String>
a eori:String
o riskStatus :String
crn: String
createdOn: Calendar

=
#lsED
2 =lava Enum=
Q StatusOfGoodsEnumType
f{ Community
Y Mixed
f{ MonCommunity
& Transit

wlavaInterfaces =
© Identifiable

«Java Class» =
© BlueBeltVesselSearchCriteria

1 blueBelt:boolean

=Java Class»

© InvalidShippingCompanyException
@ getPrimaryKey () o errors :List<5snValidationEmors

@ setPrimaryKey [}
@ isPrimaryKeySet ()

= alava Classs
o] (€] ShippingCompanySearchCriteria
o companyName:String
o imoValue:String
«lava Classs 8 countryCode :String
(@ BlueBeltVoyageReport
o reportld :String
o vessel:Vessel
o shippingCompany: ShippingCompany
@ shipTrackPositionUn : URD
o contact:ContactSource
o voyages:List<Voyage>
o vesselTrackImage: Soure

Eleuses

«Java Class»

@ shippingCompany
databaseld:Long
companyMame :5tring
imo :Imo
shippingCRTMNumber: String
shippingCrtlssAuth: String
addresss:String

o

o

o

o

country : Country
startDate:Calendar
endDate:Calendar
representativeSurname : String
representativeMName: String
representativePosition: String
representativePhone : PhoneMumber
representativeFax: PhoneNumber
representativeEmail : String

aeo :5tring

acs :String

o gomments:String

Class

ShippingCompany
This class represents the shipping company details.

Class

BlueBeltConfiguration
This class represents the BlueBelt Configuration details.

Class

ConsignmentNotification
This class represents the Consignment data notification.

Class

BlueBeltVoyageReport
This class represents the Blue ship voyage report content.

Class

ShippingCompanySearchCriteria
This class represents the Shipping Company Search Criteria.

Class

BlueBeltVesselSearchCriteria
This class represents the Blue Belt Vessel Search Criteria taht
extends the EIS VesselSearchCriteria.

Class

InvalidShippingCompanyException
A business Exception class used by validators.

Interface

Identifiable
A helper interface related to the identifier property of the entity.

207 of 238




SSN
System Design Document
SafeSeaNet

Version: 1.46
January 2015

4.9.1.3 Module ssn-bluebelt-dao

4.9.1.3.1 Package: bluebelt-dao

Class Diagram : bluebelt-dao

= =
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@ retraealoaBaitVesels )
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=
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2
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miandicas
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(3 MamedQuenyUtilHibermate
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@ dgitasnics

@ ratrizveShippingCompania (1

-_Lar—'la?!h'h:i- Bl s ntarfaces = 2 Intarfas
0 ShippingCompanyDao O BlusBohRouteDao e
@ insartlpdateShippingCompany {1 @ cakoulateShipTrack (] e B
T @ finddi{)

g
@ findAllPartios [}
@ sava ()

) ]

= P E_ =lava Class=
R e 3 ConsignmentNotificationDacHblmpl

(3 BlucBehtRouteDacHbImpl

=lava Claste

(&) ShippingCempanyDacHEImpl

Hibarmnata Halpars

=lava Classn

=lava Class
{3 HibernateGenerichao
8 typa:-Class

8 logger:logge

=

= = =lava Intarfaze-
[P Clazz Fize | NamedQuenylitil
=lavalntarfacos
0 Genericbac
He.
flzzm
=

=lava Clacte

(@ SearchTemplate

2 namedQuary : String

o paramatan

2 imocf ooy tslimit - it

o namedQuenyllil - Named QuaryUd

o cachaabla: bockan
= cacheRagion - String
&l

s

Interface BlueBeltConfigurationDao
A data access object for managing the database operations for Blue
ships
Class BlueBeltConfigurationDaoHbImpl
Hibernate based implementation of the BlueBeltConfigurationDao.
Interface ShippingCompanyDao
A data access object for managing the database operations for
ShippingCompanies.
Class ShippingCompanyDaoHbImpl
Hibernate based implementation of the ShippingCompanyDao.
Interface ConsignmentNotificationDao

A data access object for managing the database operations for
customs information.
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Class Diagram : bluebelt-dao

Class ConsignmentNotificationDaoHbImpl
Hibernate based implementation of the
ConsignmentNotificationDao.

Interface BlueBeltRouteDao
A data access object for calculating the blue ship tracks based on
STIRES spatial data.

Class BlueBeltRouteDaoHbImpl
Hibernate based implementation of the BlueBeltRouteDao.

4.9.1.4 Module: ssn-bluebelt-core

4.9.1.4.1 Package: bluebelt-manager

Class Diagram : bluebelt-manager

= «Java Interfaces |
© BlueBeltManager «Java Classs
© BlueBeltManagerimpl
@ updateShippingCompany () 8 shippingCempanyDac : ShippingCompanyDac
@ deleteShippingCompany () El o blueBeltConfigurationDac : BlueBeltConfigurationDao
‘:’ retrieveShippingCompanies[) o shippingCompanyValidater : ShippingCempanyValidator
© validate () ] ) o messageSource : MessageSource
@ retrieveBlueBeltConfigurationItems () a
i messagelocale: Lecale
@ createQrlpdate ()
dHsen
fal «Java Class»
© ShippingCompanyValidator
~ o gecgraphyDao : GeographyDao
% phoneFaxMumberValidator : PhoneFaxMumberValidator
] & P!
. =Java Interface» aUsEn - . . .
< internetAddressValidator : InternetAddressValidater
) SsnBlueBeltProcessor L L
o shippingCompanyDac : ShippingCompanyDac
@ insertUpdateShippingCompany ()
@ deleteShippingCompany ()
@ searchShippingCompanies () -
@ wvalidate ) = &2l «Java Classs
iE:' retn:VEBLUe:etltﬁonﬁguratlonltems () ® SsnBlueBeltProcessorimpl
© createOrlpdate () a blueBelthManager : BlueBeltManager
Interface SsnBlueBeltProcessor
It is a Facade for the processing of incoming xml messages. It uses
the BlueBeltManager.
Class SsnBlueBeltProcessorImpl
Implementation of the SsnBlueBeltProcessor.
Interface BlueBeltManager
Interface providing the management options for blue ships
functionality.
Class BlueBeltImpl

Implementation of the BlueBeltManager.
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4.9.1.4.2 Package: bluebelt-validation

Class Diagram : bluebelt-validation

Class ShippingCompanyValidator

Implements the ShippingCompanies business rules.

4.9.2BB Console Application - ssn-bluebelt-console-app

The application is constituted from thessn-bluebelt-console.It is a Web GIS application, which
will be used by the SSN users for the Plotting of the route of blue ships. It will be implemented
based on the SSN GI technology and it will provide a subset of the functionality of the current
version of SSN GI. It will use the GIS Services (the C-MAP WMS available at EMSA) in the same
way as the current version of SSN GI.

The BB web application does not contain distinguishable components and is simply a Ul It is
simply using the functionality provided by the ssn-bluebelt-core-app.

4.9.2.1 Security on the ssn- bluebelt -console-app
The ssn-core-app application security relies on:

¢ The system level security provided by the runtime environment (SSL and Client
Certificate).

e The users’ authentication provided by the SSN SSO.

e The users’ authorization provided by ssn-core module of the current EIS System.

4.9.2.2 UML Interfaces between the ssn-bluebelt-console-app and the ssn-bluebelt-
core-app

In general, the ssn-bluebelt-core-app application, accepts calls for processing
synchronousmessages via the remote stateless session EJB SsnBlueBeltProcessorBean, which
actually is a proxy of the class SsnBlueBeltProcessorImpl.

4.9.3 Message Queue

The ssn-bluebelt-core-app application uses a persistentdistributed queue - namely “"BB warning
messages” - in order to communicate in an asynchronous manner with the channel propagate the
warning messages to the corresponding recipients. This queue offer, basically, point-to-point*
communication. The queue messages payload is of type BlueBeltVoyageReport.

4.10 SSN GI

The main aim of this intervention is to implement a new visualisation mechanism that will allow for
a more efficient management and graphical rendering of spatial information and, in particular, of
the large amount of vessel position data that are constantly being entered into the system. The
goal of the new design is not to dismiss or provide replacements for all aspects of the existing
system’s architecture. Rather, it intends to improve on the current architecture by adopting
previous design decisions and elements that were based on sound software development principles

* A Point-to-Point Channel ensures that only one receiver consumes any given message.
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and technologies, and modify only those aspects of the system that it is required in order to meet
the new specifications. As such, viewing the new system from the perspective of its conceptual
architecture, as displayed in Figure 4-24, the new design is consistent with that of the existing
system. Deviations to the original concept become apparent at a lower level and are limited to the
visualisation scheme utilised for rendering spatial information, while other design aspects relating
to the business domain and data access layers remain mostly the same.

Web Browser
HTTPS

| Feature

E E Dataset ) g

Database Instance oO—CO)— b ESRI ArcSDE 10 O—O— D, Map Service
Dataset - Dataset 7 " Feature il T

Dataset

Filesystem —_ ) " Filesystem

Filesystem — .

-

File Storage

Figure 4-24 Component diagram providing a high-level view of both the existing and the
new system'’s architecture

The following section presents the design of the new visualisation scheme for spatial information,
which includes the implementation of a client-based, graphic rendering engine, as part of a new,
redesigned user interface, the consolidation and reorganisation of the existing map services and
layers deployed via ArcGIS Server and the remodelling of the related parts of the existing system’s
database.

4.10.1 Spatial Information Visualisation Scheme

As previously mentioned, the new system intends to replace the existing system’s mechanism for
visualising spatial information through the introduction of an improved graphic rendering engine.
The need for a new rendering engine stems from the fact that, in its current form, the application
depends on ArcGIS server’'s own drawing engine for rendering both static (e.g. world map,
maritime information, ports etc.) and dynamic (e.g. vessel tracks, routes etc.) geographic
information. Even though this technique works sufficiently well for displaying mostly static
information with low user interactivity requirements, when it comes to displaying dynamic
information via a feature-rich GUI it becomes largely inefficient. This is due to the fact that, since
the visual information is prepared and rendered on the server side, the client (web-browser) is
unaware of the kind of information that is being displayed. Consequently, even for the simplest of
user actions like hovering over a vessel track, the browser resorts to having to perform multiple
queries to the server in order the discover what information is contained on the application’s
viewport.
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In order to enable the application to provide users with a more feature-rich GUI with a high rate of
interactivity and low latency between user actions, it is inevitable that a lot of the information
rendering functionality is transferred from the server to the web-browser. In this way, the latter
becomes more aware of the information it is required to display and can minimise the amount of
round-trips to the application server as a result of the queries that need to be performed,
improving the general performance of the application by orders of magnitude. Also, since the
required geometrical and textual attributes of the vessel tracks will be transferring to the web-
browser for rendering, many of the ArcGIS server mapping services/layers that are currently used
for distinguishing between the various types of data sources and vessel types and for indicating
enrichment attributes and labelling options can be discarded as they will no longer be necessary.
As a result, the remaining services will be reorganised so that they provide much more efficient
access to the database, while the latter’'s schema will be remodelled and become normalised, so as
to avoid having to perform multiple database queries in order to retrieve information from multiple
data sources, as in the existing system. The proposed modifications will also aid in increasing
application performance by lessening the burden of the application, GIS and database servers.

4.10.2 Structure

In the new design, as shown in Figure 4-25, even though the map-viewer control is still directly
responsible for requesting and displaying background, base-map images from the respective web
services, requesting image overlays that contain vessel and port icons are no longer part of its
duties. This responsibility now lies with the new, JavaScript-based rendering engine, whose major
task is to perform the appropriate queries requesting spatial feature data instead of tiled image
overlays. This data is consequently processed and the appropriate vessel and port icons are
created which are then inserted in the graphics layer of the map-viewer control as interactive
graphical objects.

Displaying graphical and textual decorations over vessel and port icons is also part of the
functionality of the client rendering engine, a fact that is reflected by the significantly smaller
number of layers that are required in the new visualisation scheme. Another important aspect of
the new scheme is the fact that, concerning the vessel data sources, i.e. AIS, LRIT and VMS, there
is no longer a distinction between them at the map service level and also, partly, at the database
level. In the new system, the vessel data source becomes just another attribute of all vessel tracks
which are maintained in a collective fashion. In comparison with the current system, the proposed
consolidation of map services and database tables will result in a threefold decrease of the total
number of vessel related web and database queries that are required to fully render a map
instance at runtime.
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Figure 4-25 Interaction paths between the various elements of the new system’s spatial
information visualisation scheme

4.10.3 Behaviour

The graphical rendering of spatial information in the context of the new visualisation scheme is
split into two distinct phases:
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e rendering geographical features as static information, placed in the background

e rendering vessel features, port features and other graphical shapes as interactive objects,
in the foreground

As shown in Figure 4-26, both of these processes execute asynchronously, triggered by user
actions such as panning or zooming that modify the map’s viewable area, i.e. the map’s extent.

1.1.1: *[useENC == true]:getTile(extent) -tilelmage - NauticalCharts :MapService

1.1: renderMap(extent) g MapViewer 1.1.2: *luseENC == false].getTile(extent) :tilelmage = BaseMap :MapService
SSN-GI User 1
1. mapEvent(userAction) | EventHandler
A 1.2.3 addGraphics(featureCollection, visualPreferences)
T

RenderingEngine 1.2.1: getFeatures(mapExtent) :vesselFeatures » Vessels :MapService

L )/
N

1.2; renderFeatures(extent)

L

1.2.2: getFeatures(mapExtent) :portFeatures > Ports :MapService

Figure 4-26 Communication diagram of a typical map rendering cycle

For the first phase, the same mechanism that is currently in use in the existing system is also
employed in the new one, i.e. user actions changing the map’s extent like panning and zooming,
become delegated to the map-viewer web control, which in turn depends on appropriate HTTP
queries to web services for retrieving tile images. Since the information to be displayed during this
phase is static by nature, map rendering performance is generally dependent on I/O bandwidth
since most or, in some cases, all images returned to the map-viewer control by the web services
are retrieved from spatially aware file caches containing pre-rendered tiles. There are various
factors affecting the population scheme of these caches, i.e. whether the entire dataset is pre-
rendered in advance or whether it is generated on demand, however, since they do not have direct
impact on the application’s design, these factors will all be considered during the project’s
implementation phase and an appropriate configuration will be put in place.

For the second phase, the custom designed rendering engine performs spatial queries to the web
mapping services that, instead of returning rendered image overlays for the map, they rather
return feature objects serialised in JSON format. These objects undergo further processing in order
to be converted into graphical objects, suitable for being overlaid on the map and exhibiting
interactive functional attributes such as context menus, custom cursors, pop-up windows etc.
Since the generated graphical objects are inserted in the DOM tree of the client browser, in order
not to hinder the performance of the latter, a special clustering algorithm will be employed by the
rendering engine for cases where the number of objects exceeds a pre-specified limit. This
algorithm will be applied specifically on vessel track icons, which in particular zoom levels and/or
port areas can amount to a range of many thousands. In those cases, neighbouring icons are
clustered into single, larger graphical objects that have the form of rectangles, labelled using the
total number of clustered tracks.

The mechanism for rendering other user drawn graphical shapes such as points, lines, polygons
and text, as well as newly introduced object types such as placemark icons, remains the same as
in the existing application. Those objects stored to and retrieved from the database directly in the
form of JSON formatted strings, without relying on map services.
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4.11 SSN-GI / EIS notification details request protocol
mechanism upgrade

This section describes the mechanism of communication between the SSN-GI and EIS applications
and, in particular, the request/response protocol of EIS notification details exchange. The current
situation is presented, identifying the various shortcomings of the present scheme and the
proposed improved solution in order to overcome them.

4.11.1 Current mechanism

In its current form, the mechanism by which the SSN-GI application requests notification details
from EIS is realised through the asynchronous exchange of XML protocol request/response
messages (Figure 4-27). A notification details request is initiated by the SSN-GI front-end (web
browser) as a parameterised HTTP GET request. Once received by the SSN-GI back-end, the
request parameters become marshalled into an XML request message that is in turn sent as
payload of an appropriate HTTP POST request to the EIS back-end for further processing.

[=] ssn-gi (client-side)
= ssn-gi (server-side)
HTTP - GET uses
[z ] RequestDetailsService e HEtpProwy
) W} (3)
reference D LURL parametgrs XML request
Browser
HTTP - GET
] ReceiveDetailsService
(] (8)
XML response reference] D
(8) 157
XML response XML response
conversion to HTTP - POST
JSOM response
= ssn-xmlprotocol
HTTP - POST
IncomingMessageServiat

4
L request

=

SsnOutgoingMessageProcessor

Figure 4-27Current EIS notification request protocol mechanism (numbers in
parentheses are indicative of the sequence of information delivery — operations are
otherwise asynchronous)

After the message has been processed in EIS, a new HTTP POST request is initiated towards the
SSN-GI back-end, whose payload consists of the notification details XML response message.
Because of the asynchronous nature of this mechanism, during the time that a request is being
processed by EIS, the browser periodically polls the SSN-GI server using a reference ID number
that was assigned to the original request, until the appropriate response message from EIS
becomes available, in which case it is passed as the response to the browser. There it becomes
transformed into a JSON response object to be used for populating the appropriate GUI elements.

Even though this mechanism is computationally less expensive than the respective mechanism of
previous versions of WEB-GI v2.1, which also involved additional steps in message transport
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through JMS queues, it is still not the most efficient way to transfer notification details information
between GI and EIS. The participation of the ssn-xmlprotocol module in the current mechanism
introduces many unnecessary conversion and mapping operations between URL parameters,
XML content and JSON. Also, the
asynchronous processing implemented by the ssn-xmlprotocol enforces the use of polling from the
client-side that, under certain operational conditions,

application domain objects,

performance.

4.11.2

protocol

objects (JAXB),

Proposed improvement

can potentially hinder application

In the solution proposed herein, it is suggested that the ssn-xmiprotocol module becomes
excluded from the new mechanism and the whole process becomes replaced by a synchronous
HTTP transaction between the SSN-GI front-end and EIS itself, with the SSN-GI server assuming
the role of an intermediary component between the two (Figure 4-28). In the new scheme, the
HTTP GET notification details request originating from the browser is sent as-is to EIS by the SSN-
GI back-end, which acts as a simple, protocol-agnostic proxy. This solution removes SSN-GI back-
end dependencies to JAXB generated objects, used for marshalling requests into XML messages
and also introduces the ssn-message-web EIS module. It acts as an HTTP “bridge” between
various other system components and the EIS application domain, providing information in
browser-friendly JSON format. It shall be noted that this mechanism can be utilized for the
interface between SSN-GI and EIS to exchange all types of SSN request & response messages.

The proposal ensures that the 2 systems (SSN-GI and SSN-EIS) can be deployed on different

servers.

(=] ssn-gi (client-side)
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ssn-gi (server side)
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(&)
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URL parametp

@

HttpProxy
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abject
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=l
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request message
object
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Figure 4-28 Proposed EIS notification request synchronous protocol mechanism

4.12 Message Queues

The ssn-core-app application uses three queues - namely incoming, outgoing and notification
propagation messages queue - in order to communicate in an asynchronous manner with its
clients (in this case the ssn-xmlprotocol-app). These queues offer, basically, point-to-point®

communication.

> A Point-to-Point Channel ensures that only one receiver consumes any given message.
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Each queue is capable of accepting multiple types of messages:

Queue Accepted Message Types

Ingoing Queue e InformationRequest (MS2SSN_<SSN_type>_Req)

e AdditionalInformationReply
(MS2SSN_<SSN_type>_Res)

Outgoing Queue e AdditionalInformationRequest
(SSN2MS_<SSN_type>_Req)

¢ InformationReply (SSN2MS_<SSN_type>_Res)

Notification ¢ Notifications
Propagation Queue o Vessel notifications with sat service
o Alert notification

o Alert Distribution notification

Table 4-10 Types of messages per Queue

Additionally, the ssn-core-app application uses a forth queue - named WaitForReply queue - in
order to keep a copy of the AdditionalInformationRequests that performs to a data provider.
Periodically (refer also to 4.2.1.5), ssn-core-app polls this queue in order to discover
AdditionalInformationRequest messages for which the responsible data provider MS has not reply
within a time interval. This time interval is the timeout value of the corresponding request
message. It should be noted that this timeout value is also included in the generated request
message for additional information.

Furthermore, ssn-core-app when processing a data provider reply (AdditionallnformationReply),
uses the WaitForReply queue to find the initial data request - stored within a
AdditionalInformationRequest - in order to produce the appropriate InformationReply message.

In other words the wait for reply queue is mainly a temporary storage. The major advantage of
adopting a queue as a temporary storage as opposed to the use of the RDBMS is that the
application server effectively serializes (using java serialization) the messages and there is no
need to develop and manage a separate a persistence layer.

End points:

e The ssn-core-app application maintains a permanent listener that consumes messages from
the incoming message queue and following the “process manager” design pattern. The listener
is implemented as the Message Driven BeanIncomingMessageProcessorMdb located under
the package ssn.message.processor.ejb, which is a proxy of the actual process manager
IncomingRequestReplyEnvelopProcessor located at the package
ssn.message.processor. It should be noted that in case of any exception during the
processing of the message, this message is discarded.

e This process manager uses the following routing table:

Message Type Processor

InformationRequest ssn.request.processor.RequestProcessorImpl
(MS2SSN_<SSN_type>_Req)

AdditionalInformationReply | ssn.reply.processor.ReplyProcessorImpl
(MS2SSN_<SSN_type>_Res)

Table 4-11 Process manager - routing table
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4.13 LOCODE Management — Upload LOCODEs

Business process specifics

Responsibilities

The responsibility is twofold:

1. Load onto the database a list of Location Codes that
originate from the site of UNECE.

2. Load onto the database a list of Location Names.

The list of codesis provided in a predefined comma separated
(CSV) file format while the list of names could be provided in
TXT or CSV file format.

User role(s)

The EIS system administrator performs the task upon request.

Action History

The action will be logged into the database log tables (TLOG).

A log file will be created listing the processing of each record.

Processing logic

Two Oracle database External tables exists that map the
definition of the CSV file for the UNECE Location and the
Location Names. External tables make use of the SQL Loader
functionality.

The uploaded CSV file is stored as blob on SSN database. The
“upload” action triggers the procedure being described.

The uploaded file is extracted as ASCII file on an Oracle
directory and the external table is altered so to access the
data of the extracted file.

The data of the external table are copied to the stage area.
On copy, a flag is initiated that indicates when a location code
already exists on the registry. The EIS system administrator
validates the data on stage area and classify the location
codes to be stored on Locations registry or to be ignored.

After the EIS system administrator validation, the data from
the stage area are merged to the operational tables. New
location codes are inserted. Existing location codes are
updated: LOCATION_NAME, LONGITUDE, LATITUDE.

Validation Rules

Location codes to be loaded must be Port specific (Port = 1).
The origin UN of each record will be recorded in the database.

All the new LOCODEs will be activated upon administrator
validation.

Longitude and Latitude values must be converted to the SSN
supported format.

Database Transactions

Create an Oracle directory that points to an existing path in
the hosting server. The Oracle database owner must have full
access to that path.

Create an External table to map the definition of the CSV file.

Create a stage area to allow the EIS system administrator
identifies the Location codes of the CVS file to be stored on
Locations registry.

Merge data in the operation tables that store the definition of
Location codes.
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4.14 Vessel Management - Upload Single Hull Tankers

Business process specifics

Responsibilities e Load onto the database a list of Single Hull Tanker.

e The list of codes is provided in a predefined comma separated
(CSV) file format.

User role(s) The EIS system administrator performs the task upon request.

Action History e The action will be logged into the database log tables (TLOG).

e Alog file will be created listing the processing of each record.

Processing logic e An Oracle database External table exists that maps the
definition of the CSV file. External table makes use of the SQL
Loader functionality.

e The uploaded CSV file is stored as blob on SSN database. The
“upload” action triggers the procedure being described.

e The uploaded file is extracted as ASCII file on an Oracle
directory and the external table is altered so to access the
data of the extracted file.

e The data of the external table are copied to the stage area.
On copy, a flag is initiated that indicates when a vessel
already exists on the registry. The EIS system administrator
validates the data on stage area and classify the vessels to be
stored on Vessels registry or to be ignored.

e After the EIS system administrator validation, the data from
the stage area are merged to the operational tables. New
vessels identified by IMO numbers that do not exist on the
Vessels registry, are inserted; one record is created on the
Vessels table including the IMO number and a second one on
the Vessel_Detail_Versions table including the MMSI number,
the call sign and the ship name.

Existing Vessels are updated: New versions of vessel details
identified by non-existing MMSI numbers, are inserted; otherwise
the call sign and the ship name are updated.

Validation Rules e Vessels must be identified by IMO number.

e All the new Vessels will be activated and classified as valid
upon administrator validation.

e All the Vessels — new and updated - will be classified as single
hull tankers upon administrator validation.

Database Transactions e Create an Oracle directory that points to an existing path in
the hosting server. The Oracle database owner must have full
access to that path.

e Create an External table to map the definition of the CSV file.

e Create a stage area to allow the EIS system administrator
identifies the Vessels of the CVS file to be stored on Vessels
registry.

e Merge data in the operation tables that store the definition of
Vessels.

4.15 Vessel Management — OVR Synchronization

Business process specifics
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newly updated CSD (CentralShipRepository) data.

2. OVR semi-automatic update. Automatically compare the new
vessel records created in EIS OVR during the last day against
the vessel records stored at the MarInfo database.
Differences will be stored in a stage area, an operator via the
Management Console will verify and accept differences.

User role(s) The programs are scheduled for execution on a daily basis.
Update OVR is executed 1% while the semi-automatic OVR update
follows.

Action History The action will be logged into the database log tables (TLOG).

Processing logic 1. OVR update: The procedure will consider only the updated

records following the last EIS OVR update.

Select all IMO+MMSI pairs from the CSD. Compare each
IMO+MMSI pair with the vessel records listed in EIS OVR.

- If the OVR vessel Temporary record has null IMO and is
resolved based on the IMO+MMSI pair from CSD.

Then if the IMO+MMSI pair is already defined as a vessel in EIS
OVR then the notification reference will be updated to point to the
IMO+MMSI pair vessel and the Temporary record will be deleted.

Alternatively, if the OVR vessel record is NOT resolved based on
the IMO+MMSI pair from CSD it will remain as “Temporary” for
the semi-automatic procedure.

- The IMO+MMSI pairs from CSD will be compared with the
vessels in EIS OVR with IMO NOT NULL to identify any new
vessels or update any existing valid vessel details.

Newly identified vessels (that is new active IMO+MMSI pairs) will
be inserted in the EIS OVR. A check with the EIS OVR vessels will
ensure that a pair is new. The OVR vessel flag IS_VALIDATED will
be updated/defined based on the IMO+MMSI pair status in CSD.

If the status is 0 for NonActive the OVR vessel will be flagged as
Temporary.

If the status is 1 for Active the OVR vessel will be flagged as
Valid.

If the status is 2 for Active IMO NonActive MMSI/pair the OVR
vessel will be flagged as Temporary.

The particulars of a vessel that already exists are updated based
on the details of the pair from CSD; to maintain the history of
changes the previous values will be kept and a new record with
the new particulars is created. The comparison is based on the
IMO+MMSI pair while the particulars to update include the
CallSign, ShipName and vessel Flag.

2. OVR semi-automatic update: The validation procedure
automatically compares the new vessel records created in EIS
OVR during the last day against the vessel records stored at the
MarInfo DB.

The comparison of the EIS OVR vessel records and the MarInfo
DB are based on the IMONumber if the IMONumber exists in the
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SSN DB. In case a record cannot be identified distinctively (e.g.
compared based on MMSI when more than 1 potential entries
exist from one Marlnfo source), the latest entry is selected; it will
be up to the user performing the manual intervention to decide if
the vessel will remain unresolved or the status will change to
InValid or accepted as Valid.

Based on the comparison results the EIS OVR vessel records are
updated.

Validation Rules

e The validation rules for vessel identification annexed in “CS-
0202 Vessel V&V” are applicable.

Database Transactions

e Both programs read data from the CSD.

e The OVR update modifies the values of the resolved vessel
directly in the EIS tables that hold the definition and
particulars of vessels.

e The semi-automatic update stored the divergent values in a
table specifically defined for holding the vessel divergent
particular’s values.

4.16 EIS & STIRES interoperability — Get Enrichment data

Business process specifics

Responsibilities

Provide STIRES with Notification and vessel specific data upon
request.

User role(s)

STIRES requests EIS for the enrichment data for a given vessel.

Action History

The enrichment per vessel will be done every 2 hours and prior to
the sending of the Ship (AIS) notification to EIS

Any errors are logged into the database log tables (TLOG).

Processing logic

STIRES requests EIS for the enrichment data by IMO Number
and/or MMSI Number. At least one of the 2 must be specified and
must be technically correct.
EIS will use the IMO and/or MMSI as input variables. EIS will
resolve the vessel based on the EIS OVR and will provide in
response:
1. Vessel particulars: IMO, MMSI, CallSign, Ship Name, Vessel
Status + Vessel indicators: Banned and/or SHT.
The vessel Flag will also be added. This should be
synchronised with the upgrade of the STIRES design.
2. The enrichment procedure will select per requested vessel:

The ExpectedCallOfSelectedShip ShipCall with ETAtoPortOfCall
closer to the request timestamp.

The MostRecentArrivalOfSelectedShip ShipCall ATAPortOfCall
closer to the request timestamp.

The latest Alert notification received by EIS.

Validation Rules

e Vessels must be identified by IMO Number and/or MMSI
Number.

e If the vessel is identified in EIS OVR then the vessel
particulars and any notification that exists for which STIRES
have access right to are provided in return.
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e If the vessel is not identified in EIS OVR then a NULL record is
provided in return.

Database Transactions e A vessel is resolved against the EIS OVR.

e Vessel particulars and relative relevant notifications are
selected from the EIS notification specific tables.

4.17 Voyage Calculation Process

Business process specifics

Responsibilities Define the vessel’s voyage by correlating Port, PortPlus, Hazmat
and Ship notification data regarding the vessel direction and
expected/actual times of departure/arrival to and from Ports.

The primary scope of the voyage calculation is to identify all the
notifications transmitted to SSN-EIS that refer to the same ship
voyage. PortPlus notifications send for the same ship call are
parts of the same ship voyage. However, a ship voyage may
include notifications send by more than one data providers. This
acceptance is based on the fact that data providers associate the
PortPlus notifications for the same ship call identified by the same
ShipCallld. A voyage may contain also notifications of type Port,
Hazmat and Ship.

User role(s) SSN Core

Action History Every Port, PortPlus, Hazmat and Ship notification will be
processed to calculate the voyage of the resolved vessel.

Any errors are logged into the database log tables (TLOG).

Processing logic Assumption 1: all PortPlus notifications send for the same ship
call are parts of the same ship voyage.
Assumption 2: a ship voyage may include notifications send by
more than one data providers.
Assumption 3: it is expected that for the same ShipCall - to a
given PortOfCall - either a Port notification (with NextPortOfCall at
ETA) or a PortPlus notification (with PortOfCall at
ETAToPortOfCall) will be send but not both.

A new voyage may begin:

e from the LastPort (LP1) at ETDFromlLastPort, provided
only in a PortPlus notificationat NVL(ATAPortOfCall,
ETAToPortOfCall)

and end

e to the PortOfCall (PCl) at NVL(ATAPortOfCall,
ETAToPortOfCall) provided as PortOfCall in the PortPlus
notification

OR anew voyage may begin:

e from the PortOfCall (LP2) at ATDPortOfCall provided in
the PortPlus notification

OR
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Any notifications send during the voyage of the vessel from LP1
to PC1 will be assigned the same Voyageld.

The rules for assigning a new Voyageld or assigning a new
notification to an existing voyage:

1.

Version: 1.46
January 2015

e from the NextPortOfCall (LP2) at ETD provided in the Port
notification

and end either

e to the NextPort (PC2) at ETAToNextPort provided in the
PortPlus notification

OR

e to the NextPortOfCall (PC2) at ETA provided in the Port
notification, Hazmat notification and/or Ship notification.

Receipt of a PortPlus notificationwith a new ShipCallld1.

If no Voyage exists with equal ShipCallldl PortOfCall and
NVL(ATAPortOfCall, ETAToPortOfCall) at the approximation of
1 hour then

e anew Voyagel is defined;
Start: LastPort at ETDFromLastPort
End: PortOfCall and NVL(ATAPortOfCall,
ETAToPortOfCall)
e anew Voyage?2 is defined;
Start: PortOfCall at ATDPortOfCall
End: NextPort at ETAToNextPort

Receipt of a PortPlus notification with a new ShipCallld2

If Voyage2 exists withEndPort = ShipCallld2 PortOfCall and
NVL(ATAPortOfCall, ETAToPortOfCall)~ Voyage2
ETAToNextPort with an approximation of 1 hour then
ShipCall2 is assigned to Voyage?2.

If Voyage2 exists and EndPort is not defined
butNVL(ATAPortOfCall, ETAToPortOfCall)> Voyage?2
ATDPortOfCall with an approximation of 1 hour then ShipCall2
is assigned to Voyage2.

Receipt of a PortPlus notification with a new ShipCallld3

In the exceptional case that Voyagel exists and StartPort =
ShipCallld3 PortOfCall and NVL(ATAPortOfCall,
ETAToPortOfCall)» Voyagel ETDFromLastPort with an
approximation of 1 hour then ShipCall3 is assigned to
Voyagel.

Receipt of a PortPlus notification with a new ShipCallld4

If Voyage4 exists (see Port notification below) and
ShipCallld4 LastPort = NextPortOfCall and ETDFromLastPort~
Voyage4ETA with an approximation of 1 hour then ShipCall4
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is assigned to Voyage4.

If Voyage4 exists (see Port notification below) and
ShipCallld4 NextPort = NextPortOfCall and ETAToNextPort ~
Voyage4ETA with an approximation of 1 hour then ShipCall4
is assigned to Voyage4.

If defined the LastPort will be the starting point. The LastPort
is optional and as such it could be unknown if not defined. If
not defined the voyage is incomplete.

The PortofCall attribute is mandatory and will define the
ending point of 1 voyage and the starting point of another
voyage if ATDPortOfCall is given. In case of cancellation the
PortOfCall is cancelled hence the voyage becomes incomplete.

If defined the NextPort will be the ending point. The NextPort
is optional and as such it could be unknown if not defined. If
not defined the voyage is incomplete.

2. Receipt of Port notification.

If no Voyage exists with equal NextPortOfCall and ETA at the
approximation of 1 hour then a new Voyage4 is defined.

If a Voyage2 exist and EndPort = NextPortOfCall and ETA~
Voyage2 ETAToNextPort with an approximation of 1 hour then
the Port notification is assigned to Voyage2.

If a Voyage2 exist and EndPort is not defined but ETA>
Voyage2 ATDPortOfCall then the Port notification is assigned
to Voyage?2.

In the exceptional case that Voyagel exists and StartPort =
NextPortOfCall and ETA~ Voyagel ETDFromLastPort with an
approximation of 1 hour then the Port notification is assigned
to Voyagel.

In case of cancellation the NextPortOfCall, ETA, ETD are
cancelled hence the voyage becomes incomplete.

3. Hazmat Notification. Depending on the NextPortOfCall and the
ETA (with an approximation of 1 hour) the notification will be
assigned a voyage created for a Port or PortPlus notification
send before. If no such case then a new voyage will be
created and assigned to the Hazmat notification.

In case of cancellation of the Port of PortPlus of the voyage
the Hazmat will remain as part of the voyage. The Hazmat
could/could not be updated by the data provider. In the 1%
case the system will maintain the previous Hazmat in the
voyage and the next Port or PortPlus notification will give the
next Port of Call after the cancellation. In the 2" case - if the
data provider sends a Hazmat update - the new Hazmat will
be assigned to the voyage. This way the Hazmat remains
known and correlated with the ship’s voyage.

In case of NextPortOfCall="ZZUKN” no voyage is assigned.

4. Ship Notification. Depending on the NextPortOfCall and the
ETA (with an approximation of 1 hour) the notification will be
assigned a voyage created for a Port or PortPlus notification
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Based on the time of departure from the LastPort and the time of
arrival to the PortOfCall a voyage can be characterized as:

It is expected that the LastPort and the expected/actual time of
departure is not notified to EIS on time; in this case a provisional
indication of the LastPort and departure time could be given in
the form of a PortPlus Notification. PortPlus notification data that
originate from STIRES can be distinguished based on the data
provider (being STIRES) and as such must be considered as
provisional only.

It should be noted that provisional ShipCall information shall not
be provided to the request for details by a data requestor.

send before. If no such case then a new voyage will be
created and assigned to the Ship notification.

In case of Ship (AIS) notification with a technically incorrect
NextPortOfCall will not be considered in the voyage
calculation.

In case of cancellation of the Port of PortPlus of the voyage
the Ship notification will remain as part of the voyage.

In case of NextPortOfCall="ZZUKN"” no voyage is assigned.

- Previous Voyage: the voyage is completed and the vessel
has departed from the PortOfCall.

Criteria: current timestamp is greater than
ATDFromPortOfCall.

- Current Voyage: The vessel is in between the LastPort
and the PortOfCall.

Criteria: current timestamp in between ETDFromLastPort
and ETAToPortOfCall / ETA.

- Future Voyage(s): the vessel has not departed from the
PortOfCallyet.

Criteria: current timestamp is less than
NVL(ATAPortOfCall,ETAToPortOfCall) / ETA.

Validation Rules

Vessels must be identified by IMO Number and/or MMSI
Number.

The LASTPORT and PORTOFCALL must define a technically
correct LOCATION registered in SSN-EIS.

LASTPORT must be different from PORTOFCALL.

NVL(ATAPortOfCall, ETAToPortOfCall)must be less than
ETDFromPortOfCal.

NVL(ATAPortOfCall ETAToPortOfCall)must be greater than
ETDFromLastPort.

ATAPortOfCallmust be less than ATDFromPortOfCall.

ETAToNextPort must be greater than NVL(ATDPortOfCall,
ETDFromPortOfCall).

Database Transactions

Vessel voyage details are persisted on the VOYAGES table.
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5 Deployment view

5.1 Design Decisions

Since central SSN applications should support both V2 & V3 Ship MRS notification message
formats for a transition period, this section describes certain design decisions to accommodate this
need.

1. SSN-EIS applications (ssn-xmlprotocol-app, ssn-core-app, ssn-console) will be fully
migrated to v3.

2. An additional component ssn-xml-protocol-v2 for v2 MS2SSN messages will be
introduced for as long as it takes all member states to comply with v3 XML message
exchange protocol.

3. Deployment diagrams below have been updated accordingly to depict changes
introduced due to new application.

5.2 SSN EIS

The SSN EIS deployment view is shown in Figure 5-1
It should be noted that

e SSN EIS topologyis not changed. Two JEE application server are used for the deployment
of the SSN artifacts; the first for the HTML interface (web consoles) and the second the
XML (SOAP) and EJB interfaces.

e IdM system that provides the SSN SSO authentication services is out the scope of this
document.

e Identity Assertion Provider Configuration shall be done on both JEE application servers; it
is related to the artifact named IdmlIdentityAsserter (idm-asserter.jar).

e EMSA Portals are out the scope of this document;the portals server included in the
deployment view shows the communication path with EIS Business Services.
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Figure 5-1 SSN-EIS Deployment model

5.2.1EIS Console Server

The application server hosts the EIS consoles artifacts shall be a host running Red Hat Enterprise
Linux 5.3 or later.

Technical Platform: EIS console artifacts shall be deployed onto a JEE application server (Oracle
WebLogic Server 12c). The clustering feature (active/active) may be enabled.

Deployment artifacts that compose the SSNEIS web applications at runtime:

e idm-asserter: jar used for the Identity Assertion Provider Configuration;

e ssn-console-lib: war provided as library and used by all the following web console
applications;

e ssn-application-management-console: war deployed to provide SSN EIS management
console (SSN MC);

e ssn-send-notification-console: war deployed to provide send notifications functionality
(SSN TI);

¢ ssn-find-notification-console: war deployed to provide find notifications functionality (SSN
TI);

e ssn-reports-statistics-console: war deployed to provide SSN EIS reporting and statistics
functionality.

Java Version: JDK 1.7 (1.7.55) required.

The Deployment war artifacts( ssn-application-management-console, ssn-send-notification-
console, ssn-find-notification-console and ssn-reports-statistics-console) will communicate with

» EIS Core server via EJB.
» IdM system via HTTP for web users authentication.

5.2.2EIS Core Server

The application server hosts EIS core artifacts shall be a host running Red Hat Enterprise Linux 5.3
or later.

Technical Platform: Authority artifacts shall be deployed onto a JEE application server (Oracle
WebLogic Server 12c). The clustering feature (active/active) may be enabled.

Transaction: The SSN system is transactional, leveraging the technical platform capabilities.

Persistence: Data persistence will be addressed using the Oracle RDBMS (version 11.2.0.3)
relational database that stores all data related to SSN.
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Deployment artifacts that compose the SSN EIS exposed business services at runtime:

e ssn-core-app: ear bundles EIS core modules; it consists of
» ssn-core: jar used by all the following modules; it actually implements the EIS
Business Services;
» ssn-core-ejb: jar deployed to expose EIS Business Services to web consoles and
xmlprotocol applications as EJB (Stateless Session Beans);
» ssn-core-jms-ejb: jar deployed to handle the IJMS messages (Message-Driven

Beans);
» ssn-message-ws: war deployed to expose EIS Message Services as RESTful - XML
over HTTP.
e ssn-xmlprotocol-app: ear bundles EIS XML protocol applications for SSN v3 schema; it
consists of
» ssn-xmlprotocol-web: war epxoses the service for SSN EIS XML messages via
HTTP(S);
» ssn-xmlprotocol-ws: war epxoses the service for SSN EIS SOAP messages via
HTTP(S).
e ssn-xmlprotocol-v2-app: ear bundles EIS XML protocol applications for SSN v2 schema; it
consists of
» ssn-xmlprotocol-v2-web: war epxoses the service for SSN EIS XML messages via
HTTP(S);
» ssn-xmlprotocol-v2-ws: war epxoses the service for SSN EIS SOAP messages via
HTTP(S).

Member states applications should be configured to send Ship Notifications via XML to
different URLs, depending on the version of protocol they implement. SSN-EIS will accept
post requests for

a. V2 messages at <SSN_HOST>/ssn-xmlprotocol-web/ssn.do
b. V3 messages at <SSN_HOST>/ssn-xmlprotocol-v3-web /ssn.do

Java Version: JDK 1.7 (1.7.55) required.
The Deployment artifact ssn-core.war will communicate with

» EIS DB via JDBC;
» IdM system via SOAP over HTTP for user management.

5.2.3 EIS Resources Console Server

The application server hosts EIS Resources consoles artifacts shall be a host running Red Hat
Enterprise Linux 5.3 or later.

Technical Platform: EIS Resources console artifacts shall be deployed onto a JEE application server
(Oracle WebLogic Server 11g). The clustering feature (active/active) may be enabled.

Deployment artifacts that compose the web applications at runtime:

e idm-asserter: jar used for the Identity Assertion Provider Configuration;

e ssn-web-common: war provided as library and used by all the following web console
applications;

e ssn-user-console: war deployed to provide user management functionality for Operational

registry;

ssn-authority-console: war deployed to provide COD functionality;

ssn-vessel-operational-console: war deployed to provide OVR functionality;

ssn-vessel-base-console: war deployed to provide CSD functionality;

ssn-geo-console: war deployed to provide Countries/ Locations / Areas management for

Operational registry;

e ssn-geo-base-console: war deployed to provide CLD functionality.

Java Version: JDK 1.7 (1.7.55) required.

The Deployment war artifacts(ssn-user-console, ssn-authority-console, ssn-vessel-operational-
console, ssn-vessel-base-console, ssn-geo-console and ssn-geo-base-console) will communicate
with
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» EIS Resources Core server via EJB.
» IdM system via HTTP for web users authentication.

5.2.4EIS Resources Core Server

The application server hosts EIS Resources core artifacts shall be a host running Red Hat
Enterprise Linux 5.3 or later.

Technical Platform: Authority artifacts shall be deployed onto a JEE application server (Oracle
WebLogic Server 11g). The clustering feature (active/active) may be enabled.

Transaction: The SSN system is transactional, leveraging the technical platform capabilities.
Persistence: Data persistence will be addressed using the Oracle RDBMS (version 11.2.0.3)
relational database that stores all data related to SSN.

Deployment artifacts that exposed business services at runtime:

e ssn-core: war provided as library and used by all the following applications; it actually
implements the EIS Business Services;

e ssn-user-ejb: jar deployed to expose EIS User Business Servicesto web consoles as EIB
(Stateless Session Beans);

e ssn-authority-ws: war deployed to expose EIS COD Services as Web Service - SOAP over
HTTP;

e ssn-vessels-ejb: jar deployed to expose EIS Vessels Business Services to web consoles as
EJB (Stateless Session Beans);

e ssn-shipparticulars-ws: war deployed to expose EIS Vessels Business Services as Web
Service — SOAP over HTTP;

e ssn-geo-ejb: jar deployed to expose EIS Countries/ Locations / Areas managementto web
consoles as EJB (Stateless Session Beans);

e ssn-location-ws: war deployed to expose EIS CLD Services as Web Service - SOAP over
HTTP;

Java Version: JDK 1.7 (1.7.55) required.
The Deployment artifact ssn-core.war will communicate with

» EIS DB via JDBC;
» IdM system via SOAP over HTTP for user management.

5.2.5SSN GI

The application server hosts ssn-gi artifact shall be a host running Red Hat Enterprise Linux 5.3 or
later.

Technical Platform: SSN GI artifact shall be deployed onto a JEE application server (Oracle
WebLogic Server 12c). The clustering feature (active/active) may be enabled.

Deployment artifacts that compose the SSN EIS web applications at runtime:
- idm-asserter: jar used for the Identity Assertion Provider Configuration;
- ssn-gi: war deployed to provide GI functionality.

Java Version: JDK 1.7 (1.7.55) required.

The Deployment war artifact (ssn-gi) will communicate with

- EIS Core server via HTTP (RESTfull services).

- STIRES Database Instance via JDBC.

5.3 SSN-IMDaTe
The SSN IMDatE deployment view is presented in Figure 5-2.
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Figure 5-2 IMDatE Deployment view

SSN IMDatE is a distributed system and different components will be installed in different
computer nodes. The SSN IMDatE topology comprises of the following machines:

e The Application serversare Redhat Linux machines running Enterprise Edition v. 5.0 operating
system. The “Oracle WeblLogic application server” is installed on these machines. The EIS,
STIRES and IMDatE Proxies applications are deployed on these server.

e The Database server is a Redhat Linux machine running Enterprise Edition v. 5operating system
where the ORACLE RDBMS version 11g R2 is installed and it provides the data storage. The
ORACLE RDBMS stores the SSN Database.

5.4 SSN-VMS
The VMS deployment view is presented in Figure 5-2.
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Figure 5-3 VMS Deployment view

The VMS system artifacts shall be deployed onto two servers (devices) at EMSA:

» VMS-Proxy to communicate with FMCs applications;

» STIRES.

The VMS-Proxy is available for the following Operating Systems:

> Microsoft Windows XP, Server 2003.
> Red Hat Enterprise Linux 5, Centos Linux 5, Ubuntu Linux (8.04 & 9.04).

The minimum Hardware requirements are listed in the following table:

Item Description
Processor 2.66 GHz Dual core
RAM memory 1 GB

Storage 80 GB

Network card

Gigabit network adapter

Other

Video Card, monitor, keyboard and mouse, USB ports

Table 5-1 VMS-Proxy minimum Hardware requirements.

Technical Platform: VMS-Proxyartifact shall be deployed onto a J2EE application server (Apache
Tomcat 7.0.x — 7.0.16). The clustering feature (active/active) may be enabled.

Transaction: The VMS-Proxy system is transactional, leveraging the technical platform capabilities.
Deployment artifact that implements the VMS-Proxy application at runtime: vms-proxy-app.ear.
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Java Version: JDK 1.6 (1.6.26) required.

The Deployment artifact vms-proxy-app.ear will communicate

» with FMCs (Data Provider and Subscribers) via TCP/IP.
> with STIRES via HTTPS.

5.5 SSN-Blue Belt

Deployment artifacts that compose the SSN-BB application at runtime: ssn-bluebelt-core-app.ear
and ssn-bluebelt-console-app.ear in homogeneous deployment.
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EIS WLS 11¢
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| DB Server
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Figure 5-4 SSN BlueBelt System Deployment View.

The Deployment artifact ssn-bluebelt-core-app.ear will communicate

» with EIS DB via JDBC; two (2) Data Sources will be configured on the application server;
one for EIS_USER and a second for STIRES_SCHEMA
» with ArcGIS server via HTTP

The Deployment artifact ssn-bluebelt-console-app.ear will communicate

» with ssn-bluebelt-core-app.ear via RMI (actually local calls due to homogeneous
deployment)
» with ArcGIS server via HTTP

The update Deployment artifactssn-webconsole-app.ear will also communicate
» with ssn-bluebelt-core-app.ear via RMI.
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Annex A: Business Rules

Voyage Status Indicators

The following table defines the rules based on which a voyage is perceived to be at a given status
at a given point in time (e.g. of the notification processing).

Status indicator Rules

Voyage on going A. The ATDIlastPort (derived from ATD portofCallPreviousVoyage)
or (in case of ATDLastPort absence) the calcATDLastPort or (in
case of absence of ATDLastPort or calcATDLastPort) the ETD
last port is in the “past” with respect to the query timestamp in
UTC, and

B. the [ETAPortofCall+[a configurable parameter, e.g. 2 hours] is
in the future with respect to query timestamp in UTC, and

C. there is no ATA known (or in case of ATA absence) no calcATA
known for the voyage.

Vessel at port A. The ATDlastPort or (in case of ATDLastPort absence) the
calcATDLastPort or (in case of absence of ATDLastPort or
calcATDLastPort) the ETD last port) is in the “past” with respect
to the query timestamp in UTC , and

B. The ATA or (in case of absence of ATA) the calcATA is available
for the voyage, and

There is no ATD or calcATD known for the voyage.

0

Voyage closed A. The ATDlastPort or (in case of ATDLastPort absence) the
calcATDLastPort or (in case of absence of ATDLastPort or
calcATDLastPort) the ETD last port) is in the “past” with respect
to the query timestamp in UTC. and

B. The ATD or (in case of absence of ATD ) the calcATD is available
for the voyage.

The voyage is assigned the status “Closed” which indicates that
the voyage is completed.

Closed voyages are provided in requests but are not considered
in voyage consolidation.

Voyage status We have three cases of unknown voyages.
“Unknown” Case 1:

A. The ATDlastPort or (in case of ATDLastPort absence) the
calcATDLastPort or (in case of absence of ATDLastPort or
calcATDLastPort) the ETD last port) is in the “past” with
respect to the query timestamp in UTC, and

B. There is no ATA or calcATA recorded for the voyage, and

C. The [ETAPortofCall+[a configurable parameter, e.g. 2 hours]
] is in the past with respect to query timestamp in UTC.

Case2:

Any voyage which solely includes the data in a Port notification or in
a vl Hazmat / arrival from nonEU notification (that is in the voyage
table record or in the notification notifying a voyage are included
only the ETAPortOfCall and the ETDPortOfCall.

Case3:

Voyages that provide ETDLastPort and ETAPortOfCall that are both
beyond the WVD and there is no ShipCallID recorded for the voyage
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Status indicator Rules

at the timestamp of the query. This relate to “future”voyages that
are created by Hazmat vl messages where the departure time and
arrival time are both dummy.

Future (known) voyage Any voyage that ETDLastPort declared in the notification and set in
a future time with respect to the timestamp of the query and with

an ETAPortOfCall also in the future. The ETDLastPort should not be
dummy (that is it must be within the limit constraint by the WVD).

Planned call Any voyage for which the ShipCallID is known and ETDLastPport
declared in the notification is set in a future time with respect the
timestamp of the query and with an ETAPortOfCall also in the
future. In this case both ETDLastPort and ETAPortofCall are provided
and are both beyond the WVD.

Open issue: according to the Future voyage definition the ETD and
ETA are dummies. In this case no voyage shall be created.

Voyage cancelled Receipt of ZZCAN for the port call reported either via PortPlus or via
Port notification.

Voyage on-hold The voyage has been created from a PortPlus notification with
UpdateStatus = “U” and the original PortPlus notification (with
UpdateStatus = “N”) is still expected.

On-hold voyages are not provided in requests, but are considered in
voyage consolidation.

Dummy voyage Dummy voyages report an ETA to a given Port in the past; no ATA
has been reported for the given Port while a later ATA is reported by
a MS or detected by STIRES to another Port.

Dummy voyages are not provided in requests and are not
considered in voyage consolidation.

Voyage retrieval specific rules

The following table defines the rules of voyage retrieval that are used during the “matching”
process. They are used to decide if there is a voyage in the database whose data could be
correlated with the data reported in the incoming notification.

Data Notification Voyage Which voyage has to be retrieved from the EIS
Provider | includes status database for the reported vessel (if exists) and
action to be taken in case the Notification does
not report the ShipCalild.

MS ATD Voyage Fetch the most recently “closed” status voyage from
closed the database, if exists, and initiate the voyage
matching process.

If no match is to be found fetch the voyage with status
“at port”, if exists and try to resolve the notification
with it. If no match found fetch the most recently
created voyage” with status unknown and try to
match. If not a match found create a new voyage in
the database with the data in the notification.

STIRES calcATD Voyage Fetch the most recently “closed” (ATD is reported)
status voyage for the ship from the database, if exists,
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closed and check if the port of call info match with the port of
call reported by STIRES. If yes register in the STIRES
voyage linked with the incoming STIRES notification
the voyage ID of the voyage fetched from the
database (should this VoyageID is not already
registered in the STIRES voyage record or should in
the STIRES voyage record was registered a different
voyagelD).

If a match is not found, fetch from the database the
voyage of the ship with status “at port” (ATA reported,
no ATD reported) if exists and repeat the matching
process.. If a match is found register in the STIRES
voyage linked with the incoming STIRES notification
the voyage ID of the voyage fetched from the
database (should this VoyageID is not already
registered in the STIRES voyage record or should in
the STIRES voyage record was registered a different
voyagelD).

If no match is found the VoyagelD already registered
in the STIRES voyage shall remain un-altered). The
value of the VoyagelID could be NULL.

STIRES calcETDLastPo | Voyage Fetch the voyage with status “on going” from the

rt on going | database, if exists. If the LastPort data match with
those in the STIRES notification (based on the rules for
matching last port) assign to the STIRES voyage that
is related with the notification received the VoyageID
of the voyage fetched from the database. If a match
is not found the VoyagelD in the STIRES voyage that
is related to the STIRES notification shall remain

empty.
MS ATA Vessel at | First retrieve the voyage with status “at port” in the
port database for the vessel, if exists. If no match is found

fetch the voyage with status “on-going” and start the
matching process. If no match is found fetch the most
recent voyage with status unknown for the ship and
start the matching process. If no match is found create
a new voyage based on the data in the notification.

STIRES calcATA Vessel at | First retrieve the voyage with status “on going” in the
port database for the vessel, if exists.

If a match is found (PortofCall in the voyage fetched
from the database equals with the calculated port of
call from STIRES register in the STIRES voyage linked
with the incoming STIRES notification the voyage ID of
the voyage fetched from the database (should this
VoyagelD is not already registered in the STIRES
voyage record or should in the STIRES voyage record
was registered a different voyagelD).

If a match is not found fetch the voyage with status
“at port” (ATA reported, no ATD reported) and start
the matching process). If match is found update the
voyage ID in the STIRES voyage. If no match is found
fetch the most recent voyage with status unknown for
the ship, if exists, and start the matching process
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(based on LastPort and ETDLastPort??). If match is
found update the voyagelD in the STIRES voyage
record. If no match found the voyage ID in the STIRES
record shall remain un-altrered.

MS ETA

Notification reports an on-
going voyage (according
to the on-going voyage
definition)

First retrieve the voyage with status “on-going” in the
database for the vessel, if exists. If no match is found
fetch the voyage with status “at port”, if exists, and
start the matching process. If no match is found fetch
the most recent voyage with status unknown for the
ship and start the matching process. If no match is
found create a new voyage.

MS ETA

Notification reports a
future voyage (according
to the future or plan
voyage definition)

Check if there exists a future voyage in the database
where the ETAPortOfCall is closest in the future with
respect to the ETDLastPort reported in the notification
and start the matching process. If no match found
create a voyage.

MS ETA

Notification reports an
unknown voyage with ETA
in the future

Port notifications.

Fetch the voyage with status “on-going” from the
database, if exists, and try to resolve. If no match
found fetch the most recently created voyage with
status “unknown”, if exists, and try to resolve the
vessel. If a match is not found create a new voyage in
the database.

MS ZZCAN Voyage
reported with | cancelled
a Portplus
notification

Change of destination.

Fetch the voyage with the same ShipcallID and cancel
it. Be aware that the Hazmat linked to the voyage is
not cancelled and should be linked with another
voyage in the database. That is why, following the
cancellation of the ship call the system should check
again the current status of voyage as reported by the
notification that initially included the Hazmat
information (you can retrieve this notification from the
database using the Hazmat ShipcallID or the Hazmat
data provider stored in the cancelled voyage record).

Re-initiate the process of voyage retrieval. Based on
the status of the voyage as reported in the notification
and based on the processes highlighted above for
retrieving a voyage from the database identify the
voyage where the Hazmat info has to be linked.

MS An update of a
PortPlus
message
reporting
Hazmat EU
departure
where the
data provider
changed the
HazmatYesNo
attribute
value from

Retrieve the voyage with the Hazmat ShipcalllD
pointing to the notification that included the changed
HazmatYesNo attribute change and update the voyage.
In case the voyage record does not include a
ShipCallID (that is it was created by the next portdata
and it is not yet confirmed by the port of arrival as yet,
“cancel” it completely.

Actually here the MS ask us to ignore a Hazmat EU
notification previously sent with a PortPlus message -
Should for the voyage next Port has been already
received a Portplus from the Port of arrival the voyage
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“Yes” to No cannot be cancelled.

(by doing this
essentially the
user “cancels”
the previously
sent Hazmat
notification

This is only way for a MS to report that to cancel a
Hazmat attached to a Portplus message reporting EU
departure.
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